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INTRODUCTION AND INVITATION TO COMMENT 

Even before the upheaval wrought by the Coronavirus pandemic, technology was transforming every facet of our 

lives. Medical care is leveraging gene therapies. Music, movies and TV stream on demand on our personal screens, 

large and small. Retailing has moved online and is delivering packages by drone. 3D printers can make houses, 

cars and body partsΦ 5ǊƛǾŜǊƭŜǎǎ ǾŜƘƛŎƭŜǎ ƴŀǾƛƎŀǘŜ ǇǳōƭƛŎ ǎǘǊŜŜǘǎΦ ά5ǊƛǾŜǊƭŜǎǎ ŦƛƴŀƴŎŜέ ƛǎ ŎƻƳƛƴƎ ǘƻƻΣ ŀǎ ǎƳŀǊǘ devices 

begin to help us manage money, pay bills, avoid scams, spend wisely and plan for the future, regardless of our 

wealth or financial education.  

Changes like these all have the same technology at their core: the information in these systems is being converted 

into digital form. This is causing the volume of accessible data to explode and is enabling users to organize and 

analyze it with artificial intelligence techniques that, in every field, are converting formerly impossible tasks into 

easy ones. 

In the midst of this accelerating digitization, the COVID-19 pandemic struck the world. In a few short weeks, the 

crisis laid bare the inadequacies of systems in sector after sector that rely on old, slow, insecure technology and 

that operate with vast voidǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴΦ tǳōƭƛŎ ƘŜŀƭǘƘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ƘŀǾŜ ƭŀƎƎŜŘ ōŜƘƛƴŘ ǘƘŜ ŘƛǎŜŀǎŜΩǎ ǎǇǊŜŀŘΦ 

Government agencies have struggled to deliver rescue funding to small businesses facing mass extinction and to 

workers suddenly unemployed. At the same time, almost overnight, traditional activities have moved online, en 

masse -- office work, schoolwork, entertainment, grocery shopping, doctor visits, business conferences, concerts, 

ŘŀǘƛƴƎΣ ōƛǊǘƘŘŀȅ ǇŀǊǘƛŜǎΣ ƎǊŀŘǳŀǘƛƻƴ ŎŜǊŜƳƻƴƛŜǎΣ aƻǘƘŜǊΩǎ 5ŀȅΦ tŜƻǇƭŜ ŀƴŘ ƻǊƎŀƴƛȊŀǘƛƻƴǎ with ready access to 

good digital technology have been resilient. Those without it, struggle. 

Financial regulation is following this same arc. Before the pandemic, it too was moving toward digitization, albeit 

more slowly than the private sector. Regulatory leaders around the world have been exploring where and how to 

modernize their systems to leverage digital data. A small but growing community has formed of regulatory 

innovators. Their initiatives have been climbing the priority agenda at many agencies, gradually but with growing 

promise. 

Now, suddenly, the pandemic is lifting these efforts to the top levels of 

urgency. Bank regulators must figure out how to conduct effective reviews 

offsite, and how to secure sensitive information as employees work from 

home. They must figure out how to get fuller information faster, just to 

understand the abrupt disruptions underway in the industries they oversee. 

They are contending with opacity -- the slowness and shallowness and narrow 

scope of traditional information sources like quarterly reports. State 

regulators are struggling with even more limited information about the 

nonbank companies they monitor, which now extend a large share of 

consumer financial services and which may face instability and novel risks. 

As the financial marketplace rapidly adjusts to the pandemic, much about its 

activities and condition is invisible to the people charged with keeping the 

system stable and fair. Regulators simply have no way to see complete and real time information. Their systems 

are not digital. 

 

World Wide Web inventor 

Sir Tim Berners-Lee 
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Into this crisis, now, a second calamity has erupted. The police killing of George Floyd has ignited outrage and 

soul searching throughout America and the world. Like the pandemic, the tragedy has characteristics of a 

volcanic force that could change the landscape far and wide. In finance, the policy goal of financial inclusion, 

which has been explicit but unrealized for a half century, is gaining sudden energy.  

Both the pandemic and the Black Lives Matter movement are motivating a search for better ways. Both have 

arrived at a moment when, for financial regulation, better is possible because of entirely new technology. 

This Regtech Manifesto was written before either of these crises appeared. We believe that both of them make 

its arguments more urgent. We offer it, in fact, with hope that both, for all the damage and heartbreak they 

cause, may open a path to building a better financial regulatory system, and building it soon. The Great Plague 

of the 1300s killed one-third of the population of Europe. It also broke the feudal system, empowering workers 

and opening the way for emergence of a middle class. Crises stress old systems, which in turn allows new things 

to grow.  

In presenting the paper as a Request for Comments, or RFC, we have taken inspiration from the origins of the 

World Wide Web. In 1989 -- just over thirty years ago -- British scientist Tim Berners-Lee invented the Web by 

converting the Internet, which had been created for defense and intelligence purposes, into an information 

system that could be used by everyone. Seeing the opportunity to merge very new innovation (the technologies 

enabling HTML and HTTP were just emerging) into a powerful new system, he convened a group of colleagues, 

began a dialogue,1 and issued a paper in the form of a Request for Comments. 

Financial regulation is a complex realm, but not as complex as connecting every computing device in the world to 

a platform for instant, free, interoperable communication and information access, meeting all the technical, legal 

and social requirements involved. Big change is possible when transformative technologies arise and when people 

cooperate to build interoperable frameworks that can put them widely to use. 

 

Sir Tim has shared a photograph of his original paper on which a reviewer had penned this marginal note: ά9ȄŎƛǘƛƴƎ 

ōǳǘ ǾŀƎǳŜΦέ It is in the nature of such concept papers that early attempts to write down ideas will generate far 

more questions than answers. We hope this RFC will spark a dialogue that will vastly improve upon the nascent 

thinking we present herein. 

  

We invite readers to provide comments to AIR at www.regulationinnovation.org/regtech-manifesto/ or by email 

at  hello@regulationinnovation.org, to share the paper widely, and to generate their own forums for engagement. 

 
 
 
 
 
 
 
 
 

 
1 {ƛǊ ¢ƛƳ Ƙŀǎ ǎŀƛŘΣ άI just had to take the hypertext idea and connect it to the Transmission Control Protocol and domain 
name system ideas andτta-da!τǘƘŜ ²ƻǊƭŘ ²ƛŘŜ ²ŜōΦέ. https://www.w3.org/People/Berners-Lee/Kids.html 

https://lnkd.in/gV7sHB7
https://www.w3.org/2000/01/sw/cv-timbl.html
http://www.regulationinnovation.org/regtech-manifesto/
mailto:hello@regulationinnovation.org
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/Domain_name_system
https://en.wikipedia.org/wiki/Domain_name_system
https://www.w3.org/People/Berners-Lee/Kids.html
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EXECUTIVE SUMMARY 
¢Ƙƛǎ άaŀƴƛŦŜǎǘƻέ ƛǎ ƛƴǘŜƴŘŜŘ ŀǎ ŀ ǎŜƳƛƴŀƭ ǇŀǇŜǊ 

arguing that financial regulation, in the United 

States and globally, needs to be remade to equip 

regulators with the information and tools they 

will need to be effective in the Digital Age. The 

Manifesto strives to lay out why digital 

transformation is necessary, benefits it could 

bring, difficulties in designing it, attributes and 

principles that should shape it, and practical 

strategies for implementation. 

 

The core concept of the paper is a call for gradual but urgent redesign of the financial regulatory system to convert 

ƛǘ ŦǊƻƳ ŀƴ ŀƴŀƭƻƎ ŀǇǇǊƻŀŎƘ ǘƻ ŀ άŘƛƎƛǘŀƭƭȅ-ƴŀǘƛǾŜέ ŦǊŀƳŜǿƻǊƪ ς that is, to a system that will be rebuilt from scratch, 

over time, to leverage new digital technologies that can make regulation better, faster and cheaper, all at once.  

 

¢ƘŜ ǳƳōǊŜƭƭŀ ǘŜǊƳ ŦƻǊ ǊŜƎǳƭŀǘƻǊȅ ǘŜŎƘƴƻƭƻƎȅ ƛǎ άǊŜƎǘŜŎƘΣέ ǎƻƳŜǘƛƳŜǎ ǎǇŜƭƭŜŘ άwŜƎ¢ŜŎƘΦέ !ǎ ǳǎŜŘ ƛƴ ǘƘƛǎ ǇŀǇŜǊΣ 

the term covers both regtech for regulators (including so-ŎŀƭƭŜŘ ά{ǳǇ-¢ŜŎƘΣέ ƳŜŀƴƛƴƎ ǎǳǇŜǊǾƛǎƻǊȅ ǘŜŎƘύΣ ŀƴŘ 

regtech for compliance. The Manifesto argues that the technology used for industry compliance should mirror the 

technology used by regulators, because they need the same core data and are performing two versions of nearly 

the same function. With limited exceptions, these streams of work should evolve together, in order to create an 

information ecosystem that is interoperable. 

 

Financial regulators do their work by scrutinizing information about regulated companies and the environments 

ƛƴ ǿƘƛŎƘ ǘƘŜȅ ƻǇŜǊŀǘŜΦ ¢ƻŘŀȅΣ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ŜȄƛǎǘǎ Ƴŀƛƴƭȅ ƛƴ άŀƴŀƭƻƎέ ŦƻǊƳΣ ƳŜŀƴƛƴƎ ƛƴ ŦƻǊƳŀǘǎ ǘƘŀǘ ǿŜǊŜ 

originally created on paper, like reports and spreadsheets. Most of this data is therefore locked up -- difficult to 

access and analyze. As a result, regulators must rely on limited information about the system. They analyze small 

samples of files. They read reports that often lag far behind present day. They draw on databases that are 

disconnected from other data sources, so that information cannot be readily pooled, and trends cannot be traced 

across large landscapes. The people charged with oversight of the financial system can see only a small fraction of 

what is happening in it. 

 

This opacity has always produced challenges and occasional failures in regulation and risk management. However, 

failure risk is spiking today as the industry that is being regulated shifts to a digital model, itself. Financial services 

are transforming, driven by exponentially-changing technology that is revving up the velocity of all the activity in 

ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜ ƛƴŘǳǎǘǊȅΩǎ ǇǊƻŘǳŎǘǎ ŀǊŜ ŘƛƎƛǘƛȊƛƴƎΣ ŦǊƻƳ ƭƻŀƴǎ ǘƻ ƛƴǾŜǎǘƳŜƴǘ ǎŜǊǾƛŎŜǎΦ Lǘǎ ŘŜƭƛǾŜǊȅ ǾŜƘƛŎƭŜǎ ŀǊŜ 

digitizing, shifting to online and mobile channels and into digital currencies. Its risk functions, from loan 

ǳƴŘŜǊǿǊƛǘƛƴƎ ǘƻ ŀŎǘǳŀǊƛŀƭ ŀƴŀƭȅǎƛǎ ŦƻǊ ƛƴǎǳǊŀƴŎŜΣ ŀǊŜ ǳǎƛƴƎ ƴŜǿ ǎƻǳǊŎŜǎ ƻŦ Řŀǘŀ ƛƴ ƴŜǿ ǿŀȅǎΦ Lǘǎ άōŀŎƪ ƻŦŦƛŎŜέ 

functions are leveraging robotic processing and digital ledgers. Its customer service functions are using chatbots. 

Regulators will need digitized information and tools, just to keep up -- especially as they face innovation that is 

increasingly likely to be mold-breaking, such as cryptocurrency. 
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All of this had created a compelling need for 

change, even before the COVID-19 pandemic hit 

the system. Suddenly regulators need to 

understand fast-moving trends. Where are risks 

erupting in commercial and agricultural lending 

sectors? Is commercial real estate at risk from the 

move to work-from-home? Will some small 

communities lose viability due to loss of their 

small business base? Is cryptocurrency use rising? Which international relationships present new challenges? Is 

more financial crime shifting online? Are lending programs disproportionately harming lower-income borrowers, 

women and people of color? These and many other challenges are skyrocketing, almost literally overnight.  

 

This Manifesto emphasizes the disruptive nature of exponential change, which appears to be gradual for long 

periods and then suddenly accelerates, often catching people by surprise at a point when it may be too late to 

respond to the forces at play. Regulators who rely on partial data, lagging reports and unscalable processes will 

increasingly find themselves unable to keep pace. 

 

CǳǘǳǊƛǎǘ wŀȅ YǳǊȊǿŜƛƭ ƛƭƭǳǎǘǊŀǘŜǎ ŜȄǇƻƴŜƴǘƛŀƭ ŎƘŀƴƎŜ ōȅ ǎŀȅƛƴƎΣ άLŦ L ǘŀƪŜ ол ǎǘŜǇǎ ƭƛƴŜŀǊƭȅΣ L ƎŜǘ ǘƻ олΦ LŦ L ǘŀƪŜ ол 

steps exponeƴǘƛŀƭƭȅΣ L ƎŜǘ ǘƻ ŀ ōƛƭƭƛƻƴΦέ This means that regulatory functions will have to digitize as well, adopting 

regtech that can both strengthen the system and stem emerging high-tech risks. 

 

The Stakes Are High 

The financial system is the bloodstream of the economy and of a thriving society.  A healthy flow of safe and easily-

used financial services enables people to pay and be paid, to save and invest, to borrow, and to cushion and insure 

against risk. These capabilities then enable individuals, businesses and communities to flourish.  

 

At the same time, financial services inherently generate critical risk exposures. These include the danger of 

systemic instability that can undermine national and global economies, as well as harm to customers, both for 

people who cannot access the system and for people who do. 

  

Due to this blend of importance and risk, finance is regulated pervasively -- arguably more so than any other 

sector. In the United States, government oversees the financial services system to achieve four critical goals:   

 

1. Financial and economic stability 

2. Consumer protection 

3. Financial inclusion 

4. Combating financial crime 

 

Today, new technology is opening an historic opportunity to do vastly better than has ever been possible on all 

four of these objectives. Innovation is driving down costs, opening electronic channels for serving people, 

expanding information and enabling powerful analytics across the whole spectrum of finance and financial 

regulation. As a result, there is a chance for nearly everyone to gain access to affordable financial services that 

can be provided, cheaply and profitably, through the mobile phone. There is a chance to enable sound lending to 
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creditworthy people who are currently denied loans due to outdated underwriting techniques and risk models. 

There is a chance to make financial services understandable, and financial management easy. There is a chance 

to equip everyone with a safe and secure digital identity that opens up access to financial services and empowers 

consumers to control how their personal data is used and shared. There is a chance to protect consumer data 

from both security breaches and misuse by industry and governments.  

There is also a chance to avert or contain the next financial crisis, and therefore, potentially, the next global 

economic collapse, including some of the worst effects of the COVID-19 pandemic. 

Furthermore, digitized technologies have the capacity to turn back the rising tide of money laundering that funds 

terrorism and trafficking in weapons, drugs, looted antiquities, endangered wildlife and human beings, as well as 

exploitation of children for online sexual material. 

However, the very same technologies that are generating these opportunities also carry risk of unprecedented 

harm to customers and destabilization of the financial system, if governments fail to anticipate and manage the 

problems that will emerge with them. 

As technology transforms finance, regulation could become the single most important factor in how much it will 

produce good versus ill. Policymakers face a daunting responsibility to enable desirable innovation while at the 

same ǘƛƳŜ ǇǊŜǾŜƴǘƛƴƎ ǘƘŜ ƴƻǾŜƭ ŘŀƴƎŜǊǎ ǘƘŀǘ ǿƛƭƭ ƻŦǘŜƴ ōŜ ŜƳōŜŘŘŜŘ ƛƴ ƛǘΦ ¢ƘŜȅ ǿƛƭƭ ƘŀǾŜ ǘƻ ǿŀƭƪ ǘƘƛǎ ƪƴƛŦŜΩǎ ŜŘƎŜΦ 

They will, moreover, have to negotiate it at high speed. 

 

Financial regulatory work is, everywhere and always, difficult, and will become more so as the system converts to 

digital form.  

 
 

Finance and financial regulators have always been innovative adopters of new technology. In 
navigating the landscape ahead, experienced regulatory leaders will be uniquely situated to 
drive change. They will be the key players in the creation of a new regulatory paradigm.   

 

 

Regulators throughout the world are already seizing this opportunity, creating fresh thinking, new initiatives and 

momentum. 

 

Drivers of Change 

The single most critical force that is driving all this change is the digitization of information. The Manifesto covers 

digitization in some depth and describes the rapid digitization of the finance sector, specifically. It explores how 

this transformation is fueling two profoundly important and intertwined trends that necessitate a new regulatory 

approach. One trend is the explosion in the volume of information generated by and about the financial system. 

The second is the sharp acceleration in the pace of change. Both trends present unprecedented challenges for 

regulators. 

 

Driver 1 τ Explosion of Data 

First, accelerating technology and digitization are producing vastly more information than ever before, at an ever-

faster pace. Some experts now estimate that information may be doubling every 12 hours. The data generated, 

https://www.cio.com/article/3387637/thriving-in-a-world-of-knowledge-half-life.html
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in turn, fuels still more technology advances, especially in artificial intelligence, generating a flywheel of change. 

 

This means that financial regulators must prepare for the potential of becoming overwhelmed by the sheer 

volume of information impacting their work.  

 

Former Bank of England Governor Mark Carney illustrated the data challenge facing regulators in a speech in June 

нлмфΦ 9ȄǇƭŀƛƴƛƴƎ ǘƘŜ ƴŜŜŘ ǘƻ ŜƳǇƭƻȅ ŀǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ Ǌƛǎƪǎ ƛƴ ǘƻŘŀȅΩǎ ŦƛƴŀƴŎƛŀƭ ƳŀǊƪŜǘǎΣ ƘŜ ǎŀƛŘΥ  

 

 

άThe Bank now receives 65 billion data points each 

year of firm-related information. To put that into 

context, reviewing it all would be the equivalent of 

each supervisor reading the complete works of 

{ƘŀƪŜǎǇŜŀǊŜ ǘǿƛŎŜ ŀ ǿŜŜƪΣ ŜǾŜǊȅ ǿŜŜƪ ƻŦ ǘƘŜ ȅŜŀǊΦέ2    

 
 

Furthermore, the data being generated directly by financial companies is only a small fraction of the data being 

created about their activities and the environments in which they operate -- which is equally relevant to financial 

ǊŜƎǳƭŀǘƻǊǎΦ ά.ƛƎ 5ŀǘŀέ ŀǊƛǎŜǎ ŦǊƻƳ ǎƻǳǊŎŜǎ ƭƛƪŜ online activity, social media, published media, the internet of things 

(IoT), cameras, geolocation tracking, satellite imagery, digitized public records and much more. It is profoundly 

changing how regulators perform tasks like identifying risk trends and detecting fraud and financial crime.  

 

It is humanly impossible to scale up traditional regulatory models to meet information challenges of this 

magnitude and velocity. As a result, until recently, most external information could not be leveraged by financial 

ǊŜƎǳƭŀǘƻǊǎΦ Lǘ ǿŀǎƴΩǘ ǊŜŀŘƛƭȅ όŀƴŘ ŀŦŦƻǊŘŀōƭȅύ ŀŎŎŜǎǎƛōƭŜΣ ŀƴŘ ǊŜƎǳƭŀǘƻǊǎ ŀƭǎƻ ƭŀŎƪŜŘ ǘƘŜ ŎƻƳǇǳǘƛƴƎ ǇƻǿŜǊ ǘƻ 

process it.  Today, in contrast, we have almost infinite computing power enabling us to analyze limitless data using 

artificial intelligence (AI) tools  like machine learning (ML) and natural language processing (NLP).  

 
 

 Joining ubiquitous data with AI creates the opportunity to completely redesign the system. 
 

 

Regulators will need to put these tools to use. They will need to see and understand the full set of information, 

rather than relying on data sampling and summary reports. They will need to see it in real time, not in periodically-

submitted reports that lag months behind present day. They will need new tools that enable them to respond 

quickly to information and indicators.  

 

 
2 https://www.bankofengland.co.uk/-/media/boe/files/speech/2019/enable-empower-ensure-a-new-finance-for-the-new-
economy-speech-by-mark-carney.pdf?la=en&hash=DC151B5E6286F304F0109ABB19B4D1C31DC39CD5 

https://www.bankofengland.co.uk/-/media/boe/files/speech/2019/enable-empower-ensure-a-new-finance-for-the-new-economy-speech-by-mark-carney.pdf?la=en&hash=DC151B5E6286F304F0109ABB19B4D1C31DC39CD5
https://www.bankofengland.co.uk/-/media/boe/files/speech/2019/enable-empower-ensure-a-new-finance-for-the-new-economy-speech-by-mark-carney.pdf?la=en&hash=DC151B5E6286F304F0109ABB19B4D1C31DC39CD5
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ά¢ƘŜ C5L/ ǿŀǎ ŎǊŜŀǘŜŘ ƛƴ мфооΦ .ŀƴƪǎ ƻŦ ǘƘŜ ƭŀǎǘ ŎŜƴǘǳǊȅ ƭƻƻƪŜŘ ǾŜǊȅ ŘƛŦŦŜǊŜƴǘ ǘƘŀƴ ōŀƴƪǎ ƻŦ ǘƘƛǎ 
century and the banks going forward. And so our examiners and our examining model needs to 
adjust to that. No longer are we supposed to go in and take a look at a five-foot pile of papers at 
a bank. We're moving to more of a digital, remote file review where our examiners can do a 
ǿƘƻƭŜ ƭƻǘ ƳƻǊŜ ǎŎƻǇƛƴƎ ŀƴŘ ǊŜǾƛŜǿ ƛƴ ŀŘǾŀƴŎŜ ƻŦ ƎƻƛƴƎ ƛƴǘƻ ǘƘŜ ōŀƴƪΧLŦ ǿŜ Ŏŀƴ ŜƳǇƭƻȅ ŀǊǘƛŦƛŎƛŀƭ 
intelligence and machine learning in our examining process, we would be able to...not look at a 
ǎŀƳǇƭŜ ōǳǘ ŜȄŀƳƛƴŜ ǘƘŜ ŜƴǘƛǊŜ ǇƻǊǘŦƻƭƛƻ ƻŦ ƭƻŀƴǎΦΦΦΦέ      

FDIC Chairman Jelena McWilliams 20193 
 

 

While we are at a very early stage of learning how to put all this information to use, the confluence of growing 

data and accessible computational resources creates entirely new possibilities. 

 

Driver 2 τ Accelerating Technology 

The second driver of regtech change is 

the acceleration of technology, which 

has opened a rapidly-widening gap 

between the linear pace of traditional 

regulatory activities and the 

exponential pace of technological 

change. Gordon Moore posited 

aƻƻǊŜΩǎ [ŀǿ ƛƴ мфтрΣ ŀŎŎǳǊŀǘŜƭȅ 

predicting that computing power 

would double every 24 months over 

the following decades. Today that 

acceleration is being fueled even 

further by rising deployment of 

artificial intelligence, a technology 

that has existed for over half a century 

but had limited utility until digitization 

generated vast volumes of data to be analyzed and new types of chips were 

developed to analyze the data in new ways. 

 

The Manifesto explores the difficulty of working in environments of exponential change which, again, present the 

appearance of gradual evolution for long periods until, suddenly, the curve turns sharply upward in a hockey-stick 

pattern. The phenomenon is illustrated in the figure above4Σ ǿƘƛŎƘ ŘŜǇƛŎǘǎ aƻƻǊŜΩǎ [ŀǿΦ  

 

Organizations that move at a linear pace in an exponentially-changing situation -- those that find themselves 

beneath this curve as it turns vertical -- may never be able to catch back up.  

 

Nick Cook, who leads the innovation unit of the UK Financial Conduct Authority, told an FDIC audience in 2019 

 
3 https://regulationinnovation.org/podcast/jelena-mcwilliams-chairman-of-the-fdic/ 
4 From futurist Niv Dror, Medium, February 21, 2015  

https://regulationinnovation.org/podcast/jelena-mcwilliams-chairman-of-the-fdic/
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that his agency had decided they must move 

forward with regtech despite the many 

uncertainties it raised. Waiting two years to try 

to figure it out, he said, could result in being ten 

years behind where they neŜŘŜŘ ǘƻ ōŜΦ ά²Ŝ 

realized that if we held still, we would be 

ŀŎŎŜƭŜǊŀǘƛƴƎ ōŀŎƪǿŀǊŘǎΦέ  

 

As an analogy, imagine that you own a pond on which lily pads have appeared and are doubling every day. After 

a month, you realize the pond is half covered and needs attention. When you return the next day, however, you 

find the entire surface filled with lily pads. What took 30 days to reach fifty percent needed only one more day to 

Ƙƛǘ ƻƴŜ ƘǳƴŘǊŜŘ ǇŜǊŎŜƴǘΦ ¢ƘŀǘΩǎ ōŜŎŀǳǎŜ ǘƘŜ ƎǊƻǿǘƘ ƛǎ ŜȄǇƻƴŜƴǘƛŀƭΦ 

 

Many things exhibit this pattern. Cancers, for example, often start slowly, giving patients ample time to address 

them, but then reach a tipping point at which intervention is too late. The lost time cannot be recovered. Or 

envision a train pulling out of the station. A passenger has a few seconds to jump onto it. After that, he cannot 

catch it. In 1859, an English farmer named Thomas Austin brought 24 rabbits to his farm in Australia. Just six years 

later, the continent had 22 million rabbits.  

 

¢ƘŜǊŜ ƛǎ ŀ ƴƻǾŜƭ ōȅ 9ǊƴŜǎǘ IŜƳƛƴƎǿŀȅ ƛƴ ǿƘƛŎƘ ŀ ŎƘŀǊŀŎǘŜǊ ƛǎ ŀǎƪŜŘ Ƙƻǿ ƘŜ ǿŜƴǘ ōŀƴƪǊǳǇǘΦ IŜ ǎŀȅǎΣ ά!ǘ ŦƛǊǎǘ 

ƎǊŀŘǳŀƭƭȅΣ ŀƴŘ ǘƘŜƴ ǎǳŘŘŜƴƭȅΦέ 

 

The world has received a painful lesson 

in exponential change in 2020 from the 

COVID-19 virus, as illustrated in the 

graph beside on the growth of cases in 

the UK. In the United States, there were 

26 new cases on March 4. Ten days later, 

the country had 662 new cases. Ten days 

after that, 9,939. Just two days after 

that, 17,050. Five days later there were 

25,305.  In the one-month period from 

March 4 to April 4, new cases surged 

from 26 to 33,725. 

 

 

The Manifesto contrasts the speed of exponential technology growth with the traditional pace of regulatory 

change and lays out the need to accelerate the latter. The shift will be difficult. Despite its history of innovation, 

our regulatory system is, and is supposed to be, risk-averse. It is meant to be deliberate, measured and careful, 

all of which makes it move at a relatively slow pace. Its culture of carefulness has generally served us well, but will 

not be sustainable in a system where the activities being regulated are mutating too fast for the regulators to 

understand and respond to them. Regulation will have to find ways to speed up.  

 
 

http://www.petefalzone.com/handouts/exp-growth-rabbits-australia.pdf
https://www.forbes.com/sites/startswithabang/2020/03/17/why-exponential-growth-is-so-scary-for-the-covid-19-coronavirus/#edcf9394e9b2
https://www.forbes.com/sites/startswithabang/2020/03/17/why-exponential-growth-is-so-scary-for-the-covid-19-coronavirus/#edcf9394e9b2
https://www.forbes.com/sites/startswithabang/2020/03/17/why-exponential-growth-is-so-scary-for-the-covid-19-coronavirus/#edcf9394e9b2
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What is Digitally-Native Technology? 

It is worth noting that these two forces -- data growth and 

technology acceleration -- are also converging with a third 

trend that is demographic. Millennials are the largest 

generation in the history of the world, in the United States 

and globally. Its front edge members are turning 40. By 

sheer force of numbers, this generation will increasingly 

dominate economic and cultural activity, and they are all 

άŘƛƎƛǘŀƭƭȅ-ƴŀǘƛǾŜΦέ5 They have never lived in a non-digitized 

world. This means they will bring new technology 

expectations to their organizations as they assume 

leadership roles in industry and government that were 

ŦƻǊƳŜǊƭȅ ƘŜƭŘ ōȅ ƻƭŘŜǊ άŘƛƎƛǘŀƭ ƛƳƳƛƎǊŀƴǘǎΦέ ¢ƘŜƛǊ ƛƳǇŀŎǘ 

will accelerate digital change in both the financial industry 

and its regulatory bodies. 6 

 

¢Ƙƛǎ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ ōŜƛƴƎ άōƻǊƴ ŘƛƎƛǘŀƭέ ǾŜǊǎǳǎ 

adapting to it from a non-digital starting point applies to 

technology as well as to people and is a key point of the 

Manifesto. The paper argues that conversion to a digitally-

native system is entirely different from merely 

άŀǳǘƻƳŀǘƛƴƎέ ŜȄƛǎǘƛƴƎ ƳŜǘƘƻŘǎ ōȅ ƭŀȅŜǊƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ƻƴ 

top of analog-era processes to speed them up. Instead, this transformation will gradually create something truly 

new -- ǘƘŜ άŘƛƎƛǘŀƭƭȅ-ƴŀǘƛǾŜέ ŘŜǎƛƎƴ ǿŜ ǿƻǳƭŘ ŀŘƻǇǘ ƛŦ ǿŜ ŎƻǳƭŘ ǎǘart with a clean slate and use today's vast data 

and powerful analytical technology, which did not exist when the current systems were put in place.  

 

Systems that are born digital have inherent advantages over those that graft digital capabilities onto older 

technology. Generally speaking, they are faster, less expensive, more adept at leveraging data and more agile in 

learning.  If properly designed, they can also be more secure. Importantly, they are much easier to update to keep 

pace with new technologies and other factors. They improve continuously, rather than periodically. 

 

This distinction between analog-era and digital-era technology is akin to how smartphones differ from the 

telephones and film-based cameras that preceded them. The change is not evolutionary. It is different technology, 

operating in an entirely different way. 

 

Opportunity and Risk 

The Manifesto discusses the fact that all of these technology trends are both negative and positive. 

 

On the negative side, the digitization of both finance and financial regulation will create new problems, even as it 

solves many old ones. Likely difficulties will include potential system instability; potentially exploitative business 

 
5 https://www.cnn.com/2012/12/04/business/digital-native-prensky/index.html 
6 https://www.pewresearch.org/fact-tank/2020/04/28/millennials-overtake-baby-boomers-as-americas-largest-generation/ 

https://www.pewresearch.org/fact-tank/2020/04/28/millennials-overtake-baby-boomers-as-americas-largest-generation/
https://www.pewresearch.org/fact-tank/2020/04/28/millennials-overtake-baby-boomers-as-americas-largest-generation/
https://www.cnn.com/2012/12/04/business/digital-native-prensky/index.html
https://www.pewresearch.org/fact-tank/2020/04/28/millennials-overtake-baby-boomers-as-americas-largest-generation/
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models; heightened cyber risk; threats to consumer privacy; adoption of AI that reflects and spreads bias; and 

ŎƘŀƭƭŜƴƎƛƴƎ ǎƘƛŦǘǎ ƛƴ ƭŜƎŀƭ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŀǎ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ƛƴŘǳǎǘǊȅΩǎ ǎǘǊǳŎǘǳǊŜ Ŏƻƴǘƛƴǳƻǳǎƭȅ ŜǾƻƭǾŜǎΦ wŜƎǳƭŀǘƻǊǎ ǿƛƭƭ 

be expected to protect the system and the people using it from very novel7 developments that simply transcend 

ǘƘŜ άōƻȄŜǎΣέ ōǊŜŀƪ ǘƘŜ ƳƻƭŘǎ ƛƴ ǿƘƛŎƘ ǘǊŀŘƛǘƛƻƴŀƭ ǊŜƎǳƭŀǘƻǊȅ ǿƻǊƪ Ƙŀǎ ōŜŜƴ ǇƭŀŎŜŘΦ tǊƻŘǳŎǘǎ ŀǊŜ ŜƳŜǊƎƛƴƎ ǘƘŀǘ 

do not fit neatly into current legal frameworks, sometimes leaving it unclear even what laws apply and what 

regulatory bodies should oversee new activities. 

 

On the positive side, conversion of the regulatory system to digital design will create an unprecedented 

opportunity to improve outcomes and drive down costs at the same time, opening the potential to reap huge gains 

in meeting often-intractable public policy goals. For example, regulators around the world are seeking to expand 

financial inclusion by leveraging technology like mobile phone-based services and digital identity. They are finding 

new digital tools to combat financial crime. They are exploring a range of potential systemic benefits, such as 

helping to level the playing field between large financial providers versus community banks and small innovators. 

There is exploratiƻƴ ƻŦ ŀ ƳƻǾŜ ǘƻǿŀǊŘ άƻǳǘŎƻƳŜǎ-ōŀǎŜŘ ǊŜƎǳƭŀǘƛƻƴέ ƛƴ ǎƻƳŜ ŀǊŜŀǎΣ ŎǊŜŀǘƛƴƎ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ǘƘŀǘ 

ŀƎŜƴŎƛŜǎ Ƴŀȅ ōŜ ŀōƭŜ ǘƻ ǊŜŘǳŎŜ ǎȅǎǘŜƳ Ŏƻǎǘǎ ōȅ ŀǎǎŜǎǎƛƴƎ ŎƻƳǇŀƴƛŜǎΩ Řŀǘŀ ŀƎŀƛƴǎǘ ŘŜǎƛǊŜŘ ǇŜǊŦƻǊƳŀƴŎŜ ƳŜǘǊƛŎǎΣ 

because it will become possible and practical to measure them. 

 

 
άΦΦΦΦusing old technology is not less risky than using new technology. This thinking is a 
ƳƛǎǘŀƪŜΧ.ŜƘŀǾƛƻǊŀƭ ŜŎƻƴƻƳƛǎǘǎ ǿƛƭƭ ǘŜƭƭ ȅƻǳ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ǎǳŎƘ ŀ ǘƘƛƴƎ ŀǎ ǎǘŀǘǳǎ ǉǳƻ ōƛŀǎ ŀƴŘ 
that the human brain tends to overweigh the safety of the known versus the unknown. And yet, 
I think we all know that airbags are way safer than not. Modern airplanes are way safer in the 
main than old airplanes. Faster chip computers crash a lot less often than old chip computers. 
At some point, we need to get people comfortable with the idea that the reason that there's a 
market for innovation, the reason the tech stocks do well...is because generally speaking, 
they're more reliable, not less. 
 

Brian Brooks, Acting Comptroller of the Currency, May 20208 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
7 The 2019 announcement that Facebook and a group of other companies planned to launch the Libra cryptocurrency 
served as an alert that current regulatory structures may be mismatched to cutting edge financial innovation. 
8 https://regulationinnovation.org/podcast/the-first-fintech-comptroller-acting-comptroller-of-the-currency-brian-brooks-
on-his-first-day-in-office/  

https://regulationinnovation.org/podcast/the-first-fintech-comptroller-acting-comptroller-of-the-currency-brian-brooks-on-his-first-day-in-office/
https://regulationinnovation.org/podcast/the-first-fintech-comptroller-acting-comptroller-of-the-currency-brian-brooks-on-his-first-day-in-office/
https://regulationinnovation.org/podcast/the-first-fintech-comptroller-acting-comptroller-of-the-currency-brian-brooks-on-his-first-day-in-office/
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OVERVIEW OF THE MANIFESTO 

This Regtech Manifesto is a Request for Comments published by AIR, the Alliance for Innovative Regulation. It will 

be the first in a series of papers that will explore specific challenges in greater depth.9 The Manifesto has been 

ideated and refined by numerous stakeholders including current and former regulators and innovators on the 

frontiers of technology. We hope to engage a growing community of leaders in embracing and shaping a digitally-

native regulatory paradigm, and to equip changemakers in all types of organizations with a common language and 

shared concepts for engaging their colleagues and each other. 

 

Readers of the Manifesto will explore how and why conversion to a regtech system is needed, why it requires 

new rather than modified technology, how it might be designed, and how regulators could accomplish such a 

complex transformation given the practical constraints on their activities. On the last challenge, reviewers are 

ƛƴǾƛǘŜŘ ǘƻ ŎƻƴǎƛŘŜǊ ǘǿƻ άRƻŀŘƳŀǇέ ǎǘǊŀǘŜƎƛŜǎΣ ƻƴŜ ŦƻǊ ŀƎŜƴŎƛŜǎ ǎŜŜƪƛƴƎ ƛƴŎǊŜƳŜƴǘŀƭ ŎƘŀƴƎŜΣ ŀƴŘ ǘƘŜ ǎŜŎond a 

bolder approach that could accelerate impact.  

The Manifesto envisions that a full regtech transformation will take years to implement -- decades, in some areas 

-- ŀƴŘ ŀƭǎƻ ǘƘŀǘ ƛǘ ǿƛƭƭ ƴŜǾŜǊ ōŜ Ŧǳƭƭȅ άƛƳǇƭŜƳŜƴǘŜŘέ ƛƴ ǘƘŜ ǎŜƴǎŜ ƻŦ ǎǘŀōƛƭƛȊƛƴƎ ƛƴ Ŧƛƴƛshed form. Rather, the need 

for innovation will accelerate permanently. This means that innovation culture and skill will have to suffuse the 

ǊŜƎǳƭŀǘƻǊȅ ǎȅǎǘŜƳΩǎ 5b!Φ  

 

Despite the lengthy time horizon, the paper argues that it is urgent to begin work on redesign now. The gap 

between technology change and regulatory change is widening every day, filling with risk.  

 

The Manifesto has five main sections, which we have called Explorations. Each section ends with questions on 

which we hope to elicit comment. The Explorations are followed by two Roadmaps that distill the material into 

step-by-step action guides.  

 

The Conclusion poses a range of questions about the paper overall. The document also contains appendices, 

including an overview of currently-active regtech use cases drawn from the US and around the world. 

 

¢ƘŜ ǇŀǇŜǊΩǎ ŦƛǾŜ Ƴŀƛƴ ǎŜŎǘƛƻƴǎ ŀǊŜΥ 

 

1. The Problem -- Why Financial Regulation Must Change 

2. The Solution -- Digitally-Native Regtech 

3. Design Challenges in Building a Regtech System 

4. Principles and Attributes of a Regtech System 

5. Practical Strategies for Converting to Digitally-Native Design 

 

Below is a brief overview of the paper. 

 

 
9 Note that this paper focuses on financial regulation but addresses many issues that also apply to other highly regulated 
ǎŜŎǘƻǊǎΣ ǎǳŎƘ ŀǎ ƳŜŘƛŎƛƴŜΦ ¢ƘŜ ǇŀǇŜǊΩǎ ǎŎƻǇŜ ŜƳǇƘŀǎƛȊŜǎ ǊŜƎǳƭŀǘƛƻƴ ƛƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ōǳǘ ƛǎ ƎǊƻǳƴŘŜŘ ƛƴ ǘƘŜ Ǌƻōǳǎǘ 
regtech work already underway throughout the world. 
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Exploration 1: The Problem -- Why Financial Regulation Must Change 

¢ƘŜ ǇŀǇŜǊΩǎ ŦƛǊǎǘ ǎŜŎǘƛƻƴ ƭŀȅǎ ƻǳǘ ǘƘŜ ŎŀǎŜ ŦƻǊ ǘǊŀƴǎŦƻǊƳŀǘƛƻƴΣ ŦƻŎǳǎƛƴƎ ƻƴ ǘƘǊŜŜ ŎƻƳǇƭŜȄΣ ƛƴǘŜǊǊŜƭŀǘŜŘ ǇǊƻōƭŜƳǎ 

that open the conversation about why change is necessary. 

 

1. Acceleration: The paper posits that the speed and sŎŀƭŜ ƻŦ ǘƻŘŀȅΩǎ ǊŜǾƻƭǳǘƛƻƴ ƛƴ ǘŜŎƘƴƻƭƻƎȅ ŀƴŘ Řŀǘŀ ǿƛƭƭ ƳŀƪŜ 

traditional financial regulatory systems increasingly vulnerable to failure. 

 

2. Effectiveness: The Manifesto argues that current regulatory systems have a mixed record of achieving their 

policy goals and could do substantially better by adopting digital technology. 

 

3. EfficiencyΥ ¢ƘŜ ǇŀǇŜǊ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ǘƻŘŀȅΩǎ ǎȅǎǘŜƳ ƛƳǇƻǎŜǎ ƘƛƎƘ Ŏƻǎǘǎ ǘƘŀǘ ƘŀǊƳ ōƻǘƘ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ƛƴŘǳǎǘǊȅ 

and its customers, and that these could be reduced dramatically without compromising outcomes (and could, 

in some areas, improve them). 

 

The Manifesto also argues that change is urgent and discusses the likely risks and problems of not adopting digital 

tools. It identifies a category of rising threat to the financial system, iƴ ǘƘŜ ŦƻǊƳ ƻŦ άƭŜƎŀŎȅ ǊƛǎƪΦέ 

 

Exploration 2: The Solution -- Digitally-Native Regtech 

Section 2 explains how digitally-native regtech can remedy the three problems described in Section 1. It includes: 

 

1. Explanation of regtech:  This section explains what regtech is and how it works. It includes definitions and how 

ǘƘŜ aŀƴƛŦŜǎǘƻ ǳǎŜǎ ǘƘŜ ǘŜǊƳǎ άǊŜƎǘŜŎƘέ ŀƴŘ άǎǳǇǘŜŎƘΦέ 

 

2. Explanation of digitally-native design: The paper explains the concept of digitally-native versus digital-

immigrant skills, technologies and organizations. 

 

3. Benefits of converting to a regtech system: This section describes potential benefits, including containment 

of rising systemic risk, enhanced consumer protection and financial inclusion, reduced financial crime, greater 

competitiveness for community banks and small firms, lower regulatory costs, more innovation, more 

competition, and progress, where appropriate, toward measurable outcomes-based regulation. The benefits 

include improved results for specific regulations, improved effectiveness of regulatory efforts overall and 

desirable secondary effects. 

  

A key benefit would be the ability of regulatory systems to achieve continuous improvement electronically, in 

something like the way an iPhone regularly pushes out automatic updates and security patches, as opposed to 

issuing updates periodically in forms that require extensive work, expense and time lags to implement. 

 

Exploration 3:  Design Challenges in Building a Regtech System 

This section lays out the thorny challenges that would have to be resolved in designing a regtech system (as 

opposed to the challenges of implementing one, which are covered in Section 5). 
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One set of challenges revolves around data and analytics. These include how regulators and risk managers will 

access data, how to set standards for data quality and interoperability and difficulties that will attend the 

necessary transition of industry and regulators to cloud computing environments. This section also discusses the 

many complex issues involved in adopting AI for regulatory and compliance purposes, including the issue of 

άŜȄǇƭŀƛƴŀōƭŜ !LΦέ 

 

Data-ǊŜƭŀǘŜŘ ŘŜǎƛƎƴ ŎƘŀƭƭŜƴƎŜǎ ǿƛƭƭ ŀƭǎƻ ŀǊƛǎŜ ƛƴ ǊŜƎǳƭŀǘƻǊǎΩ ƛƴŎǊŜŀǎƛƴƎ ǳǎŜ ƻŦ ŜȄǘŜǊƴŀƭ άōƛƎ ŘŀǘŀΣέ ǘƻ ǎǳǇǇƭŜƳŜƴǘ 

information that comes from the firms they oversee. 

 

A second set of regtech design issues focuses on converting the core regulatory framework from closed, 

ŎŜƴǘǊŀƭƛȊŜŘ ǎȅǎǘŜƳǎ ǘƻ ŀ ƘƻǊƛȊƻƴǘŀƭ άǇƭŀǘŦƻǊƳέ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ enables interoperability, modularity, flexibility 

and continuous improvement. Challenges here include the nŜŜŘ ǘƻ ǇǊŜǾŜƴǘ άǾŜƴŘƻǊ ŎŀǇǘǳǊŜέ ōȅ ŜƴŀōƭƛƴƎ ǳǎŜ ƻŦ 

varying solutions on the envisioned modular platform. 

   

Design considerations must also address legal and ethical challenges. Preeminent among these is the need to 

protect privacy. A new system must also think through the potential that greater regulatory access to company 

information could shift legal liabilities to the government when problems and failures arise. 

 

The final arena of design factors centers on cost considerations, in terms of both transition expenses and ongoing 

operating costs. 

 

Exploration 4:  Principles and Attributes of a Regtech System 

¢ƘŜ aŀƴƛŦŜǎǘƻΩǎ ŦƻǳǊǘƘ ŜȄǇƭƻǊŀǘƛƻƴ ŘŜǎŎǊƛōŜǎ ǿƘŀǘ ŀ ŘƛƎƛǘŀƭƭȅ-native system would look like, suggests principles 

that should guide its design and describes attributes that should be built into it. 

 

In terms of principles, the paper argues that the system must be ethically grounded, legally sound, provide for 

secure and permissioned use of data, and capable of continuous improvement. A new system must also be 

adoptable by the industry, cost-justified, risk proportionate and clearly additive to the strengths of the current 

one. It should strive to produce outcomes that are measurable. Where appropriate, changes should be developed 

through technology testing. 

 

¢ƘŜ ǎȅǎǘŜƳΩǎ ŀǘǘǊƛōǳǘŜǎ ǎƘƻǳƭŘ ƛƴŎƭǳŘŜ ōŜƛƴƎ Řŀǘŀ ŎŜƴǘŜǊŜŘΣ !L and API enabled, cloud-based, platformed and 

interoperable, machine-readable, design-centered and agile. In key areas it should be based on open source 

computer code, be decentralized, leverage blockchain technology, be metrics-driven and outcomes based, and be 

machine-executable. 

 

Exploration 5:  Practical Strategies for Converting to Digitally-Native Regulation 

¢ǊŀƴǎŦƻǊƳƛƴƎ ǘƘƛǎ ŎƻƳǇƭŜȄ ǎȅǎǘŜƳ ǿƛƭƭ ōŜ ŜȄǘǊŜƳŜƭȅ ŘƛŦŦƛŎǳƭǘΦ ¢ƘŜ ǇŀǇŜǊΩǎ Ŧƛƴŀƭ ǎŜŎǘƛƻƴ ŜȄŀƳƛƴŜǎ ƛƴ ǎƻƳŜ ŘŜǇǘƘ 

what the main implementation challenges will be and recommends practical methods for addressing them.  
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The Manifesto suggests that regulators have two strategic options. One is for agencies that want to explore 

regtech change incrementally. The other is for those that want to embark on an agenda of rapid learning and 

accelerated conversion.  

 

The paper lays out recommendations in these areas.  

 

1. Getting started and basic planning:  This section begins by suggesting simple ways to get started and how to 

link the conversion effort to normal change management methodologies, as well as how to infuse new tech-

driven elements into them.  

 

2. Structural strategies: The paper suggests options for combining or otherwise connecting agency teams that 

work respectively on regtech/suptech, fintech innovation, data science and conversion to cloud computing. It 

argues that these functions will have to work together on the regtech undertaking. 

 

3. Culture: The Manifesto cites input we received from numerous regulators that culture change, or the lack 

thereof, will make or break any regtech conversion. The paper describes the cultural attributes of financial 

regulatory bodies and suggests strategies for preserving powerful positive features while also enabling faster 

learning and action. This discussion includes focus on the critical role, at bank and credit union agencies, of 

engaging senior supervisory leaders.  

 

4. Talent and organizational strategies:  The paper takes up talent strategies, including how to recruit technology 

people into regulatory settings, how to train existing staff, and for bank regulators, the importance of fully 

engaging field examiners. It also discusses how to update HR systems to create paths and leadership roles for 

people, including millennial employees, who have technology skills. 

 

5. Acceleration strategies -- testing: The Manifesto argues that implementation success will require two major 

strategies for speeding up regulatory work. The first is adoption of testing and trial and error as a major 

method of learning and shaping decisions. This section discusses how to set up regulatory labs or accelerators, 

the need for hackathon-style regulaǘƻǊȅ άǘŜŎƘ ǎǇǊƛƴǘǎΣέ ŀƴŘ ƛŘŜŀǎ ŦƻǊ ŎǊŜŀǘƛƴƎ ǎŀŦŜ ǎǇŀŎŜǎ ŦƻǊ ōƻǘƘ ŀƎŜƴŎƛŜǎ 

and companies to conduct experimentation. The paper urges regulators to proactively encourage industry 

testing as a universal process. 

 

6. Acceleration strategies -- collaboration: The second suggested acceleration strategy is a massive expansion of 

agency collaborative methods and relationships. Internally, this will mean softening silos and adopting the 

άŀƎƛƭŜέ cross-functional team-based workflows that are ubiquitous in the technology world. Externally, it will 

include a major scaling up of both interagency collaboration and interaction with industry, drawing lessons 

from models that are working well in other countries.  International collaboration is covered as well. 

 

¢ƘŜ ǇŀǇŜǊ ǎǳƎƎŜǎǘǎ ǘƘŜ ƴŜŎŜǎǎƛǘȅ ƻŦ ŀƎŜƴŎƛŜǎ ǎŜŜŘƛƴƎ ŀƴŘ ŎǳƭǘƛǾŀǘƛƴƎ ŀ ǊŜƎǘŜŎƘ άŎƻƳƳǳƴƛǘȅ ƻŦ ǇǊŀŎǘƛŎŜΦέ 

 

¢ƘŜ aŀƴƛŦŜǎǘƻ ŀǊƎǳŜǎ ǘƘŀǘ ǘƘŜ ǎƛƴƎƭŜ Ƴƻǎǘ ŎǊƛǘƛŎŀƭ ǎǘŜǇ ƛǎ ǘƻ ƎŜǘ ǘŜŎƘƴƻƭƻƎȅ ŜȄǇŜǊǘǎ ƛƴǘƻ άǘƘŜ ǊƻƻƳ ǿƘŜǊŜ ƛǘ 

ƘŀǇǇŜƴǎέ ŀǎ ǊŜƎǳƭŀǘƻǊȅ ǇƻƭƛŎȅ ƛǎ ŘŜǾŜƭƻǇŜŘ ŀƴŘ ŘŜŎƛǎƛƻƴǎ ŀǊŜ ƳŀŘŜΦ It suggests that this is the primary missing 

link. 
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7. Sequencing strategies: Exploration 5 suggests sequencing strategies for introducing regtech. One is to build 

on successful initiatives already taken by other regulators, which can both reduce risk and uncertainty and 

save time.  

 

Another is to start with very small, concrete initiatives, even as the agency 

ŦǊŀƳŜǎ ƻǳǘ ŀ ƭŀǊƎŜǊ ǎǘǊŀǘŜƎƛŎ ǾƛǎƛƻƴΦ ¢ƘŜ ǇŀǇŜǊ Ŏŀƭƭǎ ǘƘƛǎΣ άǘƘƛƴƪƛƴƎ ōƛƎ ōǳǘ ǎǘŀǊǘƛƴƎ 

ǎƳŀƭƭΦέ wŜƎǳƭŀǘƻǊǎ ŦƛƴŘ ƛǘ ƘŜƭǇŦǳƭ ǎƛƳǇƭȅ ǘƻ ǎǘŀǊǘ somewhere -- almost anywhere 

-- and to begin to accumulate team learning and confidence, build out 

methodologies, create community, and develop insights on what to do next, based on each incremental step.  

 

Sequencing strategies also include, for some areas, introducing a regtech channel as an option for businesses, 

allowing them to choose it voluntarily if desired. Essentially, the agency would create a second, tech-based 

alternative for certain regulatory functions. This could reduce opposition and friction and conversion costs 

and open the opportunity to grow new approaches organically, learning from experience. Over time, if the 

regtech methods are clearly superior, the older approaches may wither away. 

 

The Manifesto suggests other sequencing approaches as well. 

 

8. Legal and ethics strategies: The paper identifies legal and regulatory barriers to innovation for both the 

financial industry and the agencies themselves and suggests plans for addressing them. It also encourages 

development of explicit ethical principles to guide decision making in sensitive areas where innovation may 

get out ahead of clear legal requirements. 

 

9. Cost management: The Manifesto identifies the key cost factors to consider, in terms of impacts on both 

industry and government, and for both transition expenses and ongoing ones. 

 

Roadmaps 

The Manifesto is offered as an RFC rather than as a finished blueprint for building a new system. Given the scope 

ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƳŀǘŜǊƛŀƭΣ ƘƻǿŜǾŜǊΣ ǘƘƛǎ Ŧƛƴŀƭ ǎŜŎǘƛƻƴ ǎǘǊƛǾŜǎ ǘƻ Řƛǎǘƛƭƭ ǘƘŜ ǇŀǇŜǊΩǎ ŘƛǎŎǳǎǎƛƻƴ ƛƴǘƻ ŀ ǎƛƳǇƭŜΣ 

adaptable step-by-step framework that regulatory bodies might use to organize and guide a conversion project.   

 

The paper offers a basic version suited for pursuing incremental change. It also offers a second option with two 

additional strategies, for agencies that may want to move more boldly and achieve quicker and more scalable 

impacts. These are: 

 

1. Integration of banking, fintech and regtech:  The first high-impact strategy would be an aggressive program 

to foster integration of banking, fintech and regtech. It would be premised on the concept that the financial 

sector, and its customers, would benefit from an easier flow of technology into the mainstream financial 

services industry, including banks, and that one key driver of such an integration would be removal of 

regulatory barriers that currently impede it. Action steps would center on the bank chartering process, 

treatment of bank third-party risk management ŀƴŘ ǘƘŜ ƛǎǎǳŜ ƻŦ άǾŜƴŘƻǊ ŎŀǇǘǳǊŜΦέ 
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2. ! άaƻƻƴǎƘƻǘέ ǇǊƻƧŜŎǘΥ  ¢ƘŜ ǎŜŎƻƴŘ ƛƳǇŀŎǘ ǎǘǊŀǘŜƎȅ ǿƻǳƭŘ ōŜ ǘƻ ƭŀǳƴŎƘ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ǾŜǊǎƛƻƴ ƻŦ ŀ άƳƻƻƴǎƘƻǘέ 

project in which an interagency task force or similar body would commit resources to building the new system 

over the next 3 to 5 years, laying out vision, infrastructure, technology standards and governance.  

 

This project could be undertaken by creating a Federally Funded Research and Development Center, or FFRDC, 

for this purpose. Under existing law, one or more federal agencies can initiate an FFRDC to undertake R&D for 

them, and this entity can also accept funding from outside parties. Such a structure could simultaneously solve 

for many of the practical obstacles to building a new system, including collaboration needs, experimentation 

needs and resources. 

 

Appendix on Regtech Use Cases 

¢ƘŜ aŀƴƛŦŜǎǘƻΩǎ ŀǇǇŜƴŘƛŎŜǎ ƛƴŎƭǳŘŜ ƻƴŜ ŘŜǎŎǊƛōƛƴƎ ǊŜƎǘŜŎƘ ǳǎŜ ŎŀǎŜǎ ǘƘŀǘ ŀǊŜ ŀƭǊŜŀŘȅ ŘŜǇƭƻȅŜŘ ƻǊ ǳƴŘŜǊ ŀŎǘƛǾŜ 

development by regulators (and some by the private sector as well), in the US and other countries. These include 

numerous tools for anti-money laundering and curtailing financial crime; for Know Your Customer compliance and 

digital identity; and for countering fraud, including synthetic identity. 

 

Use cases also include machine-ǊŜŀŘŀōƭŜ ǊŜƎǳƭŀǘƛƻƴ ŀƴŘ άŘƛƎƛǘƛȊƛƴƎ ǘƘŜ ǊǳƭŜōƻƻƪΤέ ƳŀŎƘƛƴŜ-executable regulation 

that enables automated self-implementation; digital regulatory reporting (DRR); ǇǊŜǾŜƴǘƛƴƎ άǇƘƻŜƴƛȄƛƴƎέ ŀƴŘ 

άŎƻŎƪǊƻŀŎƘƛƴƎέ όōŀŘ ŀŎǘƻǊǎ ǊŜŜǎǘŀōƭƛǎƘƛƴƎ ǘƘŜƳǎŜƭǾŜǎ ƛƴ ǘƘŜ ƳŀǊƪŜǘ ǳƴŘŜǊ ƴŜǿ ƴŀƳŜǎύΤ ŀƴŘ ǳǎŜ ƻŦ ŎƘŀǘōƻǘǎ Ŧƻr 

handling and analyzing complaints. Extensive regtech development is also underway for monitoring securities 

markets through AI to detect potential misconduct. 

 

Other appendices provide a guide to abbreviated terms and agency names, offer information on additional 

regtech resources and thank the many people who contributed their thinking to this paper. 
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Exploration 1 

THE PROBLEM -- WHY THE SYSTEM MUST CHANGE 

The United States has an extensive, sophisticated and often innovative financial regulatory system intended to 

achieve four goals: 

 

- Financial systemic stability 

- Consumer protection 

- Financial inclusion 

- Detection and prevention of financial crimes like the funding of terrorism  

 

Using the technology available in the past, the system has generally performed well against some of these 

objectives and has been less effective, and sometimes ineffective, in addressing others. In some areas, it has 

produced harmful unintended consequences.  

 

In addition, these mixed results are achieved at high cost, which further undermines success on some of the goals.  

 

These limitations and failures are rarely the fault of policymakers and regulators, but rather reflect, overall, the 

best that could be done with the technology of the past. 

 

 
These limitations and failures are rarely the fault of policymakers and regulators,  

but rather reflect, overall, the best that could be done with the technology of the past. 
 

 

This section of the Manifesto lays out three reasons why this legacy system must now be modernized using the 

technology of today. They are: 

 

- Acceleration: The current system is ill-suited to meet the challenge of accelerating technology and 

proliferating data. 

- EffectivenessΥ ¢ƻŘŀȅΩǎ ǎȅǎǘŜƳ ǳƴŘŜǊǇŜǊŦƻǊƳǎ ƛƴ ŀŎƘƛŜǾƛƴƎ ƛǘǎ ŦƻǳǊ ǇƻƭƛŎȅ ƎƻŀƭǎΣ ŘǳŜ ǘƻ ǘŜŎƘƴƻƭƻƎȅ 

limitations.  

- Efficiency: The system is inherently inefficient, again due to aging technology and reliance on manual 

processes. 

 

Subsequent sections of this paper will explore how to solve all three problems, and also how to manage the 

transition challenges and risks that would accompany a system redesign. 

 

Problem 1: Accelerating Technology and Explosion of Data 

Over decades and even centuries, finance and financial regulation have actively adopted technology innovation. 

This history creates a temptation to view the change underway today as part of a long pattern of evolution in 

which the system will be able to absorb needed change through traditional mechanisms. 
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IƻǿŜǾŜǊΣ ǘƻŘŀȅΩǎ ǎƛǘǳŀǘƛƻƴ ƛǎ ŘƛŦŦŜǊŜƴǘΦ ! ōŀƴƪ ŜȄŜŎǳǘƛǾŜ ŀǘ ŀ ŎƻƴŦŜǊŜƴŎŜ ƛƴ ŜŀǊƭȅ нлмф Ǉǳǘ ƘŜǊ ŦƛƴƎŜǊ ƻƴ ǘƘŜ ƴŜǿ 

factor. She said that her twenty years in finance have been defined by never-ending change, but that now there 

is a new dynamic. As she put it, change, itself, has changed: it has speeded up. 

 

This acceleration is being driven by the exponential rate of growth in computing power and the technology 

innovation it enables. That force is affecting virtually every aspect of life. It is a particular challenge in the financial 

sector because financial services are being so rapidly digitized. The services offered in the financial realm are 

mostly intangible, which means they can be created, delivered and supported easily through electronic means. In 

order to oversee the emerging digital products successfully -- and even to understand them -- regulators will have 

no choice but to digitize as well. 

 

Regardless of how well the system 

currently performs, it is not designed to 

keep pace with the technological change 

that is transforming the financial industry. 

Most banking in the US is now done online. 

Mobile banking is spreading rapidly, riding 

the wave of near ubiquity of mobile phones 

ς since at least 2013, more people in the 

world have had access to mobile phones than to toilets.10  

 

Financial products are being transformed by digital technology. Payments are being reinvented through 

innovations like Venmo and cryptocurrencies such as Bitcoin and potentially Libra. Investment is changing due to 

robo-advice and crypto assets.  

 

Lending has moved onto marketplace platforms and is transforming through mobile loan approvals, income-

smoothing credit offerings and use of cash flow data in underwriting to supplement credit scores. Online lenders 

are serving very small businesses with small loans -- too small to be profitable for most banks. Small business 

payments and lending are both transforming due to the introduction of the Square Reader, which has equipped 

merchants to accept electronic payments at point of sale on a mobile phone, thus in turn enabling these small 

enterprises to digitize their records effortlessly, opening doors for credit access. A similar breakthrough has also 

ŎƻƳŜ ŦǊƻƳ {ǘǊƛǇŜΩǎ ƛƴƴƻǾŀǘƛƻƴǎ ƛƴ ƻƴƭƛƴŜ ǇǳǊŎƘŀǎŜs. Customer identities are being digitized, easing account 

onboarding and creating the potential to protect sensitive personal data in new ways. Saving money is becoming 

easier due to services that use AI to automatically set aside funds and motivate consumers to build a financial 

cushion or save for goals. Financial management is becoming easier, too, automatically assembling and analyzing 

budgets, managing bill-paying and tracking progress toward meeting goals. Voice technology is helping accelerate 

that trend. 

 

Policymakers will find it challenging to oversee beneficial developments like these. They will face a constant risk 

of accidentally throttling them in the cradle, by moving too slowly or by viewing them through traditional lenses 

that may no longer be appropriate.  

 

 
10 http://newsfeed.time.com/2013/03/25/more-people-have-cell-phones-than-toilets-u-n-study-shows/ 

http://newsfeed.time.com/2013/03/25/more-people-have-cell-phones-than-toilets-u-n-study-shows/
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At the same time, regulators will also be at risk of failing to regulate these novel products enough or properly, 

since all these positive innovations are being accompanied by negative ones. Regulators and policymakers must 

contend with the rising danger of cyber-attack and privacy failures. They must figure out where and how AI and 

machine learning should be allowed into the system. They will need to understand AI bias and create standards 

or rules to identify and prevent it from distorting financial processes and producing discriminatory decision-

making. 

 

Financial regulators face the daunting task of needing to move, now, to address exponential change underway in 

the companies they oversee. Regulators throughout the world increasingly recognize that they are standing at the 

bottom of the hockey-stick curve and will have to figure out how to change fast enough to match it. Many are 

concluding that, as discussed above, it has become riskier to hold still than to move forward ς even if they are 

unsure exactly what to do. The reason is that the delta between that exponential rate of technology change and 

the linear pace of normal change is widening and rapidly filling with novel risks. Every time a gap opens up between 

market innovation and regulatory responses, the lag will only grow, simply because linear systems cannot catch 

up to exponentially-paced ones.  

 

Regulation will lag ever-further behind unless the regulatory system can, itself, achieve exponential rates of 

change.  

 

This ƪƛƴŘ ƻŦ ǘƘƛƴƪƛƴƎ ǿƛƭƭ ƴŜŜŘ ǘƻ ōŜ ŀǇǇƭƛŜŘ ǘƻ ŜǾŜǊȅ ǎŜƎƳŜƴǘ ƻŦ ǊŜƎǳƭŀǘƻǊǎΩ ǿƻǊƪΦ !ƎŜƴŎƛŜǎ ǿƛƭƭ ƴŜŜŘ ǘƻ ŀŎŎŜƭŜǊŀǘŜ 

how they monitor what is happening in markets; how they analyze risks and trends; how they seek input on new 

policy; how they develop policy; how they make decisions on matters like enforcement; how their actions are 

communicated, implemented and overseen; and how all of the above is managed, where needed, with high levels 

of interagency consultation. They will face the regulatory equivalent of fixing an airplane while flying it. 

 

 
The ability to digitize rule-sets and consume, process, and analyze data in real-time could very 
well be the capability that allows us to explore application of so-ŎŀƭƭŜŘ άŀƎƛƭŜ ǊŜƎǳƭŀǘƛƻƴΦέ  
Rather than rely on static rules and regulations that were put in place without knowing exactly 
the consequences or results they would drive in the market, we may be able to actually measure 
data, real-world outcomes, and success in satisfying regulatory objectives.   
 

-Then-CFTC Chairman Christopher Giancarlo, 201811 
 

 

 
11 https://www.cftc.gov/PressRoom/SpeechesTestimony/opagiancarlo59 

https://www.cftc.gov/PressRoom/SpeechesTestimony/opagiancarlo59
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Importantly, the technology revolution that is underway will be raising the risk in the financial system at the same 

ǘƛƳŜ ƛǘ ƛǎ ǊŜŘǳŎƛƴƎ ǊŜƎǳƭŀǘƻǊǎΩ ŀōƛƭƛǘȅ ǘƻ ǎŜŜ ǘƘŜ Ŧǳƭƭ ǇƛŎǘǳǊŜ ƻŦ ƳŀǊƪŜǘ ŀŎǘƛǾƛǘȅΦ CƛƴŀƴŎƛŀƭ ŎƻƳǇŀƴƛŜǎΣ ŀƴŘ ōŀƴƪǎ 

specifically, are likely to experience tech-

driven disruption that could trigger problems 

ranging from loss of market share to rising 

cybersecurity exposure. Meanwhile entirely 

new kinds of problems may emerge. Of 

course, the need to speed up will not reduce 

ǊŜƎǳƭŀǘƻǊǎΩ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ƎŜǘ ǘƘƛƴƎǎ ǊƛƎƘǘΦ 

They will not be able to meet the acceleration 

challenge by lowering standards for risk 

management or for assuring fair competition 

and fair treatment of customers. Instead, they 

will need new ways to do both, better. These 

will be explored further below and also in later papers in the Manifesto series. 

 

Problem 2: Longstanding Limitations of the Current System 

Even if the regulatory system was not facing the stress of accelerating technology, policymakers would still be 

wise to prioritize the question of how digital innovation could improve upon existing performance. Measured 

against the four policy goals ς systemic stability, consumer protection, financial inclusion and combating crime ς 

the performance of the legacy system has been uneven. Again, it can be argued broadly that the results are the 

best that have been possible in the past using the analog-era tools that have been available. It is clear, however, 

that they are not the best that could be produced using the tools of the Digital Age. 

 

In-ŘŜǇǘƘ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ǎȅǎǘŜƳΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ŀƎŀƛƴǎǘ ǘƘŜ ŦƻǳǊ ŜƴǳƳŜǊŀǘŜŘ Ǝƻŀƭǎ ƛǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ 

this paper, but is explored extensively in academic literature and briefly summarized below.  

 

On the goal of maintaining financial stability, the US regulatory system has generally had a good track record, 

although serious failures like the 2007-2008 financial crisis still break through.  

 

Regarding the goals of consumer financial protection and inclusion, the record is mixed. As I explored in a series 

of papers as a senior fellow at the Harvard Kennedy School Center for Business and Government,12 little effort is 

made today to measure the outcomes of these regulatory policies, but extensive evidence suggests that they are 

not achieving high levels of success. Millions of consumers are harmed by interactions with the financial system 

for a variety of complex reasons. Millions also are unable to access or afford mainstream financial services despite 

having demonstrable capacity to meet standards. An FDIC study found that one in every five US households is 

unbanked or underbanked,13 forcing them to rely on high-cost financial services.  

 

 
12 https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp110, 
https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp111 
13 https://www.fdic.gov/householdsurvey/2017/2017execsumm.pdf 

https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp110
https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp111
https://www.fdic.gov/householdsurvey/2017/2017execsumm.pdf
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Other studies estimate that 80-135 million Americans are financially underserved, resulting in their paying 

approximately $40,000 in unnecessarily high rates and fees over their lifetimes.14 A Brookings Institution analysis 

found that funds of this kind could generate up to $360,000 in wealth at the point of retirement if well-invested.15 

A 2017 article in The Atlantic made headlines by citing a Federal Reserve finding that nearly half of Americans do 

not have $400 in savings to cover emergency spending needs.16  

 

Regarding the fourth regulatory goal ς combating 

financial crime ς there is broad consensus that 

current policies are both expensive and 

ineffective. The United Nations reports a 99 

percent failure rate in the system as a whole in 

catching global money laundering. This occurs 

despite the financial industry spending tens of 

billions of dollars annually complying with anti-money laundering regulations. The UN estimates that financial 

crime now exceeds $1.6 trillion annually.17 It is rising, not surprisingly, because this perverse confluence of high 

profits and low risk of detection makes it ever-more enticing to criminals, and also because criminal and terrorist 

ǊƛƴƎǎ ŀǊŜ ǳǎƛƴƎ ƛƴŎǊŜŀǎƛƴƎƭȅ ǎƻǇƘƛǎǘƛŎŀǘŜŘ ǘŜŎƘƴƻƭƻƎȅΣ ŀŎŎŜǎǎƛƴƎ ŎƻƴǎǳƳŜǊǎΩ Řŀǘŀ ƻƴ ǘƘŜ ŘŀǊƪ ǿŜō without privacy 

constraints, and out-performing the tools of the financial industry and law enforcement. 

 

Many factors contribute to ineffectiveness in all four of these arenas. The sheer complexity of the financial 

regulatory system makes it impossible for human brains to navigate all the mandates and revisions. Complexity 

also contributes to ambiguity, as rules and policies sometimes conflict with each other. Both of these factors, in 

turn, discourage innovation. They also chill competition, as venture capital firms often avoid entering financial 

services for fear of regulatory difficulties that cannot be fully envisioned and managed.  

 

As noted above, another factor 

contributing to regulatory ineffectiveness 

is a lack of metrics regarding whether 

some regulatory policies are achieving 

their intended results, and how well the 

regulated firms are actually performing 

against regulatory standards. In some 

areas, regulators evaluate the 

performance of regulated firms mainly by 

reviewing the quality of their efforts to comply. As discussed below, this approach tends to be expensive and has 

a mixed record of effectiveness. It contrasts with other regulatory realms in which government sets and enforces 

quantitative and measurable standards that industry is able to perform against. Examples are water or food 

quality, or automobile and air travel safety, where failures do occur but are generally rare enough to be 

newsworthy. Digitized information has the potential to enable more aspects of financial regulation to become 

 
14 The movie Spent 
15 https://www.brookings.edu/research/banking-on-wealth-americas-new-retail-banking-infrastructure-and-its-wealth-
building-potential/ 
16 https://www.theatlantic.com/magazine/archive/2016/05/my-secret-shame/476415/ 
17 https://www.unodc.org/unodc/en/money-laundering/globalization.html 

https://www.brookings.edu/research/banking-on-wealth-americas-new-retail-banking-infrastructure-and-its-wealth-building-potential/
https://www.brookings.edu/research/banking-on-wealth-americas-new-retail-banking-infrastructure-and-its-wealth-building-potential/
https://www.theatlantic.com/magazine/archive/2016/05/my-secret-shame/476415/
https://www.unodc.org/unodc/en/money-laundering/globalization.html
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subject to clear, quantitative standards that could produce higher compliance and better outcomes.  

 As new technology increasingly enables 

better company performance and better 

risk management, regulatory expectations 

and standards can be expected to rise. In 

some areas, performance levels that are 

today considered satisfactory and even 

strong are likely to be seen as 

unacceptable. Bank supervisors have 

ōŜƎǳƴ ǘƻ ǘŀƭƪ ŀōƻǳǘ άƭŜƎŀŎȅ ǊƛǎƪΣέ ŎƛǘƛƴƎ ŎƻƴŎŜǊƴǎ ǘƘŀǘ ǘŜŎƘ-backward institutions are incurring risks that could 

impact their safe and sound operation and their compliance in areas like anti-money laundering. The good news 

is that as the industry adopts better tools, relative costs should also decrease, as discussed in the next section. 

 

Problem 3: High Costs of the Current System 

Regulatory costs in the financial realm are high, for both government and industry. Compliance expenses are 

notoriously difficult to measure because they saturate virtually every facet of industry activity, but there is no 

dispute that they are a major factor in financial industry costs, profitability, pricing and even competitiveness. 

Global compliance costs for banks alone are estimated to be at least $100 billion.18 19  In 2015, Notre Dame Law 

Review Online ǇǳōƭƛǎƘŜŘ ŀ ǎǘǳŘȅ ŜƴǘƛǘƭŜŘ ά¢ƘŜ CŀƛƭǳǊŜ ƻŦ !ƴǘƛ-Money Laundering Regulation: Where is the Cost-

.ŜƴŜŦƛǘ !ƴŀƭȅǎƛǎΚέ ¢ƘŜ ŀǳǘƘƻǊǎ ǎŀƛŘΣ ά¢ƻ ŀ ƭŀǊƎŜ ŜȄǘŜƴǘΣ ǘƘŜ ŦƛƎƘǘ ŀƎŀƛƴǎǘ ŦƛƴŀƴŎƛŀƭ ŎǊƛƳŜǎ Ƙŀǎ ǎǿŀƭƭƻǿŜŘ ǳǇ ǘƘŜ 

ŎƻǊŜ ōǳǎƛƴŜǎǎ ƻŦ ōŀƴƪƛƴƎΣ ǎǳŎƘ ŀǎ ǇǊƻǾƛŘƛƴƎ ƭƻŀƴǎ ŀƴŘ ōŀƴƪƛƴƎ ǎŜǊǾƛŎŜǎΦέ20 Financial regulations are projected to 

reach over 300 million pages in 2020.21  

 

 
Financial regulations are projected to reach over 300 million pages in 2020. 

 

 

Compliance costs are disproportionately high for small banks. One Federal Reserve Bank of St. Louis study 

estimated them at 22% of net income.22 A study that I co-authored with Indiana University as long ago as 1992 

found compliance costs amounting to nearly 20 percent of bank operating expense, for just four regulations.23  

Regulatory costs are so high that many view them as threatening the future of community banks. They also are 

often cited as a barrier to innovation. 

The cost problem is linked to the regulatory ineffectiveness problem described above, because getting better risk 

and compliance information out of analog systems is expensive. Too often, parties must choose between spending 

 
18 https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-
incumbents-and-startups/ 
19 https://www.thetradenews.com/Sell-side/Banks-spent-close-to-$100-billion-on-compliance-last-year/ 
20 https://scholarship.law.nd.edu/ndlr_online/vol91/iss1/4/ 
21 https://techandfinance.com/2016/04/20/financial-regulations-will-surpass-300-million-pages-by-2020-says-jwg/ 
22 https://www.stlouisfed.org/on-the-economy/2015/december/compliance-costs-community-banks-billions 
23 Common Ground: Increasing Consumer Benefits and Reducing Regulatory Costs in Banking, by Barefoot, Marrinan & 
Associates, Inc.; Dr. Anjan V. Thakor, and Mr. Jess C. Beltz, Indiana University, 1992.   

https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-incumbents-and-startups/
https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-incumbents-and-startups/
https://www.thetradenews.com/Sell-side/Banks-spent-close-to-$100-billion-on-compliance-last-year/
https://scholarship.law.nd.edu/ndlr_online/vol91/iss1/4/
https://techandfinance.com/2016/04/20/financial-regulations-will-surpass-300-million-pages-by-2020-says-jwg/
https://www.stlouisfed.org/on-the-economy/2015/december/compliance-costs-community-banks-billions
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more for better results, or conserving funds and settling for lower quality and higher risk.  

Periodically, efforts are undertaken to reduce regulatory costs to industry. Some of these are legally mandated at 

intervals, and others are undertaken by Congress and regulatory officials. Rules are reviewed. Obsolete ones may 

be eliminated. Processes may be streamlined. Reporting may be automated. Over the long arc, however, there is 

little or no evidence that meaningful reductions have occurred and been sustained through these kinds of 

methods. Sometimes, deregulatory cost-cutting actually backfires, if problems balloon in their wake and new 

leaders arrive and install new rules to address perceived failures. Each time new rules are adopted, new costs 

must be incurred both to convert to them and to maintain compliance. This Manifesto argues that the only way 

to achieve meaningful and sustainable regulatory cost containment or reduction is to adopt digitally-based 

technology that sharply reduces manual processes and, importantly, that enables continuous and easier updating 

of both policy and regulatory content going forward. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exploration 1 / The Problem 
Questions for Commenters: 
 

¶ Is the case for regulatory modernization clear and compelling? If not, what arguments are 
unpersuasive? Which issues are most salient, and why? 

 

¶ Have we omitted other major drivers of change? 
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Exploration 2 

THE SOLUTION -- DIGITALLY-NATIVE REGTECH 

CƻǊ Ƴŀƴȅ ȅŜŀǊǎΣ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴǎ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ǊŜƎǳƭŀǘƻǊȅ ǎȅǎǘŜƳ ƘŀǾŜ ōŜŜƴ άōŀƪŜŘ ƛƴǘƻέ ǘƘŜ ŜȄǇŜŎǘŀǘƛƻƴǎ ƻŦ ǘƘŜ 

ǊŜƎǳƭŀǘƻǊȅ ŎƻƳƳǳƴƛǘȅΦ tŜƻǇƭŜ Ŏŀƴ ǎŜŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ŎƻƴǎǘǊŀƛƴǘǎ ŀƴŘ ŎƻǎǘǎΣ ōǳǘ ŀǎǎǳƳŜ ǘƘŀǘ ƴƻǘ ƳǳŎƘ Ŏŀƴ ōŜ ŘƻƴŜ 

to address them -- at least not without sacrificing important policy goals. The new element changing that 

calculation today is new technology. 

Digitization will make it necessary to do better 

as the system accelerates, and will make it 

possible to do better, on both new and 

longstanding challenges. It will also enable 

these enhancements to be realized at lower 

overall costs. The net results can help meet 

the goals of all the stakeholders in the 

ecosystem, whether their main concern is 

financial stability, consumer financial health, 

financial crime or regulatory expense.  

 

This convergence of interests, in turn, could create the collective will to digitize the system, despite the obstacles 

to doing so. 

 

This section explains digitally-native regtech and how it can solve the challenges laid out in Exploration 1. 

 

How Financial Regulation is Done Today 

All three of the problems described in Exploration 1 -- accelerating technology change, failures of the current 

system, and costs of the current system -- have a common root cause: the people managing financial regulatory 

systems, both to regulate and to comply, do not have enough, and good enough, information. Much of the 

information they have is partial, based on sampling and/or on limited reports. Much of it is also lagging behind 

real time. As a result, large swaths of the system are opaque, because information about them is not digital and 

cannot interface with other data. 

 

As noted earlier, even if analog systems have been automated, they function with workflows that were originally 

designed on paper, decades or centuries ago, and that still bear the fundamental design of how information was 

transmitted in the past. This produces a linear flow, in which information must move in sequential steps, much as 

it did when a document was physically written or typed on paper and then dropped in the mail or filed in a metal 

cabinet.  

 

Consider the information that forms the raw material used by bank regulators. A typical financial process flow 

starts with a customer transaction. Documents are created. These are given or sent to customers and to 

databases. They are reported and pooled. Pooled information is reviewed to check for regulatory noncompliance 

and risk. Problems are spotted and investigated and corrected. Corrections are documented and disclosed to 

regulators, auditors, and sometimes to customers. Results are audited and are examined by the government. 

When a regulatory report is required, the bank draws on its databases, creates the report, and sends it to its 
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regulator, or, if the situation involves financial crime, to a law enforcement agency. Many reports used by 

supervisory agencies are periodic or require considerable time to prepare, which means that, by definition, the 

information in them lags behind real time and therefore may be obsolete before it reaches the government 

reviewer.  

 

The regulator or law enforcement entity receives the report and evaluates it along with other information -- which, 

as discussed earlier, is proliferating. The government entity may send back a request for clarification or further 

information. The company generates this response and sends it back to the regulator...and so on.  

 

At each step in these processes, information becomes stranded in hard-to-access information bases. Each step 

introduces time, cost and chance of error. Delays enable harm, such as unseen rising risk or failure to catch a crime 

in progress. Each step causes loss and deterioration of information. Most require human handling, even for highly 

mundane tasks. 

 

All this means that reviewers, both in the government and industry, cannot easily see emerging risks until these 

have become fairly widespread and severe. They cannot readily find compliance mistakes. They cannot reliably 

know whether creditworthy people are being unnecessarily denied loans based on traditional risk scoring systems 

that do not fully measure financial capacity. They cannot easily detect signs of rising systemic risk, such as how 

the spread of subprime mortgages was contaminating the mainstream financial system before the 2007 crisis. 

They see only a narrow slice of potential financial crime, while the large-scale patterns of major criminal networks 

operate in ways that are mostly invisible.  

 

If agencies try to improve results by requiring more or faster information, costs rise further. 

 

Even where these processes have been automated, they still bear this basic linear design. Since they were created 

in the analog age, they reflect the constraining assumptions of that era ς  that both data and computing power 

are scarce and expensive, and that therefore processes must be designed to make do with limited and lagging 

information. In the digital age, however, data and computing are both abundant and cheap ς more so every day.  

 

 
Even when old processes are automated, they still reflect the constraining assumptions of that 
era ς that both data and computing power are scarce and expensive, and that therefore 
processes must be designed to make do with limited and lagging information. In the digital age, 
however, data and computing are both abundant and cheap. 

 

 

Digitally-native systems can now bypass this traditional linear design and make information almost infinitely and 

instantly usable, at a fraction of the cost of past practices. This is not about layering technology over old processes. 

It is about complete digital redesign that can reduce intractable risks in the current system; reduce systemic costs 

that harm financial customers and markets; and, most urgently, equip the system to deal with the accelerating 

change that is racing toward it. 
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What is Regtech? 

The term for the digital technology emerging in financial regulation is άǊŜƎǘŜŎƘέ ƻǊ άwŜƎ¢ŜŎƘΦέ24 The word is widely 

used with two meanings.  

 

CƛǊǎǘΣ ƛǘ ǊŜŦŜǊǎ ǘƻ άǊŜƎǘŜŎƘ ŦƻǊ ǊŜƎǳƭŀǘƻǊǎΣέ ǾŜǊǎƛƻƴǎ ƻŦ ǿƘƛŎƘ ŀǊŜ ƻŦǘŜƴ ŎŀƭƭŜŘ ǎǳǇŜǊǾƛǎƻǊȅ ǘŜŎƘΣ ƻǊ άǎǳǇǘŜŎƘΦέ  

Second, it also denotes technology for use by the financial industry to comply with laws and regulatory rules.  

 

 
These two streams of regtech -- one for the regulator and one for the industry as they work on 
the same core problems -- are mirror images of each other. They share the same kinds of 
technologies, rooted in common sources of digitized information and data flows. 

 

 

Today, many bank regulatory agencies are developing proprietary suptech, driven in part by a desire to create 

their own technologies rather than relying on private vendors that sell similar services to the banks for compliance 

purposes. While regulators undoubtedly need some unique tools, it will also be important to think of general 

άǊŜƎǘŜŎƘέ ŀƴŘ άǎǳǇǘŜŎƘέ ŀǎ ŀ ƭƛƴƪŜŘ ōƻŘȅ ƻŦ ƛƴƴƻǾŀǘƛƻƴΣ ŦƻǊ ǎŜǾŜǊŀƭ ǊŜŀǎƻƴǎΦ 

 

CƛǊǎǘΣ ƛŦ ǊŜƎǳƭŀǘƻǊǎΩ ǎǳǇǘŜŎƘ ŜŦŦƻǊǘǎ ŜǾƻƭǾŜ ŀǎ a different branch of work, the ultimate system may not be efficient 

and effective in building ready data access, data standards and interoperability. These will be essential to creating 

a Digital Age system. 

 

{ŜŎƻƴŘΣ άǎǳǇǘŜŎƘέ ƛǎ ƎŜƴŜǊŀƭƭȅ ŀ ǎǳōǎŜǘ ƻŦ ǊŜƎǳƭŀǘƻǊ-driven regtech that is specific to bank regulators, because 

ǘƘŜǎŜ ŀƎŜƴŎƛŜǎ Ǉƭŀȅ ǘƘŜ ǳƴƛǉǳŜ ǊƻƭŜ ƻŦ ŘƛǊŜŎǘƭȅ άǎǳǇŜǊǾƛǎƛƴƎέ ŘŜǇƻǎƛǘ-taking institutions. Depository institutions -- 

banks, savings banks and credit unions -- are subject to higher scrutiny than other financial companies because 

ǘƘŜȅ ƘƻƭŘ ǘƘŜ ǇǳōƭƛŎΩǎ ŎƘŜŎƪƛƴƎ ŀƴŘ ǎŀǾƛƴƎǎ ŘŜǇƻǎƛǘǎ ŀƴŘ ōŜŎŀǳǎŜ ǘƘŜǎŜ ŀǊŜ ƛƴǎǳǊŜŘ ōȅ ǘƘŜ ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘΦ 

 

Regulatory bodies that oversee nonbank entities, like mortgage and finance companies, money transmitters, 

securities firms, insurance companies and fintechs, generally do not supervise them in the sense meant in the 

ƭŜȄƛŎƻƴ ƻŦ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ǊŜŀƭƳΦ !ǎ ǊŜƎǳƭŀǘƻǊȅΣ ōǳǘ ƴƻǘ άǎǳǇŜǊǾƛǎƻǊȅΣέ ŀƎŜƴŎƛŜǎΣ ǘƘŜȅ ƎŜƴŜǊŀƭƭȅ ǊŜquire less 

reporting and monitoring information from their nonbank firms and conduct less expansive onsite examinations. 

If suptech develops independently of other regulatory technology, valuable synergies could be lost between bank 

and nonbank regulatory activities. System interoperability would be limited, as would the ready ability to update 

the full system to new, better technology over time. Scoping regtech systems and techniques widely enough to 

cover both banks and nonbanks holds great promise for improving oversight of nonbanks, which play a growing 

role in the financial services marketplace. 

 

 

 
24¢ƘŜ ǘŜǊƳ άǊŜƎǘŜŎƘέ ŜǾƻƭǾŜŘ ŦǊƻƳ ǘƘŜ ŜŀǊƭƛŜǊ ŎƻƛƴƛƴƎ ƻŦ ǘƘŜ ǘŜǊƳ άŦƛƴǘŜŎƘέ ǘƻ ǊŜŦŜǊ ǘƻ ƴŜǿ-generation, high-tech financial 
services and processes. Fintech innovations include specific products like marketplace lending, cryptocurrency, robo-
advising, and money management apps. Fintech also covers many technologies that span a wide spectrum of financial 
products, delivery channels and back office functions, such as mobile banking and lending, numerous blockchain use cases, 
and activities that leverage artificial intelligence techniques like machine learning and voice recognition technology. 
άCƛƴǘŜŎƘέ Ƙŀǎ ŀƭǎƻ ǎǇŀǿƴŜŘ ƻǘƘŜǊ ŘŜǊƛǾŀǘƛǾŜ ǘŜǊƳǎΣ ǎǳŎƘ ŀǎ άLƴǎǳǊŜ¢ŜŎƘΦέ 
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The third reason for framing suptech as a subset 

of regtech is that financial regulation will 

increasingly evolve to encompass the leveraging 

ƻŦ ŜȄǘŜǊƴŀƭ άōƛƎ ŘŀǘŀΣέ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ ƛƴǘŜǊƴŀƭ ŀƴŘ 

reported data. Many regulators, especially those 

overseeing securities markets, are already 

ŀŘǾŀƴŎƛƴƎ ǊŀǇƛŘƭȅ ƻƴ ǳǎƛƴƎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ŘŜǘŜŎǘ Ǌƛǎƪǎ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǘƘǊƻǳƎƘ !LΦ ¢Ƙƛǎ ŦƻǊƳ ƻŦ άǊŜƎǘŜŎƘέ ǎƘƻǳƭŘ 

be integrated with supervisory efforts, rather than fenced off from it.  

 

²ƘƛƭŜ ǘƘŜǎŜ ǘŜǊƳƛƴƻƭƻƎȅ ƛǎǎǳŜǎ ŀǊŜ ǎǘƛƭƭ ŜǾƻƭǾƛƴƎΣ ǿŜ ǳǊƎŜ ǿƛŘŜǎǇǊŜŀŘ ŀŘƻǇǘƛƻƴ ƻŦ άǊŜƎǘŜŎƘέ ŀǎ ǘƘŜ ŎƻƳƳƻƴ 

umbrella term for all subsets of regulatory technology used by both regulators and reguƭŀǘŜŜǎΣ ƛƴŎƭǳŘƛƴƎ άǎǳǇǘŜŎƘέ 

ŀƴŘ άŎƻƳǇ-ǘŜŎƘέ ƻǊ άŎƻƳǇƭȅ-ǘŜŎƘΣέ ǘŜǊƳǎ ǘƘŀǘ ŀǊŜ ǎƻƳŜǘƛƳŜǎ ǳǎŜŘ ǘƻ ǊŜŦŜǊ ǘƻ ŎƻƳǇƭƛŀƴŎŜ ǘŜŎƘƴƻƭƻƎȅΦ25 If well 

designed, these streams of innovation will converge over time into efficient, effective and interoperable new 

systems used by government and industry alike.26  

 

The Appendix lists a variety of use cases for both regulator-driven and private sector regtech that are emerging or 

are being implemented already. In most of these areas, both government and industry are actively building 

solutions, usually separately. 

 

What is Digitally-Native Regulatory Design?  

¢ƘŜ ǘŜǊƳ άŘƛƎƛǘŀƭƭȅ-ƴŀǘƛǾŜ ǊŜƎǳƭŀǘƛƻƴέ ŘŜǊƛǾŜǎ ŦǊƻƳ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ άŘƛƎƛǘŀƭly-ƴŀǘƛǾŜ ŎƻƴǎǳƳŜǊǎΣέ ƳŜŀƴƛƴƎ 

consumers who were born after the arrival of the Internet and have never known a world not dominated by digital 

ǘŜŎƘƴƻƭƻƎȅΦ 9ȄǘŜƴǎƛǾŜ ǊŜǎŜŀǊŎƘ ǎƘƻǿǎ ǘƘŀǘ ŘƛƎƛǘŀƭ ƴŀǘƛǾŜǎ ƎǊŀǎǇ ǘŜŎƘƴƻƭƻƎȅ ƳǳŎƘ ƳƻǊŜ ǊŜŀŘƛƭȅ ǘƘŀƴ Řƻ άŘƛƎƛǘŀƭ 

immiƎǊŀƴǘǎέ ǿƘƻ ƳǳǎǘΣ ƛƴ ŜŦŦŜŎǘΣ ƭŜŀǊƴ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǎ ŀ ǎŜŎƻƴŘ ƭŀƴƎǳŀƎŜΦ ¢ƘŜ ǘŜǊƳ ŎƻƴǾŜȅǎ ǘƘŜ ǇƻǿŜǊŦǳƭ 

point that with technology change, it is often easier and more effective to start from scratch, in parallel with 

ŎǳǊǊŜƴǘ ǎȅǎǘŜƳǎΣ ǘƘŀƴ ǘƻ άōƻƭǘέ ƴŜǿ ǘechnologies on top of old ones. 

 

Consider an analogy ς photography. In the analog age, we took pictures with cameras using film, had them 

developed, and then paid for any additional prints or editing. Today, we take a photo with a mobile phone or 

digital camera that instantly converts the image into digital information. 

 
25 Innovation initiatives by regulators generally address two distinct but overlapping challenges. The first is the question of 
how best to regulate the rapid innovation underway in finance, usually called fintechΦ aƻǎǘ ƻŦ ǘƘŜ άǊŜƎǳƭŀǘƻǊȅ ǎŀƴŘōƻȄŜǎέ 
that have cropped up across the world aim to answer this question by enabling regulators to look closely at new kinds of 
products and practices to determine whether they meet current regulatory requirements and if not, whether perhaps the 
regulations need updating. A second realm of regulatory innovation focuses not on how technology is changing the 
industry, but rather on how it should change the regulators, themselves, and also the compliance management systems 

used by the industry to meet regulatory requirements. This is regtech. What data should regulators and risk managers 
collect? How should they collect it -- for instance, through periodic reporting or through an API interface? How should 
information be analyzed in an era of artificial intelligence? Both of these arenas of regulatory modernization are driven by 
the same underlying technology shifts, including the explosion of data and adoption of artificial intelligence, and they need 
to be closely connected. 
26 It is worth noting that not every compliance tool ǘƘŀǘ ƛǎ ƭŀōŜƭŜŘ ŀǎ άǊŜƎǘŜŎƘέ ƛǎ ŘƛƎƛǘŀƭƭȅ-native. The breakthrough 
technologies discussed in this Manifesto have digitized data at their heart and leverage digitally-enabled technology trends 
such as artificial intelligence (including machine learning), cloud computing, and blockchains and distributed ledger 
ǘŜŎƘƴƻƭƻƎȅ ό5[¢ύΣ ŀƳƻƴƎ ƻǘƘŜǊǎΦ !ǎ άǊŜƎǘŜŎƘέ Ƙŀǎ ƛƴŎǊŜŀǎƛƴƎƭȅ ōŜŎƻƳŜ ŀ ōǳȊȊǿƻǊŘ ƛƴ ŎƻƳǇƭƛŀƴŎŜ ǘŜŎƘƴƻƭƻƎȅΣ ƛǘ ƛǎ ōŜŎƻƳƛƴƎ 
common to see it attached to older, analog tools. 
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Consider an analogy ς photography. In the analog age, we took pictures with cameras using film, 
had them developed, and then paid for any additional prints or editing. Today, we take a photo 
with a mobile phone or digital camera that instantly converts the image into digital information. 

 

 

As a result, we now have a digital object at our fingertips, giving us a vast range of easy options for using it. We 

can edit it, crop it, label it, tag it and group it with other photos and other material. 27 In seconds, we can put it to 

a limitless array of additional uses. We can post it to social media, or text or email it to someone, or print it. We 

can drop it into a letter or report. We can embed it in a slide. We can upload it in seconds to a service that will 

print it to our specifications so that, when we open our mail a few days later, we have a framed photograph ready 

to hang on our wall. We can also search for it, along with enormous sets of other data, to find patterns into which 

it may fit. 

 

This digital photo is instantly and easily usable. It is available on equipment we already have. It is usually accessible 

in all those devices, immediately. It is always findable, identified with its time and location stamp. Furthermore, 

working with it requires no special skills and no specialized machinery. Anyone can do all this with virtually no 

training. 

 

Importantly, reusing the photo in all these ways also generates virtually no marginal cost. A complex set of 

activities is underway in putting the picture to use, but for the user, the process is close to being cost-free, instant 

and effortless. 

 

This is the future of financial regulation. Financial companies will generate the needed information in digitized 

forms that are easy and inexpensive to create, to share and to analyze. They will use this data for their own risk 

management and, where appropriate, will make it accessible to their regulators, often in real time and as complete 

Řŀǘŀ ǎŜǘǎΦ !ǎ ŘƛǎŎǳǎǎŜŘ ƭŀǘŜǊΣ ǘƘŜǎŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳǎ ǿƛƭƭ ōŜ Ŧǳƭƭȅ άƛƴǘŜǊƻǇŜǊŀōƭŜΣέ ǎƻ ǘƘŀǘ Řŀǘŀ Ŏŀƴ 

automatically flow across varied systems. 

 

Regulators will be able to aggregate and analyze all this data for each regulated entity and, importantly, across 

the industry. They will also be able to combine it with external big data reflecting trends and risks. Using artificial 

intelligence (AI) and its branches in machine learning (ML) and Natural Language Processing (NLP), they will be 

able to find system-wide patterns that may signal compliance failings or emerging problems, at a very early stage 

before widespread harm can occur and before major liability accumulates to the industry. They will also be able 

to find valuable bits of information that would otherwise have been hidden like needles in haystacks. 

 

 
27 I recently searched my GooglŜ tƘƻǘƻǎ ŦƻǊ ǇƛŎǘǳǊŜǎ ƻŦ ŀ ŦŀƳƛƭȅ ƳŜƳōŜǊΦ DƻƻƎƭŜΩǎ ŦŀŎƛŀƭ ǊŜŎƻƎƴƛǘƛƻƴ ǎƻŦǘǿŀǊŜ ƛƳƳŜŘƛŀǘŜƭȅ 
brought me a full set -- except that one was a photograph of the wrong relative. On closer scrutiny, I realized the individual 
in that image was standing in front of a bookshelf, on which sat a tiny framed picture of the person I was looking for. 
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Digital regulatory work could have pattern-matching tools analogous to the fingerprint scanning 
technology used in criminal investigations. It would be impossible for a human investigator to 
compare an individual print to the universe of fingerprints in the database. A machine can do 
so in minutes, saving time and pointing toward avenues that merit investigation by human 
experts whose time is precious. In much the same way, regulators will be able to look for 
patterns of emerging systemic risk or financial crime. 

 

 

Eventually, regulators and risk managers will be able to query data in much the way we currently Google a 

question, on virtually any topic about which they are entitled to information, and will instantly receive the answers 

they need. Importantly, data-driven systems will not replace expert human risk managers and regulators. Rather, 

the new tools will empower them with much more and timelier information, and with profoundly better analytic 

tools than they have today. 

 

Exploration 3 will discuss the potential risks and problems that will arise with this kind of system, including the 

need to restrict access to data and otherwise protect information.  

 

How Can Digitally-Native Regtech Improve Finance and Financial Regulation? 

Converting the system to digitized design could produce across-the-board gains against all the challenges facing 

financial regulators. The section below describes how these impacts would benefit the financial system and its 

customers on three dimensions. The first set of benefits relate to improved results for specific regulatory 

objectives. The second addresses improvements in the overall effectiveness of regulatory efforts. The third set 

describes indirect benefits that these improvements are likely to engender. 

 

Gains against the specific regulatory objectives 

The following are impacts that regtech could have on the four specific regulatory goals enumerated in Exploration 

1 -- financial stability, consumer protection, financial inclusion and countering financial crime. 

 

Improved financial system stability 

Regtech could sharply enhance the likelihood of averting financial crises by equipping regulators with vastly better 

and more timely data and with AI-based analytical tools that monitor trends and risk patterns. Agencies could 

understand more deeply both the financial companies they oversee and the larger environment in which these 

operate, in the US and globally.  

 

It is not unrealistic to think that, if a fully digital regtech system had existed in the early 2000s, regulators might 

have been able to prevent the financial crisis and, therefore, the Great Recession. That approach could have 

detected early risk trends and interrelationships among companies that became apparent only after massive 

damage was done. Furthermore, a system through which all of the industry's complex loan terms and 

securitization structures had been created using a digital standard, rather than being trapped in paper files in 

warehouses, could have enabled regulators to accurately model the risk that was accumulating. Similarly, the  

impacts of the COVID-19 pandemic on the financial system could be managed far better, today, if regulators had 

more and better windows into the rapid changes underway throughout the system.  
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Expanded financial inclusion 

The digitization of finance is driving unprecedented gains in financial inclusion, and regtech will be needed both 

to optimize its impacts and to address the problems it may bring.  

 

The single greatest driver of expanded 

financial inclusion is a technology -- 

the advent of the mobile phone as a 

delivery platform. This is arguably the 

most democratizing force in the 

history of finance. Globally, it has 

opened the doors of the formal 

financial system to hundreds of 

millions of people for whom, almost certainly, no one was ever going to build and staff a bank branch. In the US, 

it is revolutionizing how people at all levels of wealth and financial sophistication deal with money. The same is 

true for other digital innovations. One example is the use of alternative data for loan underwriting for people who 

lack traditional credit histories but are nevertheless creditworthy.28 Another is the move to faster, easier payments 

that can reduce the need for consumers to rely on checking account overdrafts and high cost payday loans for the 

purpose of filling lags in when their funds, such as paychecks, are credited. 

 

Regulators will need technology-based information and tools to oversee these rapid shifts, so as not to 

inadvertently choke off desirable innovation and also in order to counter related risks.  The latter include potential 

systemic destabilization, a rise in online predatory practices, loss of privacy and security, and new methods of 

financial crime.  Agencies will require scalable regulatory systems, using digital regtech that gathers and analyzes 

much more information, with high efficiency and velocity.  

 

The second digital driver of inclusive finance arises from regtech itself (and related compliance solutions) that are 

driving down system costs and eliminating barriers to access. These include digital identity solutions that can 

enable people easily to prove who they are, which they must do in order to be allowed to access the formal 

ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳ ǳƴŘŜǊ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƘŀǘ ŦƛƴŀƴŎƛŀƭ ŎƻƳǇŀƴƛŜǎ Ƴǳǎǘ άYƴƻǿ ¸ƻǳǊ /ǳǎǘƻƳŜǊέ όY¸/ύΦ  

 

Reduced regulatory overhead could make it practical and profitable for financial providers to serve many families 

and small businesses that are not widely deemed to be desirable customers today because the cost of serving 

them -- including the regulatory cost -- is too high in relation to the profitability of their accounts. 

 

This link between compliance costs and financial inclusion is not always intuitive,29 but has sparked major 

efforts worldwide. It is noteworthy that much of the international work on regtech has been driven by 

organizations whose mission is to widen financial access. Entities like the Bill and Melinda Gates Foundation, the 

hƳƛŘȅŀǊ bŜǘǿƻǊƪΣ ŀƴŘ hƳƛŘȅŀǊΩǎ ŀŦŦƛƭƛŀǘŜ CƭƻǳǊƛǎƘ ±ŜƴǘǳǊŜǎ30 have backed a variety of initiatives with this mission 

 
28 A new nonprofit called FinRegLab (of which I chair the board of directors) released noteworthy research on this 
opportunity in 2019. https://finreglab.org/cash-flow-data-in-underwriting-credit-empirical-research-findings 
29 As noted earlier, I am publishing a series of papers developed during a senior fellowship at the Harvard Kennedy School 
Center for Business and Government, exploring in more depth how regulatory modernization can unlock major gains in 
financial inclusion.  
30 Flourish ventures has given a grant to AIR 

https://finreglab.org/cash-flow-data-in-underwriting-credit-empirical-research-findings
https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp110
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in mind. One example is support for launching the Regtech for Regulators Accelerator, or R2A,31 which has also 

received assistance from USAID and Rockefeller Philanthropy Advisors, and which has helped several countries 

institute regtech initiatives. Similar work is underway at the World Bank, the United Nations, the International 

Telecommunication Union, and the Alliance for Financial Inclusion, or AFI, which consists of central banks and 

financial regulators of nearly 100 countries in the global south. There are also many inclusion initiatives by 

individual countries. The Gates Foundation has funded an initiative at the University of Michigan, headed by 

former Assistant Treasury Secretary Michael Barr and former White House fintech advisor Adrienne Harris, to 

explore the future of central banks, driven in large part by a financial inclusion focus. 

 

Enhanced consumer protection and financial health 

¢ƘŜ ǎŀƳŜ ǎȅǎǘŜƳ ƛƳǇǊƻǾŜƳŜƴǘǎ ǘƘŀǘ ŘǊƛǾŜ ŦƛƴŀƴŎƛŀƭ ƛƴŎƭǳǎƛƻƴ Ŏŀƴ ŀƭǎƻ ŜƴƘŀƴŎŜ ŎƻƴǎǳƳŜǊ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ άŦƛƴŀƴŎƛŀƭ 

healthΦέ hƴŎŜ ŎƻƴǎǳƳŜǊǎ ƘŀǾŜ ōŜŜƴ άƛƴŎƭǳŘŜŘέ ƛƴ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳ ƛƴ ǘƘŜ ǎŜƴǎŜ ƻŦ ƘŀǾƛƴƎ ŀŎŎŜǎǎ ǘƻ ŀƴ 

affordable financial account, they need to be able to use this access to manage their financial lives -- to save, 

budget, insure against risk and the like. Both incumbent providers and new entrants are making it easier for 

consumers to make sound choices and to manage the complexity of financial products. Here again, regulators will 

need regtech capabilities to track changes in the market so as to permit or facilitate desirable innovation and, 

where appropriate, to set guardrails around new technologies that could threaten consumer wellbeing, before 

extensive harm can be done.  

 

Reduced financial crime 

Exploration 1 described the 99 percent failure rate of ǘƻŘŀȅΩǎ ŜŦŦƻǊǘǎ ǘƻ ŎŀǘŎƘ ŦƛƴŀƴŎƛŀƭ ŎǊƛƳŜΦ ! ŘƛƎƛǘŀƭƭȅ-native 

regtech system could massively improve these outcomes, and extensive work toward that end is already well 

underway. 

 

Digitization almost always improves results for any activity that operates by moving, using and understanding 

information -- the functions that are the very essence of regulatory and compliance activity. Some of this 

improvement flows from the reduction in costs described above, which simply frees up resources so that human 

experts can work on higher-ƻǊŘŜǊ Ǌƛǎƪǎ ŀƴŘ ŀŎŎƻƳǇƭƛǎƘ ƳƻǊŜ ƛƴ ŀ ŘŀȅΩǎ ǿƻǊƪΦ  

 

Beyond this, outcomes are improved because the digitized information enables people to see any situation more 

fully, clearly and quickly. For regulators, it could become easy to look at data across companies to detect money 

laundering trends or outlier behavior that may signal market misconduct. 

 

Consider the example of a bank that submits an anti-money laundering Suspicious Activity Report (SAR) to FinCEN. 

The bank has a great deal of information about this case. It may have, somewhere, records like ATM video footage, 

ŎƻǇƛŜǎ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘȅ ŘƻŎǳƳŜƴǘǎΣ ŀƴŘ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ǎƛȊŜΣ ǘƛƳƛƴƎΣ ŀƴŘ ƭƻŎŀǘƛƻƴ ƻŦ 

transactions, as well as relationships between the customer and other parties. Today, when a bank sees suspicious 

 
31 https://www.r2accelerator.org/ 

 
hƴŎŜ ŎƻƴǎǳƳŜǊǎ ƘŀǾŜ ōŜŜƴ άƛƴŎƭǳŘŜŘέ ƛƴ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳ ƛƴ ǘƘŜ ǎŜƴǎŜ ƻŦ ƘŀǾƛƴƎ ŀŎŎŜǎǎ ǘƻ 
an affordable financial account, they need to be able to use this access to manage their financial 
lives -- to save, budget, insure against risk, and the like. 
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activity, it files a SAR, using a PDF or a batch reporting process that transmits only a fraction of this information to 

law enforcement. The latter reviews the report, along with high volumes of others. If the SAR looks interesting, 

the agency requests more information. At each step of this interaction, time is lost, and sometimes information is 

lost or compromised as well -- for instance, video footage may be erased. The process is akin to taking the robust 

data the bank has in hand and feeding a tiny amount of it to government officials through a straw. FinCEN and law 

enforcement are blind to most of the information about the case. 

 

In a digitized system, instead, law enforcement could have access to nearly full digitized data about each case 

(subject to appropriate limitations). They would be able to analyze it using machine-learning tools that can find 

common typologies of financial crime and that enable human investigators, who generally have scarce resources, 

to home in on high value scenarios. Information on the patterns of new crime typologies could then be shared 

back to the industry, continuously, so that criminals would be increasingly unable to run the same scams on 

different companies in a sequence over weeks or months. 

 

Converting to such a system would require work on security, privacy and authorized access, as well as on impacts 

on human capital, including migrating people from roles involving data entry to more intensive analytical work. 

Such efforts are already well underway at regulator and law enforcement agencies around the world. 

 

General impacts on regulatory effectiveness 

Below are benefits that regtech could bring to overall regulatory effectiveness and efficiency, across the board.  

 

Heightened overall compliance 

Current compliance technology makes it very challenging for even the most diligent companies to meet regulatory 

requirements. It is difficult, if not impossible, for a bank or financial company to be completely compliant with all 

rules at all times under the current system, due to the complexity of the regulations and, again, to the limitations 

of analog compliance tools. At any given time, there is likely to be considerable noncompliance in the system that 

has not been identified. This means risks may be percolating, and consumers may be experiencing harm. Some of 

this harm will never be redressed. 

 

Regtech systems can enable risk managers to gain much fuller visibility into their systems, use AI to detect patterns 

of emerging risk or biased decision making or misconduct, and correct problems, raising the overall level of 

compliance throughout the financial world. 

 

Earlier detection and correction of problems  

A reƭŀǘŜŘ ǊŜƎǘŜŎƘ ōŜƴŜŦƛǘ ŎƻǳƭŘ ōŜ ŜŀǊƭƛŜǊ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ ǇǊƻōƭŜƳǎΦ ¢ƻŘŀȅΩǎ ǊŜƎǳƭŀǘƻǊȅ ǎȅǎǘŜƳ ǘŜƴŘǎ ǘƻ ōŜ 

backward-looking. Regulators receive reports depicting activities and events that have already happened, 

sometimes long ago. In addition, some problems develop beneath the surface, growing like icebergs in which only 

a fraction of the danger is visible. When systemic or widespread problems break into view, the whole regulatory 

realm can become consumed by retroactively-focused activity. There are still sections of the 2010 Dodd-Frank 

Wall Street Reform and Consumer Protection Act, for example, that have not been implemented, a decade on. 

 

Better, fuller, faster information would enhance the ability to catch problems earlier. This in turn would reduce 

risk exposure for both the industry and its customers, as well as compliance costs (discussed below). 
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Improved oversight of nonbanks 

A perennial challenge in financial regulation is its bifurcated treatment of banks versus nonbanks. Depository 

institutions -- banks and credit unions -- ŀǊŜ ǎǳōƧŜŎǘ ǘƻ ǇŜǊǾŀǎƛǾŜ ƎƻǾŜǊƴƳŜƴǘ άǎǳǇŜǊǾƛǎƛƻƴΣέ Ƴŀƛƴƭȅ ōŜŎŀǳǎŜ ǘƘŜȅ 

hold federally-ƛƴǎǳǊŜŘ ŎǳǎǘƻƳŜǊ ŘŜǇƻǎƛǘǎ ŀƴŘ ǎƻ ŀǊŜ ŜȄŀƳƛƴŜŘ ǘƻ ǇǊƻǘŜŎǘ ōƻǘƘ ŘŜǇƻǎƛǘƻǊǎ ŀƴŘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ 

insurance funds. Meanwhile, tens of thousands of large and small non-depository companies offer financial 

services, ranging from payday and mortgage lending to transmitting money. Some of these are licensed by state 

governments and most are overseen in some way by the states. They are generally subject to the same legal 

requirements as banks in areas like consumer protection, and they often have regulatory reporting obligations, 

but they do not routinely undergo regular and onsite examinations.  

 

While most of these companies strive to comply with the rules, it is perhaps not surprising that many questionable 

practices tend to take root in this less-supervised sector, and that it also attracts outright bad actors that can be 

difficult to detect. 

 

It is not practical to apply full bank-style oversight to these non-bank companies, due to their sheer numbers and 

ǾƻƭǳƳŜ ƻŦ ŀŎǘƛǾƛǘȅΦ IƻǿŜǾŜǊΣ ǊŜƎǘŜŎƘ Ŏŀƴ ōǊƛƴƎ ƳŀǊƪŜŘ Ǝŀƛƴǎ ŦƻǊ ƎƻǾŜǊƴƳŜƴǘǎΩ ŀōƛƭƛǘȅ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜǎŜ ƳŀǊƪŜǘǎ 

for problems. For example, regulators in the Philippines have experimented with chatbots that enable complaints 

ǘƻ ōŜ ŦƛƭŜŘ ǿƛǘƘ ǘƘŜƳ ǎǘǊŀƛƎƘǘ ŦǊƻƳ ŎƻƴǎǳƳŜǊǎΩ ƳƻōƛƭŜ ǇƘƻƴŜǎΣ ƛƴŜȄǇŜƴǎƛǾŜƭȅ ƎŜƴŜǊŀǘƛƴƎ Řŀǘŀ ƻƴ ǇŀǘǘŜǊƴǎ ƻŦ 

problems to investigate.  

 

Similarly, digitized regulatory reporting can make it feasible for nonbank companies to provide reporting data to 

regulators at low cost. Such innovation could help governments understand critical trends in these nonbank 

ǎŜŎǘƻǊǎ ŀƴŘ ǘƻ ǇǊƻǘŜŎǘ ŎƻƴǎǳƳŜǊǎ ǿƘƻ ōŜŎƻƳŜ ǾǳƭƴŜǊŀōƭŜ ǘƻ ƘŀǊƳŦǳƭ ǘǊŜŀǘƳŜƴǘ ƛƴ ǘƘŜ άǎƘŀŘƻǿŜŘέ ŎƻǊƴŜǊǎ ƻŦ ǘƘŜ 

financial system. 

 

Nonbanks, including fintech firms, provide a growing share of financial services. Regulatory authorities will need 

better and timelier information about them, and will need to obtain it cost-effectively. Regtech could solve this 

problem. 

 

Increased regulatory speed and agility 

¢ƘŜ ŜȄǇƻƴŜƴǘƛŀƭ ǊŀǘŜǎ ƻŦ ŎƘŀƴƎŜ ƛƴ ŦƛƴŀƴŎŜ ǿƛƭƭΣ ƛƴ ŜŦŦŜŎǘΣ ŦǳƴƴŜƭ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ƻŦ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳΩǎ ŀŎǘƛǾƛǘƛŜǎ 

into an opaque zone in which the regulators cannot observe accurately what is happening. If not modernized, 

their tools could become equivalent to managing air traffic control at a major airport, without radar. 

 

The improved information systems in digitally-native regtech could radically improve this situation. In addition, 

regtech systems should be married with ƻǘƘŜǊ ǘŜŎƘ ǿƻǊƭŘ ǘŜŎƘƴƛǉǳŜǎ ǘƘŀǘ Ŏŀƴ ǎǇŜŜŘ ǳǇ ŀƎŜƴŎƛŜǎΩ ŀōƛƭƛǘȅ ǘƻ ƭŜŀǊƴ 

ŀƴŘ ŀŎǘΦ hƴŜ ƻŦ ǘƘŜǎŜ ƛǎ άŀƎƛƭŜέ ǿƻǊƪŦƭƻǿ ǎǘǊǳŎǘǳǊŜǎ ƛƴ ǿƘƛŎƘ ŎǊƻǎǎ-functional, highly collaborative teams 

concentrate on solving problems together, rapidly, with intensive focus on measuring results and iterating 

solutions. In the regulatory world this design would offer tremendous advantages in the ability to generate a 

constant process for identifying small errors, thereby preventing the kind of crisis failures that occur when 

problems accumulate, undetected. Agile workflow will be discussed in Exploration 5. 
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Capacity for continuous innovation and improvement 

A key advantage of digital systems is that they are able to improve continuously, rather than periodically as is the 

case with analog era IT. It will not be sufficient to effect an overhaul that merely trades an old, rigid set of activities 

for a new, equally rigid one. A one-time upgrade that locks in inflexible technologies and protocols will inevitably 

become obsolete again, ever more rapidly as change in the financial industry speeds up.  As that new system then 

Ŧŀƭƭǎ ŦǳǊǘƘŜǊ ŀƴŘ ŦǳǊǘƘŜǊ ōŜƘƛƴŘ ǘƘŜ ƳŀǊƪŜǘΩǎ ǘŜŎƘƴƻƭƻƎȅΣ Ǌƛsks and costs would rise again until another overhaul 

becomes unavoidable. At that point, the whole system would lose even more ground as agencies invest time in 

evaluating and implementing the next update -- which, if rigid, will only set the negative cycle in motion yet again. 

 

Regtech can switch the system to a stance of continuous improvement. This will likely require that many 

regulatory functions migrate from closed, locked analog systems onto platforms. Regulators would build and 

foster platforms that enable modular, plug-and-play solutions in which both they and the industry can select from 

a range of vendors or develop their own technology for specific solutions, with confidence that these will interact 

properly with other tech.  

 

Digital technology maintained on a platform can be updated easily and automatically, without the need for linear 

processes in which change requires major IT projects. In some areas, new regulatory requirements or software 

upgrades could be pushed out to systems automatically, much like an iOS update on an iPhone. Such a system 

would of course present its own challenges, which will be examined in Exploration 3. 

 

Modularity 

A key facet of continuous improvement and platforms is the need to create regulatory and compliance systems 

that can be modular. 

! ƳƻǾŜ ǘƻ ƳƻŘǳƭŀǊƛǘȅ ƛǎ ǳƴŘŜǊǿŀȅ ƛƴ ŦƛƴŀƴŎƛŀƭ ǎŜǊǾƛŎŜǎΣ ǘƘŜƳǎŜƭǾŜǎΣ ƛƴ ǘƘŜ ŘǊƛǾŜ ǘƻǿŀǊŘ άƻǇŜƴ ōŀƴƪƛƴƎέ ƛƴ Ƴŀƴȅ 

countries. Financial accounts are being made interoperable, so that customers can use a variety of financial 

products from a variety of ǇǊƻǾƛŘŜǊǎΣ ŀƴŘ ƘŀǾŜ ǘƘŜƳ ŀƭƭ ǿƻǊƪ ǘƻƎŜǘƘŜǊΣ ǳƴŘŜǊ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŎƻƴǘǊƻƭΦ  

A similar shift is needed in regulatory processes, where a key difficulty is the rigidity of much of the technology in 

use. Because compliance tools and systems are not very interoperable, companies are often unable to adopt the 

best new technology. Conversion is expensive and time-consuming, and sometimes it is literally impossible to 

connect better tools to legacy systems. This means much of the industry is using suboptimal compliance solutions.  

A regtech system would solve this problem by creating standards and interfaces that make it easy for companies 

and regulators to adopt a new tool on a modular basis, and have it readily work with the existing system. 

As an analogy, consider the App Store. Like Apple, regulators could set standards that would have to be met by 

any vendor seeking to provide compliance services to industry. These would include requirements for data 

 
ά!ƎƛƭŜ ƳŜǘƘƻŘǎ ōŜƎŀƴ ŀǇǇŜŀǊƛƴƎ ƛƴ ǘƘŜ ŜŀǊƭȅ мффлǎ ŀǎ ǘƘŜ ǎƻŦǘǿŀǊŜ ƛƴŘǳǎǘǊȅ ŜȄǇƭƻŘŜŘΦ Lƴ нллмΣ 
software development leaders met to discuss shared ideas and various approaches to software 
development. By the end of that meeting, they had written the Agile ManifestoΦέ  

- Study.com 
 

https://agilemanifesto.org/iso/en/manifesto.html
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security, privacy, fair treatment, auditability and the like. Developers who want to create an iPhone app download 

a Software Development Kit, or SDK, from Apple and build according to its specifications. When those are met, 

ǘƘŜ ǎƻƭǳǘƛƻƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƳŜŜǘǎ !ǇǇƭŜΩǎ ǎǘŀƴŘŀǊŘǎ ŀƴŘ will work on any iPhone or iPad.  

Even a few months ago, the notion of a regulatory App Store seemed like a vision for the far-distant future. 

However, in June of this year, ING Bank and partners have launched one, to help regtech firms collaborate in 

offering packaged services to banks. ¢ƘŜƛǊ ǇǊƻƧŜŎǘΣ hǊŎƘŜǎǘǊŀǘŜΣ άƛǎ ƘŜƭǇƛƴƎ wŜƎ¢ŜŎƘǎ ǘƻ ŎƻƭƭŀōƻǊŀǘŜ ƳƻǊŜ ǘƻ 

ŎǊŜŀǘŜ ƳƻǊŜ ƳŜŀƴƛƴƎŦǳƭ ǇǊƻǇƻǎƛǘƛƻƴǎΦέ 

 

Opportunity to develop outcome-based regulation 

Many areas of financial regulation lack good metrics to assess regulatory and compliance performance. Every law 

and regulation comes into existence to achieve some kind of policy goal, but in finance, it is often not possible to 

know how well these goals are being met. Do consumers really understand the financial choices that disclosures 

are meant to illuminate? Is the financial system serving customers without bias? Is government gaining or losing 

ground in combating financial crime? While research sometimes occurs on such questions, many current 

regulatory mechanisms do not attempt to evaluate them. 

 

LƴǎǘŜŀŘΣ ŦƛƴŀƴŎƛŀƭ ǊŜƎǳƭŀǘƻǊȅ ǎǘǊŀǘŜƎƛŜǎ ǳǎǳŀƭƭȅ Ŧŀƭƭ ƛƴ ƻƴŜ ƻŦ ǘǿƻ ŎŀǘŜƎƻǊƛŜǎΦ hƴŜ ƛǎ άǊǳƭŜǎ-ōŀǎŜŘέ ǊŜƎǳƭŀǘƛƻƴ όŦƻǊ 

example, prescribing detailed disclosures that must be given to consumers in specific formats). The other is 

άǇǊƛƴŎƛǇƭŜǎ-ōŀǎŜŘέ ǊŜƎǳƭŀǘƛƻƴΣ ǎǳŎƘ ŀǎ ōǊƻŀŘ ǇǊƻƘƛōƛǘƛƻƴǎ ƻƴ ǳƴŦŀƛǊ ŀƴŘ ŘŜŎŜǇǘƛǾŜ ǇǊŀŎǘƛŎŜǎ ƻǊΣ ŦƻǊ ōŀƴƪǎΣ ƘƛƎƘ-risk 

commercial lending, that are assessed against subjective standards.  

 

Each approach has pros and cons. Rules-based systems tend to be prescriptive and detailed and therefore 

burdensome, but generally have the virtue of clarity. Principles-based systems usually impose fewer burdensome 

processes, but are inherently subjective and therefore, uncertain. 

 

Uncertainty is a perennial issue in regulation. Some regulatory theory intentionally encourages ambiguity in order 

ǘƻ ŎǊŜŀǘŜ Ǌƛǎƪ ŦƻǊ ǊŜƎǳƭŀǘŜŘ ŦƛǊƳǎ ǘƘŀǘ Ƴŀȅ ōŜ ǘŜƳǇǘŜŘ ǘƻ ŜŘƎŜ ǳǇ ǘƻ ǘƘŜ άƭƛƴŜέ ƻƴ ŀŎǘƛǾƛǘƛŜǎ ǘƘŀǘ ŎƻǳƭŘ ōŜ ŎƻƴǎǘǊǳŜŘ 

as illegal. However, uncertainty also can deter behavior that policymakers actually want to encourage. It can chill 

innovation, which often generates activity that may not fit squarely into current regulatory frameworks. It can 

also discourage financial companies from serving markets where regulatory uncertainty and potential penalties 

are both high. From a financial inclusion standpoint, lenders sometimes avoid trying to serve lower-income 

consumer segments. For example, they cite the ambiguity of standards for assuring compliance with the ban on 

ŜǾŜƴ ǳƴƛƴǘŜƴǘƛƻƴŀƭ άŘƛǎǇŀǊŀǘŜ ƛƳǇŀŎǘέ ŘƛǎŎǊƛƳƛƴŀǘƛƻƴΣ ŀƴŘ ŦƻǊ ŀǾƻƛŘƛƴƎ ǳƴŦŀƛǊΣ ŘŜŎŜǇǘƛǾŜ, or abusive acts or 

practices (UDAAP).  

 

Regtech offers the potential to capture the best of both regulatory philosophies, in the form of performance-

driven or outcomes-driven regulation. Robust data could make it possible to monitor and measure companies' 

performance against clear, objective metrics that regulators would establish and communicate. The standards 

would be designed to determine whether companies are meeting their obligations relating to the purposes of the 

regulations involved, whether managing market risk or avoiding credit discrimination. This approach would not 

work for all areas of regulation, but where appropriate, could reduce compliance burden. Regulators would in 

effect be saying that they need not prescribe how a company must meet a regulatory goal, as long as the firm can 
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prove through data that it has actually done so. The companies, in turn, would have objective, measurable 

standards to aim for, rather than being vulnerable to second-guessing based on subjective principles. 

 

In consumer finance, for example, it could become possible for regulators to set measurable standards to assure 

that a given product is producing beneficial consumer outcomes. Suppose a lender could show, through data, that 

ƛǘǎ ǇǊƻŘǳŎǘ ŘƻŜǎ ǿƘŀǘ ƛǘ ǇǊƻƳƛǎŜǎΣ ŀǘ ǘƘŜ ǇǊƻƳƛǎŜŘ ǇǊƛŎƛƴƎΤ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘΩǎ ǇǊƻŦƛǘŀōƛƭƛǘȅ ŘƻŜǎ ƴƻǘ ǊŜƭȅ ƻƴ ƛƴŎƻƳŜ 

from penalty pricing; that the provider has no record of other unfair treatment of customers; and that customer 

complaints show no signs of unfair product design or practices. 

Regulators across the globe are exploring more use of outcomes-based strategies.32 These have the potential to 

ŦƛƴŘ ƳƻǊŜ ǇǊƻōƭŜƳǎΣ ǎƻƻƴŜǊΣ ǘƘŀƴ ǳǎƛƴƎ ǘƻŘŀȅΩǎ ŀƴŀƭƻƎ ǎȅǎǘŜƳǎΦ bŜǿ ǎȅǎǘŜƳǎ ǿƻǳƭŘ ǇƻǘŜƴǘƛŀƭƭȅ ŦǳƴŎǘƛƻƴ ƛƴ ǿŀȅǎ 

more akin to use of monitoring gauges on a drinking water supply, rather than evaluating whether a municipal 

water/sewer agency is properly adhering to a regimen of required inspections and maintenance and relying on 

manual quality control and testing. 

 

 
New systems would potentially function in ways more akin to use of monitoring gauges on a 
drinking water supply, rather than evaluating whether a municipal water/sewer agency is 
properly adhering to a regimen of required inspections and maintenance. 

 

 

Efficiency 

A final across-the-board benefit of regtech could be sharply improved efficiency. Much of this impact would come 

from simply removing frictions and disconnects that make the current system rigid and slow and therefore 

expensive, as discussed above. In addition, regtech would benefit from adoption of open source computer code, 

ǿƘƛŎƘ ǿƻǳƭŘ ŜƴŀōƭŜ ǊŜƎǳƭŀǘƻǊǎ ŀƴŘ ƛƴŘǳǎǘǊȅ ŀƭƛƪŜ ǘƻ ŀǾƻƛŘ ƘŀǾƛƴƎ ǘƻ άǊŜƛƴǾŜƴǘ ǘƘŜ ǿƘŜŜƭέ ŀǎ ǘƘŜȅ ƛƴŘƛǾƛŘǳŀƭƭȅ ǎƻƭǾŜ 

common problems. Open source will be discussed in Explorations 4 and 5. 

Major gains in efficiency will enable both regulators and industry to do more with less, freeing up scarce human 

skills and producing stronger results in compliance and risk control across the landscape. 

 

Indirect benefits from improved regulation 

Better regulatory methods and effectiveness could also generate secondary benefits, beyond meeting specific 

policy goals and making regulation generally more effective. 

 

Reduced need for corrective action and fines 

An important ancillary benefit of early detection would be sharply reduced costs to both regulators and industry 

due to a reduced need for large-scale retroactive corrective action, as well as reduced penalty fees to industry. If 

 
32 The Financial Health Network (FHN) provides a useful example of outcomes-based policy. FHN created a Financial Health 
Score, which is a composite metric that measures specific consumer financial health outcomes, including spending 
behavior, amount of savings, credit history, and planning for retirement. Through 8 discrete questions, FHN can determine 
the financial health outcomes of consumers. While FHN is not a regulatory body, the organization is increasingly tracking 
these metrics before and after policy-interventions to help determine their effectiveness. In cases where regulators can 
articulate the desired outcomes for the user-base they seek to impact and define the key performance indicators of those 
outcomes, they may be able to incent industry to innovatively meet those goals.  
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bank risk managers could detect and shut down problems immediately, they could break long standing patterns 

in which issues accumulate over years and then, when discovered, trigger enormous remediation projects. Even 

if a company misses one of its mistakes, regulators using regtech tools would be likely to catch it -- again, at a very 

early stage in which correction would be easy and any potential penalties to the bank could be minor.   

 

¢Ƙƛǎ ǘƛŜǎ ǘƻ ǘƘŜ ōŜƴŜŦƛǘǎ ƻŦ ǊŜƎǘŜŎƘ ƛƴ ǊŜŘǳŎƛƴƎ ŎƻǎǘǎΦ wŜƎǳƭŀǘƻǊȅ άƭƻƻƪ ōŀŎƪǎέ ǘǊƛƎƎŜǊŜŘ ōȅ ŜƴŦorcement actions 

and litigation are a major compliance expense for industry and regulators alike. Banks have spent billions of dollars 

since the financial crisis on legal and consulting fees aimed just at identifying all the errors made over prior years 

and finding the customers who were affected. On top of this, they have paid tens of billions of dollars in fines, 

relating both to the financial crisis and to other noncompliance like anti-money laundering weaknesses. Systems 

that could find and fix mistakes while they are still small would transform regulatory risks and associated costs. 

 

Reduced burden and brighter prospects for community banks 

Cost reductions could be especially helpful to small banks, which today spend disproportionately high amounts 

on compliance. This in turn could move dramatically toward levelling the compliance playing field between 

community banks and their large competitors. That impact could be invaluable to the future of community 

banking as a sector, which experiences regulatory burden as a key driver of cost and as a brake on innovation and 

technology adoption. 

 

wŜƎǘŜŎƘ ǘƘŀǘ ǇŜǊƳƛǘǘŜŘ ƴŜǿ Řŀǘŀ ŦƻǊ ƭƻŀƴ ǳƴŘŜǊǿǊƛǘƛƴƎ ŎƻǳƭŘ ŀƭǎƻ ŜƴŀōƭŜ ŀ ǎǘǊŀǘŜƎȅ ŦƻǊ ŎƻƳƳǳƴƛǘȅ ōŀƴƪǎ ǘƻ άƎǊƻǿ 

ƛƴ ǇƭŀŎŜΣέ ōȅ ǳǎƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ŜȄǇŀƴŘ ǘƘŜƛǊ ǇƻǘŜƴǘƛŀƭ Ƴarket vertically. It could become possible to reach and 

serve more customers who are now deemed to be too risky or expensive to be profitable using traditional 

techniques. 

 

Enhanced innovation and competition 

The same factors that would help community banks could also benefit other small companies, including startups 

in the financial sector. While venture capital funding for regtech has risen sharply in recent years, anecdotal 

evidence indicates that high regulatory costs and risks deter many such investors from entering the financial 

space.  

 

These barriers also prevent many startups from partnering with banks, even though banks and startups have 

highly complementary strengths and weaknesses that make it attractive to both sides to work together. Existing 

regulatory expectations on managing third-party risk make it very hard for digitally-native firms to work with 

banks. This problem could be reduced as regulators develop regtech labs or sandboxes and set standards for 

evaluation of digitally-native partners, using better data on risk. Such changes could, in turn, enhance market 

competitiveness. 

 

 
The gallows humor among fintech and regtech firms is that bank third-party risk due diligence 
reviews are where άǎǘŀǊǘǳǇǎ Ǝƻ ǘƻ ŘƛŜΦέ ¢ƘŜ ǇǊƻŎŜǎǎ Ŏŀƴ ǘŀƪŜ ƳƻƴǘƘǎ ƻǊ ƳƻǊŜ ǘƘŀƴ ŀ ȅŜŀǊΣ 
draining the resources of these small companies as they wait for approval. 
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Enhanced competitiveness for the United States 

Modernizing financial regulation could also strengthen the positioning of the United States in global financial 

innovation. While Silicon Valley and other US innovation corridors continue to generate world-class technology, 

there is also widespread concern that the US financial regulatory environment makes it difficult to innovate here, 

in comparison to other countries.  It has become common to hear US fintech founders say they are launching or 

expanding their firms in other countries, due to regulatory complexity in the US. 

 

This is partly because America has a uniquely complicated regulatory structure, with numerous federal agencies 

plus 50 state bodies. Regardless of how good these regulators are, their processes are relatively slow in areas that 

require interagency collaboration. In addition, the existence of multiple, sometimes overlapping agencies drives 

industry uncertainty about questions in areas where US regulatory entities may disagree with each other, or may 

even just be perceived as having the potential to disagree. 

 

Other countries have been more proactive 

than the US in establishing regulatory 

strategies that actively encourage fintech 

and regtech innovation. They often are 

able to move faster and to problem-solve 

more easily.  

 

Ending the tradeoff between better outcomes and lower costs 

Regulation and compliance have traditionally been locked in a zero-sum standoff in which policymakers must 

choose between having better results or achieving lower costs. They can either require the industry to spend more 

in order to produce better outcomes, or can try to reduce spending at the risk of undermining quality. Debate 

rages as political forces advocate for more versus less regulation and as governments periodically try to reduce 

burden through analog-style reforms, usually with negligible or unsustainable results. 

 

Digitization reverses this pattern, enabling a win/win scenario in which results can be made better and cheaper, 

at the same time. The opportunity to push up value and push down costs simultaneously creates a chance to 

generate widespread support for undertaking the work and transition costs of converting to a digital system.  

 

For example, it has been estimated that 

about 80 percent of the time financial 

companies spend on investigating 

suspected financial crime goes into 

collecting the information needed (often 

by copying and pasting into spreadsheets). 

In a digitized system, this would be done 

automatically, freeing up expert analysts 

to search for actual patterns of laundering. Similarly, it is widely estimated that current AML monitoring 

ǘŜŎƘƴƻƭƻƎƛŜǎ ǇǊƻŘǳŎŜ ŀ фл ǇŜǊŎŜƴǘ ǊŀǘŜ ƻŦ άŦŀƭǎŜ ǇƻǎƛǘƛǾŜέ ŎŀǎŜǎΣ ŜŀŎƘ ƻŦ ǿƘƛŎƘ ǊŜǉǳƛǊŜǎ hours of investigation. A 

modernized system could potentially reverse that ratio, reducing wasted time by 90 percent while also cutting the 

άŦŀƭǎŜ ƴŜƎŀǘƛǾŜǎέ -- finding crime that currently goes undetected. This opportunity to get better results through 
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technology with fewer resources exists throughout the system and, again, opens the possibility of building 

consensus and depoliticizing some aspects of policy debate about financial regulation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exploration 2 - Regtech as the Solution 
Questions for Commenters: 

 

¶ Are the regtech benefits outlined generally clear and persuasive? If not, which ones fall short? 
 

¶ Are any major benefits omitted from the list? 
 

¶ Do some potential benefits point toward strategies for prioritizing and sequencing work on converting to 

a regtech system? 
 

¶ Are there some benefits that seem highly likely to outweigh the costs of adopting them and conversely, 

some for which conversion costs seem likely to be excessive? 
 

¶ Do you know of research and data to amplify this outline of potential benefits, or that may counter it? 
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Exploration 3 

DESIGN CHALLENGES IN BUILDING A REGTECH SYSTEM 

The previous section explored benefits that could accrue from converting to a regtech system, over and above the 

defensive argument that the risks of not digitizing will likely exceed the risks of doing so, as the pace of technology 

accelerates.  

 

This section explores the many thorny problems that would confront policymakers if they choose to build a 

digitally-native regtech system. It focuses on difficulties relating to the actual design of such a system (as opposed 

to the equally thorny challenges of actually implementing it, which are addressed in Exploration 5).  

 

The basic technology needed for a regtech 

system already exists and operates every day 

in mature and reliable form throughout the 

economy. However, applying these 

technologies to financial regulatory work will 

be difficult. Designers will have to address 

unique issues that are rife with sensitivity and complexity.  

 

These challenges are explored below, and then Exploration 4 will lay out the design attributes and guiding 

principles that will be needed to overcome them. Despite some redundancy, we are treating challenges and 

solutions in separate sections because there is not a one-to-one relationship between them. Some problems 

would need multiple design solutions, and some solutions would solve numerous problems. 

 

Data and Analytics Challenges 

The foundation of a financial regtech system would lie in the ability to access and analyze large and expanding 

volumes of data. Designing these processes will raise many questions. 

 

Data Collection and Access 

Data access issues will fall into two broad categories -- use of data that is generated by regulated firms, and use 

of external big data to supplement these internal sources.  

 

Data from regulated firms 

Regarding data from inside the system, accessing it in digital form will take a great deal of work. Information on 

ǿƘƛŎƘ ǊŜƎǳƭŀǘƻǊǎ ŎǳǊǊŜƴǘƭȅ ǊŜǉǳƛǊŜ ǊŜǇƻǊǘƛƴƎ ŀƭǊŜŀŘȅ ŜȄƛǎǘǎ ŀƴŘ ƛǎ ƎŜƴŜǊŀƭƭȅ ƛƴ άǎǘǊǳŎǘǳǊŜŘέ ŦƻǊƳŀǘǎΣ ōǳǘ ƛǘ ǘȅǇƛŎŀƭƭȅ 

sits in analog form. Many companies lack the ready capacity to digitize it and to report it to their regulators via 

APIs.  

 

In addition, a regtech system would need to access internal company information that is not currently reported 

on a routine basis. For banks, most of this information would normally be available to examiners during onsite 

examinations, but they would need to find or request it. It could reside in numerous kinds of systems and 

databases. To convert it to a format that enables offsite monitoring would require extensive work by both industry 
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and regulators. To the extent that this information is currently unstructured rather than structured, it would be 

much more difficult to ingest seamlessly and analyze reliably. 

 

wŜƎǳƭŀǘƻǊǎΩ ŜȄǇŀƴŘŜŘ ŀŎŎŜǎǎ ǘƻ ŦƛǊƳǎΩ ŘƛƎƛǘƛȊŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ǿƻǳƭŘ ƻŦ ŎƻǳǊǎŜ ƘŀǾŜ ǘƻ ōŜ ǊŜǎǘǊƛŎǘŜŘ ǳƴŘŜǊ ƴŜǿ 

standards to assure only authorized and secure use. Conceptual solutions for this are discussed in Exploration 4.  

 

Data decentralization 

In a digitŀƭ ǊŜƎǘŜŎƘ ǎȅǎǘŜƳΣ ǎƻƳŜ ǘǊŀŘƛǘƛƻƴŀƭ ŎƻƴŎŜǇǘǎ ƻŦ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ άǊŜǇƻǊǘƛƴƎέ ǿƻǳƭŘ ōŜŎƻƳŜ 

relics of the analog age assumption that information is difficult and expensive to gather and analyze and that, 

therefore, regulators must rely instead on information subsets.  

 

As regulators gain digital access to more 

data, in real time, the need for the industry 

to produce regulatory reports will abate. As 

discussed throughout this paper, most of 

these regulatory reports reflect point-in-

time snapshots of a reality that existed in 

the past but may be gone by the time a regulator looks at it. Traditional reports also generally show partial and 

summarized information that can prevent granular analysis and mask valuable nuance. Instead of companies 

compiling and submitting reports, therefore, parts of the system will likely switch to continuous electronic 

ƳƻƴƛǘƻǊƛƴƎ ƻǊ ǘƻ ƳŀƪƛƴƎ Řŀǘŀ άŎŀƭƭŀōƭŜέ ƛƴ ǊŜŀƭ ǘƛƳŜ ŦƻǊ ŀƴŀƭȅǎƛǎΦ 

 

As discussed later in this section under privacy, regtech systems will probably have to figure out how to leave 

financial company data in place, decentralized, rather than to collect it into a central database that would raise 

risks for data security and privacy. 

 

Big data 

Gathering external big data would raise different issues from those arising around accessing information from 

regulated firms. Agencies already conduct considerable market monitoring and do research and modeling of 

trends, but most of this does not produce comprehensive and real-time information. Agency data scientists will 

face challenges in building regtech monitoring programs that can optimize the explosion of big data becoming 

available to them about markets overall and about individual firms. 

 

One challenge would arise from the very different nature of Big Data. Financial regulators are accustomed to 

working with relatively narrow sets of information that are expected to be accurate. This information comes 

Ƴŀƛƴƭȅ ŦǊƻƳ ǘƘŜ ǊŜƎǳƭŀǘŜŘ ŎƻƳǇŀƴȅ ŀƴŘ ǎƻƳŜǘƛƳŜǎ ŦǊƻƳ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǳǎŜ ƻŦ ŜȄǘŜǊƴŀƭ ǎƻǳǊŎŜǎ ƭike credit reports 

or data feeds relating to Know Your Customer requirements. It may contain errors and sometimes biases, but in 

general, people are actively working to make it accurate. 

 

Most Big Data, in contrast, is not generated for purposes that require it to be highly accurate.  Furthermore, it is 

ǳǎǳŀƭƭȅ άǳƴǎǘǊǳŎǘǳǊŜŘΦέ tǳǘǘƛƴƎ ƛǘ ǘƻ ƎƻƻŘ ǳǎŜ ǿƻǳƭŘ ǊŜǉǳƛǊŜ ŎƻƴǎƛŘŜǊŀōƭŜ ǿƻǊƪΦ 

 

Regulators in many countries are already making these efforts, particularly to oversee securities markets. 
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Data Standards and Interoperability 

Related to the data access challenge would be the need for data standards. A digitally-native regulatory system 

would have to be built on a foundation of common digitized data and technology standards that make information 

interoperable.  

 

LƴŦƻǊƳŀǘƛƻƴ ŘŜǾŜƭƻǇŜŘ ōȅ ŦƛƴŀƴŎƛŀƭ ŎƻƳǇŀƴƛŜǎ ǿƻǳƭŘ ƴŜŜŘ ǘƻ ōŜ ŎƻƴǾŜǊǘŜŘ ƛƴǘƻ άŘƛƎƛǘŀƭ ƻōƧŜŎǘǎέ ǘƘŀǘ ŎƻǳƭŘ ōŜ 

readily reported to and accessed by regulators, using technology and data standards that remove the delays and 

loss of information eƴŘŜƳƛŎ ǘƻ ǘƻŘŀȅΩǎ ǎȅǎǘŜƳΦ aƻǎǘ ƛƴŦƻǊƳŀǘƛƻƴ ǿƻǳƭŘ ƴŜŜŘ ǘƻ ōŜ ŎƻƳƳǳƴƛŎŀǘŜŘ Ǿƛŀ !tLǎ 

(application program interface), rather than through traditional reports. 

 

 
Much of the success of the software industry has been driven by objectifying and  
standardizing information formats. This process encapsulates functionality that is reusable,  
and therefore, does not have to be repeated from scratch. 

 

 

Regulatory information could be handled in the same way, built around standardized chunks that are readily 

available for all the needed uses.  

 

Standard setting is difficult. To paraphrase Albert Einstein, standards should be made as simple as possible, but 

not simpler.33 If they are too complex, it can take years to develop them -- some projects produce standards that 

are already obsolete when they are issued. Even well-designed standards, furthermore, can become obsolete later 

if they are too prescriptive. They may initially facilitate innovation but later impede it. Standards are also 

sometimes used by incumbent players to create complexity and implementation problems intended to act as 

barriers ǘƻ ŜƴǘǊȅ ŦƻǊ ƴŜǿ ŎƻƳǇŜǘƛǘƻǊǎΦ tŜƻǇƭŜ ŀƭǎƻ ŜǊǊ ƛƴ ǘǊȅƛƴƎ ǘƻ ŦƛƴŘ ŀ ǎƛƴƎƭŜ ǎǘŀƴŘŀǊŘ ǘƘŀǘ ƛǎ ŀ άƘƻƭȅ ƎǊŀƛƭΣέ ŀƴŘκƻǊ 

become wedded to standards and then reluctant to let them go.  

 

On the other hand, if standards are too general, they do not create a sufficiently strong foundation on which to 

build.  

 

In the US and globally, many standards already exist that impact regulatory information, and there are also many 

standards-setting bodies. A solution for financial regulation probably would have to be designed to make a variety 

of standards systems interoperable with each other. 

 

A key question concerns who should set and maintain standards -- whether this should be done by government, 

the private sector or a public/private partnership. 

 

Cloud Computing 

A digitally-native regtech system would require that both regulators and industry operate primarily in cloud-

computing environments. As discussed in the next section, the cloud makes it practical and affordable to gather 

and use vast amounts of data, easily. If properly designed, it can also improve security. 

 

 
33 https://quoteinvestigator.com/2011/05/13/einstein-simple/ 

https://quoteinvestigator.com/2011/05/13/einstein-simple/
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However, the security issues would present important challenges for policymakers. These include how to 

transition to the cloud; standards that would need to be met for regulatory cloud environments; and worry around 

concentrating system-wide dependence on a small number of cloud providers, in the event of cyber-attack or 

failure of one or more of them. 

 

Analytics and Artificial Intelligence 

As discussed in Exploration 1, all of the potential benefits of a digitally-native system are fueled by the explosion 

of data, in finance and everything else. The volume of information will continue to expand, regardless of how the 

financial regulatory system responds.  

 

These huge flows of data cannot be processed effectively by human beings using analog-era methods. As discussed 

further in Exploration 4 regarding the attributes of a new system, the only way to process and interpret all this 

information would be through use of artificial intelligence tools like machine learning and natural language 

processing.  

 

Using AI would create numerous and complex challenges for regulators. What kinds of data should be used by 

oversight agencies? What kinds should be allowed to be used by industry? How much data is needed to enable AI 

ŀƴŀƭȅǎƛǎ ǘƻ ōŜ ǊŜƭƛŀōƭŜ ŀƴŘ ƳŜŀƴƛƴƎŦǳƭΚ Iƻǿ Ŏŀƴ ǊŜƎǳƭŀǘƻǊǎ ǇǊŜǾŜƴǘ ǊŜƭƛŀƴŎŜ ƻƴ !L άǘǊŀƛƴƛƴƎ Řŀǘŀέ ǘƘŀǘ Ƙŀǎ 

absorbed human misjudgments and biases? What should be done if AI analytics develop biases that, even if based 

on objective observation, are antithetical to legal requirements, ethical standards or outcomes sought by public 

policy goals and standards? 

 

 
Lƴ нлмсΣ aƛŎǊƻǎƻŦǘΩǎ AI chatbot Tay had to be shut down after interacting with Twitter users for 
ƭŜǎǎ ǘƘŀƴ нп ƘƻǳǊǎ ŀƴŘ ƭŜŀǊƴƛƴƎ ǘƻ ōŜ ŀ άǊŀŎƛǎǘ ƧŜǊƪΦέ34 

 

 

For example, AI systems could be used to flag potential credit discrimination or unfair practices. The legal criteria 

in these two areas are largely subjective. Over the years, both have evolved with considerable informal consensus 

ŀōƻǳǘ ǿƘŀǘ ǇǊŀŎǘƛŎŜǎ ŀǊŜΣ ŀƴŘ ŀǊŜ ƴƻǘΣ ŎƻƴǎƛŘŜǊŜŘ ŀŎŎŜǇǘŀōƭŜΦ IƻǿŜǾŜǊΣ ǘƘŜ ŀŘǾŜƴǘ ƻŦ άŀƭǘŜǊƴŀǘƛǾŜ Řŀǘŀέ ŀƴŘ 

machine learning has recently sparked new discussion. Fintech lenders have begun arguing that these new 

ǘŜŎƘƴƛǉǳŜǎ Ŏŀƴ ŜƴŀōƭŜ ǳƴŘŜǊǿǊƛǘƛƴƎ ǘƘŀǘ ƛǎ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ƳƻǊŜ ŀŎŎǳǊŀǘŜ ŀƴŘ ƳƻǊŜ ƛƴŎƭǳǎƛǾŜΣ ŜǎǇŜŎƛŀƭƭȅ ŦƻǊ άŎǊŜŘƛǘ 

ƛƴǾƛǎƛōƭŜέ ōƻǊǊƻǿŜǊǎ ǿƘƻ ƘŀǾŜ άǘƘƛƴέ ƻǊ ƴƻ ŎǊŜŘƛǘ ŦƛƭŜǎ ƻǊ ŎƻƳǇƭŜȄ ŎǊŜŘƛǘ histories. Congress, regulators, lenders 

and NGOs35 are undertaking research and dialogue on these claims. Regulators will have to determine what kinds 

of data and analytic factors can be used, and those outcomes will then have to be developed into new regtech 

standards as risk managers and regulators monitor emerging compliance strategies. 

 

Finally, how would regulatory systems deal with the so-ŎŀƭƭŜŘ άōƭŀŎƪ ōƻȄΣέ ƻǊ άŜȄǇƭŀƛƴŀōƛƭƛǘȅέ ŎƘŀƭƭŜƴƎŜ ƛƴ !L ǘƘŀǘ 

uses machine learning. The nature of ML systems is tƘŀǘ ǘƘŜȅ άƭŜŀǊƴέ -- ƛƴ ŜŦŦŜŎǘΣ ǘƘŜȅ άǘƘƛƴƪέ -- based on analysis 

 
34 https://www.google.com/url?q=https://www.theglobeandmail.com/technology/tech-news/how-microsofts-friendly-
robot-turned-into-a-racist-jerk-in-less-than-24-
hours/article29379054/&sa=D&ust=1594404427198000&usg=AFQjCNGZrppcsePtSMte7JRQOS3hc1DQFA 
35 One such experiment in the US has been conducted by FinRegLab, a nonprofit research organization founded in 2018 to 
do empirical examination of these kinds of issues. Note that I chair the board of directors of FinRegLab. 

https://www.google.com/url?q=https://www.theglobeandmail.com/technology/tech-news/how-microsofts-friendly-robot-turned-into-a-racist-jerk-in-less-than-24-hours/article29379054/&sa=D&ust=1594404427198000&usg=AFQjCNGZrppcsePtSMte7JRQOS3hc1DQFA
https://www.google.com/url?q=https://www.theglobeandmail.com/technology/tech-news/how-microsofts-friendly-robot-turned-into-a-racist-jerk-in-less-than-24-hours/article29379054/&sa=D&ust=1594404427198000&usg=AFQjCNGZrppcsePtSMte7JRQOS3hc1DQFA
https://www.google.com/url?q=https://www.theglobeandmail.com/technology/tech-news/how-microsofts-friendly-robot-turned-into-a-racist-jerk-in-less-than-24-hours/article29379054/&sa=D&ust=1594404427198000&usg=AFQjCNGZrppcsePtSMte7JRQOS3hc1DQFA
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of huge amounts of information that no human could process. This enables AI, for example, to assist radiologists 

in reading a cancer image, based on comparisons to many more additional images than a doctor could review. At 

some point in this process, the machine, mimicking the structure of human thinking, can make connections 

between information that enable it to "understand" things humans alone could not have learned on their own. 

The humans must decide when to rely on such analysis, and when not to. 

 

AI systems often present an inverse relationship between explainability and predictiveness. To gain the full benefit 

of these powerful tools, policymakers would have to establish standards on what makes an AI solution reliable, 

and fair. The resulting algorithms would have to be testable and auditable -- often by using multiple AI tools that 

are optimized for different outcomes and that could therefore check each other. At some point, the system may 

be able to move beyond testing of process and be evaluated instead based on how well it produces superior 

results, regardless of whether we know how it does so. 

 

Platform Challenges 

Exploration 4 will discuss the need to convert regulatory information and processes from rigid, unconnected IT 

ǎȅǎǘŜƳǎ ƻƴǘƻ άǇƭŀǘŦƻǊƳǎΦέ 5ƻƛƴƎ ǎƻ ǿƛƭƭ ǇǊŜǎŜƴǘ ƴǳƳŜǊƻǳǎ ŎƘŀƭƭŜƴƎŜǎΦ 

 

Interoperability and Flexibility 

A digitally-native regtech system would have to shift regulatory and compliance work from vertical technology 

stacks to horizontal platforms that enable interoperable and modular solutions. Building on the new data and 

technology standards described above, regulators would create and/or approve these platformed solutions. 

 

Many difficulties would arise in this process. Platform design would require creation of interoperable standards, 

as discussed above. In addition, platforms would need to be designed to be able to accept newer, better 

technology as it becomes available. In many cases, these superior solutions would be coming from young and 

small companies, since these innovators are often at the leading edge in inventing them. However, small, young 

companies present risks to financial companies that want to rely on their technology, both because the technology 

may not be mature and because new companies, of any kind, tend to have relatively high failure rates. Regulators 

would have to create third-party risk standards and protocols that could enable established companies to leverage 

these solutions on a platform, while still managing risk that companies, or their technologies, could fail. 

 

 
Platforms would need to be designed to be able to accept newer, better technology as it 
becomes available. In many cases, these superior solutions would be coming from young and 
small companies, since these innovators are often at the leading edge in inventing them. 

 

 

These platforms would need to be integrated with proprietary ones used by the regulators themselves for their 

unique work. For example, the OCC has a suptech project to create a Single Supervisory Platform for its own 

examiners, who currently work on different platforms for large banks versus small ones. The new approach will 

be accompanied by a new system for Supervision System and Analytical Support (SSASΣ ǇǊƻƴƻǳƴŎŜŘ ά{!{έύΣ ǿƘƛŎƘ 

will function as ŀ άǎƛƴƎƭŜ ǎƻǳǊŎŜ ƻŦ ǘǊǳǘƘέ ƻƴ ŀ ŎƻƳƳƻƴ ŜƴǘŜǊǇǊƛǎŜ-wide data analytics platform. This kind of 

information integration is needed across the regulatory system. 
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[ŜƎŀŎȅ {ȅǎǘŜƳǎ ŀƴŘ ά±ŜƴŘƻǊ /ŀǇǘǳǊŜέ 

One aspect of the platform issue is that the traditional rigid model inadvertently fosters domination by a small 

group of technology vendors -- ŀ ǎŎŜƴŀǊƛƻ ǎƻƳŜǘƛƳŜǎ ŎŀƭƭŜŘ άǾŜƴŘƻǊ ŎŀǇǘǳǊŜΦέ ¢ƘƛǎΣ ƛƴ ǘǳǊƴΣ ƭƻŎƪǎ ƛƴ ŜǾŜƴ ƳƻǊŜ 

rigidity. Almost by their nature, these twentieth century-style business models lead to slow and periodic 

innovation, rather than continuous and fluid forms. Updates and upgrades are sometimes issued at intervals of 

several years. They generally require extensive work on IT systems, which often involves many months of work. 

¦ǇŘŀǘŜ ǇǊƻƧŜŎǘǎ ƻŦǘŜƴ ǊŜǉǳƛǊŜ ŜȄǇŜƴǎƛǾŜ ŦŜŜǎ ǇŀƛŘ ǘƻ ǘƘŜ ǾŜƴŘƻǊΣ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƻǿƴ ŎƻƴǾŜǊǎƛƻƴ 

ŎƻǎǘǎΦ !ƴŘ ŀǎ ǎƻƻƴ ŀǎ ǎǳŎƘ ŀƴ ǳǇŘŀǘŜ ƛǎ ƛƴǎǘŀƭƭŜŘΣ ƛƴ ǘƻŘŀȅΩǎ Ŧŀǎǘ-changing world, it is immediately becoming dated 

and eventually may be obsolete.  

 

In addition, some vendors today own or control the data of the financial companies they serve, and charge these 

customers for access to it. With data being the lifeblood of innovation, this design throttles innovative change. 

 

Dominant vendors, once entrenched, have limited incentive to 

modernize their own systems and may feel motivated to block 

out access by competitors. Many such companies experience 

the challenge identified by late Harvard professor Clayton 

/ƘǊƛǎǘŜƴǎŜƴ ŀǎ ά¢ƘŜ LƴƴƻǾŀǘƻǊΩǎ 5ƛƭŜƳƳŀΦέ36  His argument was 

that, perhaps ironically, the most successful companies tend to 

be the least able to adopt technologies that are superior but 

would be disruptive, simply because they have too much vested 

interest in preserving the status quo (as well as, often, having 

blind spots). Sector-changing technologies typically come, 

instead, from initiatives by smaller, newer innovators that are 

starting from scratch. 

 

As digital regulation moves forward, the current large vendors in the space will adapt to new standards of 

interoperability, continuous improvement, and openness, just as newer or smaller companies will operate 

effectively alongside the veteran providers. The one-size-fits-all model will likely become obsolete, as will 

ŎŜƴǘǊŀƭƛȊŜŘ ǎȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ŎƭƻǎŜŘ άǿŀƭƭŜŘ ƎŀǊŘŜƴǎΦέ 

 

This shift will raise numerous design challenges for development of regtech. 

 

Legal and Ethical Challenges 

Ethical Challenges 

Adoption of new technology would raise numerous ethical challenges, many of which will arise before clear legal 

precepts have emerged to guide decision making.  

 

Many of these challenges will involve privacy, as discussed below. Another realm of ethical challenge will arise 

around how AI may be used both in regulatory activities and by regulated financial companies.  

 

 
36 https://www.amazon.com/Innovators-Dilemma-Revolutionary-Change-Business/dp/0062060244 

Harvard Professor, Clayton Christensen 

https://www.amazon.com/Innovators-Dilemma-Revolutionary-Change-Business/dp/0062060244

