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INTRODUCTION AND INVITATION TO COMMENT

Even before the upheaval wrought by the Coronavirus pandemic, technology was transforming every facet of our
lives. Medical care is leveraging gene therapilissic, movies and TV streaon demand on our personal screens,

large and small. Retailing has moved online and is delivering packages by drone. 3D printers chouseke
carsandbodyparte 5 NA OSNI Saa OSKAOf Sa yIF @AIl GS LIdzo f Mediced § NB S
begin to help usnanage money, pay bills, avoid scams, spend wisely and plan for the,ftégeedless of our

wealth or financial education.

Changes like these all hatie sametechnology at their core: the information in these systems is beonyerted

into digital form. This is causing the volume of accessible data to explode and is enabling users to organize and
analyze it with artificial intelligence techniques that, in every field, are converting formerly impossible tasks into
easy ones.

In the midst of this accelerating digitization, the CO¥®pandemic struck the world. In a few short weeks, the

crisis laid bare the inadequacies of systems in sector after sector that rellglpslow, insecure technolognd

that operate withvastvoid 2 F AYF2NNI GA2y ® t dzof A0 KSFfGK AYyFNI adN.
Government agencies have struggled to deliver rescue funding to small businesses facing mass extinction and to
workers suddenly unemployed. At the same time, almo&rpight, traditional activities have moved online, en
masse-- office work, schoolwork, entertainment, grocery shopping, doctor visits, business conferences, concerts,
RFOGAYIS O0ANILIKRIE LI NIAS&S 3ANI Rz A2y \Vith &y aeeds3al =  a
good digital technology have been resilient. Those without it, struggle.

Financial regulation is following this same arc. Before the pandemic, it too was moving toward digitization, albeit
more slowly than the private sector. Regulptdeaders around the world have been exploring where and how to
modernize their systems to leverage digital data. A small but growing community has formed of regulatory
innovators. Their initiatives have been climbing the priority agenda at many agem@dsally but with growing
promise.

Now, suddenly, the pandemic is lifting these efforts to the top levels o
urgency. Bank regulators must figure out how to conduct effective revie
offsite, and how to seae sensitive information as employees work from
home. They must figure out how to get fuller information faster, just to
understand the abrupt disruptions underway in the industries they overses
They are contending with opacitythe slowness and shallovess and narrow
scope of traditional information sources like quarterly reports. Statg
regulators are struggling with even more limited information about the
nonbank companies they monitor, which now extend a large share ¢
consumer financial services amthich may face instability and novel risks.

World Wide Web inventor

As the financial marketplace rapidly adjusts to the pandemic, much abou o
Sir Tim Bernerkee

activities and condition is invisible to the people charged with keeping ...
system stable and fair. Regulators simply have no wageacemplete and real time information. Their systems
are not digital.
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Into this crisis, now, a second calamity has erupted. The police killing of George Floyd has ignited outrage and
soul searching throughout America and the world. Like the pandemic, the tragedy has characteristics of a
volcanic force that could change thendscape far and wide. In finance, the policy goal of financial inclusion,
which has been explicit but unrealized for a half century, is gaining sustdeany

Both the pandemic and the Black Lives Matter movetrage motivating a search for better ways. Both have
arrived at a moment when, for financial regulation, better is possible because of entirely new technology.

This Regtech Manifesto was written before either of these crises appeared. We believe thaf g make

its arguments more urgent. We offer it, in fact, with hope that both, for all the damage and heartbreak they
cause, may open a path to building a better financial regulatory system, and building it soon. The Great Plague
of the 1300s killed asthird of the population of Europe. It also broke the feudal system, empowering workers
and opening the way for emergence of a middle class. Crises stress old systems, which in turn allows new things
to grow.

In presenting the paper as a Request for Cants, or RFC, we have taken inspiration from the origins of the
World Wide Web. In 1989 just over thirty years age British scientist Tim Bernetse invented the Web by
converting the Internet, which had been created for defense and intelligenceopeg) into an information

system that could be used by everyone. Seeing the opportunity to merge very new innovation (the technologies
enabling HTML and HTTP were just emerging) into a powerful new system, he convened a group of colleagues,
began a dialoge;! and issued @aperin the form of a Request for Comments.

Financial regulation is a complex realm, but not as complex as connecting every computing device in the world to
a platform for instat, free, interoperable communication and information access, meeting all the technical, legal
and social requirements involved. Big change is possible when transforrteativeologies arisand when people
cooperate to build interoperable frameworks theéan put them widely to use.

Sir Tim has shared a photograph of his original paper on which a reviewer had penned this margidabnBt® A i A y =
0 dzii @k i3 weSherature of such concept papers that early attempts to write down ideas will generate far
more questions than answers. We hope this RFC will spark a dialogue that will vastly improve upon the nascent
thinking we present herein.

We invite reaers to provide comments to AIR atvw.regulationinnovation.org/regtecimanifesto/or by email
at hello@regulationinnovation.ordo share the paper widely, and to generate their own forums for engagement

L ANI ¢ A Y |jgst had téithka tReshypértext idea and connect it to transmission Control Protocahd domain
name syemideas and ta-dalt 1 KS 2 2 NI R -FtdsRv@vw vBdsg®Péople/Bernerd_ee/Kids.html
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EXECUTIVE SUMMARY

CKA& dalyAFSadze Aa A 5> NJ
arguing that financial regulation, in the Unite

States and globally, needs to be remade to eqt If 'data is the new 0i|’I as the

regulators with the information and tools they . .
will need to be effective in the Digital Age. TFr catchphrase g0es, the financial

Manifesto stives to lay out why digital regulatory system may soon be
transformation is necessary, benefits it coul running low on fuel.

bring, difficulties in designing it, attributes an
principdes that should shape it, and practice
strategies for implementation

- Alliance for Innovative Regulation

The core concept of the paper is a call for gradual but urgent redesign of the financial regulatory system to convert
AG FTNRY Ly Fylf 23y ilBed ORMNIiSES absgstibiR thal vidlidoé rebik from scratch,
over time, to leveage new digital technologies that can makgulation better, faster and cheapeall at once.

¢CKS dzYoNBtflF GSNY F2NJ NB3Idz I 62N (SOKy2ft23& A& AaNEB:
the term coversboth regtech for regulators (inatling seO f £ SRS QK BAJ YSI yAy 3 & dzLIS NI
regtech for compliance. The Manifesto argues that the technology used for industry compliance should mirror the
technology used by regulators, because they need the same core data and are pegfomsmiversions of nearly

the same function. With limited exceptions, these streams of work should evolve together, in order to create an
information ecosystem that is interoperable.

Financial regulators do their work by scrutinizing information about leggd companies and the environments

AY 6KAOK (KS& 2LISNIGSd ¢2RIFIes GKA& AYyF2NXNIEGA2Y SEA
originally created on paper, like reports and spreadsheets. Most of this data is therefore lockediftipult to

access and analyze. As a result, regulators must rely on limited information about the system. They analyze small
samples of files. They read reports that often lag far behind present day. They draw on databases that are
disconnected from other datsources, so that information cannot be readily pogladd trends cannot be traced

across large landscapes. The people charged with oversight of the financial system can see only a small fraction of
what is happening in it.

This opacity has always producehallenges and occasional failures in regulation and risk management. However,
failure risk is spiking today as the industry that is being regulated shifts to a digital model, itself. Financial services
are transforming, driven by exponentialthangingechnology that is revving up the velocity of all the activity in
GKS aeaidSyeo ¢KS AYyRdzaGNERQa LINRPRdzOGAa FFNB RAIAGAT Ay3
digitizing, shifting to online and mobile channels and into digital currendie risk functions, from loan

dzy RSNBNRAGAY3I (G2 | Oldzr NRFE Fylfeadara F2N) AyadzaNI yoS:
functions are leveraging robotic processing and digital ledgers. Its customer service functions are usirtg.chatbo
Regulators will need digitized information and tools, just to keep-@specially as they face innovation that is
increasingly likely to be moldreaking, such as cryptocurrency.

: LEalr



All of this had created a compelling need ft

change, even before the COVID pandemic hit )
the system. Suddenlyregulators need to If | take 30 steps linearly, | get to 30.

understand fastmoving trends. Where are risk: If | take 30 steps exponentia”v’
erupting in commercial and agricultural lendin | get to a billion

sectors? Is commercial readtate at risk from the
move to workfrom-home? Will some small - Ray Kurzweil, Futurist
communities lose viability due to loss of theu

small business base? Is cryptocurrency use rising? Which international relationships present new challenges? Is
more financial crime shifting dine? Are lending programs disproportionately harmiogyer-income borrowers,

women and people of col@rThese and many other challenges are skyrocketing, almost literally overnight.

This Manifesto emphasizes the disruptive nature of exponential change, which appears to be gradual for long
periods and then suddenly accelerates, often catching people by surprise at a point when it may be too late to
respond to the forces at plajRegulatoravho rely onpartial data, lagging reports and unscalaptecesses will
increasingly find themselves unable to keep pace.

CdzlidzNA & whk & VYdzNI 6SAt AffdzadiNFSa SELRYSYGALE OKI y:
stepsexpong G A | £ f @ T L THSsSreangitBat régulaokytfuhckichs/wiliéhave to digitize as well, adopting
regtech that can both strengthen the system and stem emerging-teigih risks.

The Stakes Are High

The financial system is the bloodstream of the economy and of a thriving society. A healthy flow of safe and easily
used financial services enables people to pay and be paid, to save and invest, to borrow, and to cushion and insure
against risk. These cabilitiesthen enable individuals, businesses and communttiefourish.

At the same time, finanal services inherently generate critical risk exposures. These include the danger of
systemic instability that can undermine national and global econonsigsvell as harm to customers, both for
people who cannot access the system and for people who do.

Due to this blend of importance and risk, finance is regulated pervasivalguably more so than any other
sector. In the United States, government osees the financial services system to achieve four critical goals:

Financial and economic stability
Consumer protection

Financial inclusion

Combating financial crime

hwnRe

Today, new technology is opening an historic opportunity to do vastly better than has ever been possible on all
four of these objectivesinnovation is driving down costs, opening electronic channels for serving people,
expanding information and enablingowerful analytics across the whole spectrum of finance and financial
regulation.As a result, there is a chance for nearly everyone to gain access to affordable financial services that
can be provided, cheaply and profitably, through the mobile phone.€éltsea chance to enable sound lending to

6 FRalr



creditworthy people who are currently denied loans due to outdated underwriting techniques and risk models.
There is a chance to make financial services understandable, and financial management easy. Thereés a chan
to equip everyone with a safe and secure digital identity that opens up access to financial services and empowers
consumers to control how their personal data is used and shared. There is a chance to protect consumer data
from both security breaches andisuse by industry and governments.

There is also a chance to avert or contain the next financial crisis, and therefore, potentially, the next global
economic collapse, including some of the worst effects of the CQ¥Handemic.

Furthermore, digitized technologies have the capacity to turn back the rising tide of money laundering that funds
terrorism and trafficking inveapons, drugs, looted antiquities, endangered wildlife and human beasyaell as
exploitation of children fobnline sexual material.

However, the very same technologies that are generating these opportunities also carry risk of unprecedented
harm to customers and destabilization of the financial system, if governments fail to anticipate and manage the
problems hat will emerge with them.

As technology transforms finance, regulation could become the single most important factor in how much it will
produce good versus iRPolicymakers face a daunting responsibility to enable desirable innovation while at the
samei AYS LINB@ZSyldAy3a GKS y2@¢St RFEyY3ISNBR (GKFG Attt 2FGSy
They will, moreover, have to negotiate it at high speed.

Financial regulatory work is, everywhere and always, difficult, and will become magstke system converts to
digital form.

Finance and financial regulators have always been innovative adopters of new technology
navigating the landscape ahead, experienced regulatory leaders will be uniquely situated

drive change. They will bene key players in the creation of a new regulatory paradigm.

Regulators throughout the world are already seiinig opportunity, creating fresh thinking, new initiatives and
momentum.

Drivers of Change

The single most critical force that is driving all this change is the digitization of information. The Masolest®
digitization in some depth and describes the rapid digitization of the finance sector, specifically. It explores how
this transformationis fueling two profoundly important and intertwined trends that necessitate a new regulatory
approach. One trend is the explosion in t@ume of informationgenerated by and about the financial system.

The second is the shagzcelerationin the pace otthange. Both trends present unprecedented challenges for
regulators.

Driver 11 Explosion ofData

First, accelerating technology and digitization are producing vastly more information than ever before, at-an ever
faster pace. Some experts now estimate that information mayldebling every 12 hoursThe data generated,

walr



https://www.cio.com/article/3387637/thriving-in-a-world-of-knowledge-half-life.html

T
in turn, fuels still more technology advancespecially in artificial intelligence, generating a flywheel of change.

This means that financial regulators must prepare for the potential of becoming overwhelmed by the sheer
volume of information impacting their work.

Former Bank of Englar@&overnor Mark Carney illustrated the data challenge facing regulators in a speech in June
HAMPP 9ELI FAYAYI (GKS ySSR (2 SyrLitzeée FINIAFTAOALE AyGaS

It would be the equivalent of each éThe Bank noweceives 65 billionlata points each

supervisor reading the complete year of firmrelated information. To put that into

works of Shakespeare twice a week, context, reviewing it all would be the equivalent of

every week of the year. each sup(::'r\flsorAreadmg theI{C(’)mvaet(? works o’f ) )
{KIF1SaLSIFENE G6A0S | 468S1x S

- Former Bank of England Governor, Mark Carney

Furthermore, the data being gemated directly by financial companies is only a small fraction of the data being
created about their activities and the environments in which they operatéhich is equally relevant to financial
NEJdz F §2NB® &. A3 5 IanlingachitphNIodiabraedid, pLiBlishedindiz\tieSnéernét af thigs
(IoT), cameras, geolocation tracking, satellite imagery, digitized public records and muchtneprofoundly
changing how regulators perform tasks like identifying risk trends and detecting fraud and financial crime.

It is humanly impossible to scale up traditional regulatory models to meet information challenges of this
magnitude and velogit As a result, until recently, most external information could not be leveraged by financial
NBIdzA FG2NE® LG 6FayQid NBIFIRAf& oFyR FFF2NRIofe&u | OC
process it. Today, in contrast, we have almost itfiocomputing power enabling us to analyze limitless data using
artificial intelligencgAl)tools like machine learning (ML) and natural language processing (NLP).

Joining ubiquitous data with Al creates the opportunity to completely redesign thetegs

Regulators will need to put these tools to use. They will need to see and undetbfdl set ofinformation,

rather than relying on data sampling and summary reports. They will need to see it in real time, not in periodically
submitted reports that lag months behind present day. They will need new tools that enable them to respond
quickly to informaion and indicators.

2 hitps://www.bankofengland.co.ukimedia/boe/files/speech/2019/enablempowerensurea-new-financefor-the-new-
economyspeechby-mark-carneypdf?la=en&hash=DC151B5E6286F304F0109ABB19B4D1C31DC39CD5
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G¢KS C5L/ 61 & ONBIGUSR Ay mMbpood .lFyla 2F i
century and the banks going forward. And so our examiners and our examining model needs
adjust to that. No longer are we supposed go in and take a look at a fiviwot pile of papers at

a bank. We're moving to more of a digital, remote file review where our examiners can do a
gK2tS 20 Y2NB a02LAYy3 YR NBGASE Ay | ROl
intelligenceand machine learning in our examining process, we would be able to...not look at
al YLX S o0dzi SEFYAYS (GKS SyGANB LRNIF2fA2 2
FDIC Chairman Jelena McWilliams 291

While we are at a very early stage of learning how to put allitiitgmation to use, the confluence of growing
data and accessible computational resources creates entirely new possibilities.

Driver 2t AcceleratingTechnology

The second driver of regtech change[ in Twenty Years

the acceleration of technology, which A Million Times More Advanced
has opened a rdagly-widening gap
between the linear pace of traditiona
regulatory  activites and the ¥ .
exponential pace of technologica
change. Gordon Moore positeg
az2NB8Qa [6 Ay
predicting that computing power
would double every 24 months ove
the following decades. Today tha
acceleration is being fueled eve "
further by rising deployment of # » q::':‘
artificial intelligence a technology R ’wﬂ%‘ﬂt**&%’%
that has existed for over half a centur L 2 3 4 5 6 7 8 % 190§ 12 10 4 15 16 W 18 B B 2
but had limited utility until digitization Mumber of Years in the Future

generated vast volumes of data to be armdg and new types of chips were

developed to analyze the data in new ways.

Ircrease in our Clarent Technological Abdliey

The Manifesto explores the difficulty of working in environments of exponential change which, again, present the
appearance of gradual evolution for long periods until, suddehby curve turns sharply upward in a hocksick
pattern. The phenomenon is illustrated in the figaleove’> ¢ KA OK RSLIAOGA az22NBQa [ ¢

Organizations that move at a linear pace in an exponemtidlnging situation- those that find themselves
beneath this curve as it turns verticaimay never be able to catch back up.

Nick Cook, who leads the innovation unit of the UK Financial &brklthority, told an FDIC audience in 2019

3 https://requlationinnovation.org/podcast/jelenancwilliamschairmanrof-the-fdic/
4 From futurist Nv Dror, Medium, February 21, 2015
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that his agency had decided they must mo\
forward with regtech despite the many

uncertainties it raised. Waiting two years to tr Failure to move forward is, in effect,

to figure it .OUt’ he said, coulq rvesAuItvln b?mg te 'accelerating backwards.'
years behind where they RS R U 2

realized that if we held still, we would be - Nick Cook, FCA
F OO08t SN GAYy3I o6F O16FNF

As an analogy, imagine that you own a pond on which lily pads have appeared and are doubling every day. After
a month, you realize the pond is half covered and needsndittn. When you return the next day, however, you

find the entire surface filled with lily pads. What took 30 days to reach fifty percent needed only one more day to
KAl 2yS Kdzy RNBR LISNOSyi® ¢KI{GQa 0SOlIdzaS (GKS aANRgGK

Many things exhibithis pattern.Cancers, for exampleften start slowly, giving patients ample time to address
them, but then reach a tipping point at which intervention is too late. The lost time cannot be recovered. Or
envision a train pulling out of the station. A pasgenhas a few seconds to jump onto it. After that, he cannot
catch it.In 1859, arEnglish farmer named Thomas Audirought 24 rabbits to his farm in Australia. Just six years
later, the continent had 22 million rabbits.

CKSNBE A& | y2@St o0& 9NySad | SYAy3gle Ay KAOK I OK
AN} RdzZt ffes FyR (K§g———=58———
Total confirmed COVID-19 cases n

The world has received aainful lesson
in_exponential change in 2020 from th
COVIEL9 virus as illugrated in the
graph beside on the growth of cases in|
the UK. In the United States, there wer| .
26 new cases on March 4. Ten days lat
the country had 662 new cases. Ten da
after that, 9,939. Just two days afte
that, 17,050. Five days later there wer
25,305. In the onenonth period from
March 4 to April 4, new cases surge ‘
from 26 to 33,725. B~ TP v vor e

The Manifesto contrasts the speed of exponential technology growth with the traditional pace of regulatory
change and lays out the need to accelerate the latter. The shift will be difficult. Despite its history of innovation,
our regulatory system is, and supposed to be, riskverse. It is meant to béeliberate, measured and careful

all of which makes it move at a relatively slow pace. Its culture of carefulness has generally served us well, but will
not be sustainable in a system where the activitiesng regulated are mutating too fast for the regulators to
understand and respond to therRegulation will have to find ways to speed up.

10 FRalr
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What is DigitallyNative Technology?

It is worth noting that these two forces data growth and
technology accelration -- are also converging with a third Projected population by generation
trend that is demographicMillennials are the largest| 1 millions

generationin the history of the world, in the United State
and globally. Its front edge memizeiare turning 40. By,
sheer force of numbers, this generation will increasing .
dominate economic and cultural activity, and they are ——

4 RA 3 K G & ™ ddve never lived in a naligitized ™~
world. This means they will bring new technolog ““ TN
expectdions to their organizations as they assun _ N
leadership roles in industry and government that we 23 s NG

F2N¥YSNI & KStR o0& 2fRSNI af S |KSAN
will accelerate digital change in both the financial indus{ 4
Silent

and its regulatory bodie$.

CKAE RAFTFSNBYOS 08G6SSY | i @SN
adapting to it from a nosligital starting point applies to
technology as well as to people and is a key point of { =0vree Few Hesearch Lenter mbuiatons of Us. b
Manifesto. The paper argues that conversion to a digita| .~ = e e
native system is entirely ifferent from merely | ¢\ RESEARCH CENTER
(deZL]zYll:lAyaE SEAél:IAYH YSGr\zr\a U T T T ©oOINJvy J U O UK 2t 2:
top of analogera processes to speed them up. Instead, this transformation will gradually create something truly
new--0 KS & RATMIAGSét BRSAATY 6S @2 with &cleanRIAté lind UseFtodadyS vacl Bladat R
and powerful analytical technology, which did not exist when the current systems were put in place.

Systems that are born digital have inherent advantages over those that graft digital capabilities d&ito ol
technology. Generally speaking, they éaster, less expensive, more adept at leveraging data and engitein
learning If properly designed, they can also be more secure. Importantly, they are much easier to update to keep
pace with new technologs and other factors. They improve continuously, rather than periodically.

This distinction between analegra and digitakra technology is akin to how smartphones differ from the
telephones and filtbased cameras that preceded thefthe change is not elutionary. It is different technology,
operating in an entirely different way.

Opportunity and Risk

The Manifesto discusses the fact that all of these technology trends are both negative and positive.

On the negative side, the digitization of both finance and financial regulation will create new problems, even as it
solves many old ones. Likely difficulties will include potential system instapditgntially exploitative business

5 https://www.cnn.com/2012/12/04/business/digitahative-prensky/index.html
6 hitps://www.pewresearch.org/factank/2020/04/28/millennialsovertakebabyboomersasamericaslargestgeneration/
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models;heightened gber risk; threats to consumer privacy; adoption of Al that reflects and spreads bias; and
OKFffSyaAay3d aKATda Ay €SIt NBaLRyairoAaAftAdte a GKS 7
be expected to protect the system and the pé®pising it from very novétievelopments that simply transcend

GKS ao62ESaz¢ oNBF] GKS Y2fR& Ay 6KAOK GN}YRAGAZYIE |
do not fit neatly into current legal frameworks, sometimes leaving it unclean evieat laws apply and what
regulatory bodies should oversee new activities.

On the positive side, conversion of the regulatory system to digital design will create an unprecedented
opportunity toimprove outcomes and drive down costs at the same,topening the potential to reap huge gains

in meeting oftenintractable public policy goals. For example, regulators around the world are seeking to expand
financial inclusion by leveraging technology like mobile pHoa®ed services and digital identity. Thaag finding

new digital tools to combat financial crime. They are exploring a range of potential systemic benefits, such as
helping to level the playing field between large financial providers versus community banks and small innovators.
Thereisexploraiy 2F | Y2 @S Go2eaS\NR NBR2daft G20vARay ¢ Ay a2YS I NBF
F3SyOASa Yire 06S IofS (2 NBRdAzZOS aeadaSy O2aia o0& | aas
because it will become possible and practical to meashem.

& duging ®ld technology is not less risky than using new technology. This thinking is 3
YAall{1SX. SKIGA2NIt SO2y2yvyArada gAatft GStt @
that the human brain tends to overweigh the safety of the known versus the unknownd yet,

I think we all know that airbags are way safer than not. Modern airplanes are way safer in thq
main than old airplanes. Faster chip computers crash a lot less often than old chip computers

At some point, we need to get people comfortable witlh¢ idea that the reason that there's a
market for innovation, the reason the tech stocks do well...is because generally speaking
they're more reliable, not less.

Brian Brooks, Acting Comptroller of the Currendpy 2026

"The 2019 anouncement that Facebook and a group of other companies planned to launch the Libra cryptocurrency
served as an alert that current regulatory structures may be mismatched to cutting edge financial innovation.

8 https://requlationinnovation.org/podcast/theirst-fintech-comptrolleractingcomptrollerof-the-currencybrian-brooks
on-hisfirst-day-in-office/
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OVERVIEW OF THE MANIFESTO

This Regtech Manifesto iRRequest for Comments published by AIR, the Alliance for Innovative Regulation. It will
be the first in a series of papers that will explore specific challenges in greater UepéhManifesto has been
ideated and refined by numerous stakeholders inclgdaurrent and former regulators and innovators on the
frontiers of technology. We hope to engage a growing community of leaders in embracing and shaping a digitally
native regulatory paradigm, and to equip changemakers in all types of organizationsoeitingon language and
shared concepts for engaging their colleagues and each other.

Readers of the Manifesto will explore how and why conversion to a regtech system is needed, why it requires
new rather than modified technology, how it might be designed] Aow regulators could accomplish such a
complex transformation given the practical constraints on their activities. On the last challenge, reviewers are
AYOAGSR (2 ROZRMNAIALBES Nd iNg20 SAASas 2yS FT2N) I I3Syaws&a asSs
bolder approach that could accelerate impact.

The Manifesto envisions that a full regtech transformation will take years to implemdatades, in some areas
-FyR fa2 GKIFIG AG Attt ySOSNI 0S 7T dzshedform. RafHeif tBeWided i SR ¢
for innovation will accelerate permanently. This means that innovation culture and skill will have to suffuse the
NBE3dzf F G2NBE aeadsSyQa 5b! o

Despite the lengthy time horizon, the paper argues that it is urgent to begin work on redesign now. The gap
between technology change and regulatory change is widening every day, filling with risk.

The Manifesto has five main sections, which we haveddixplorations. Eacdectionends with questions on
which we hope to elicit comment. The Explorations are followed by two Roadmaps that distill the material into
step-by-step action guides.

The Conclusion poses a range of questions about the paper|bvEn@ document also contains appendices,
including an overview of currentigctive regtech use cases drawn from the US and around the world.

¢KS LI LISNDa TAGS YIAy asSOirzya | NBY

The Problem- Why Financial Regulation Must Change
The Solution- Digitaly-Native Regtech

Design Challenges in Building a Regtech System
Principles and Attributes of a Regtech System

Practical Strategies for Converting to Digit&ligtive Design

AR

Below is a brief overview of the paper.

 Note that this paper focuses on financial regulation but addresses many issues that also apply to other highly regulated
aSOU2NRXI adzOK a4 YSRAOAYS® ¢KS LI LISNRaE ao02L)S SYLKIFaial Sa
regtech work already underway throughout the world.
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Exploration 1: The Problem Why Financial Regulation Must Change
¢KS LI LISNDRA FANRG aS0GA2y tleéea 2dzi GKS OFasS F2NJ (N

that open the conversation about why change is necessary.

1. Acceleration The paper posits thatthe speedards f S 2F (2RI @8Qa NB @2t dziAzy Ay
traditional financial regulatory systems increasingly vulnerable to failure.

2. EffectivenessThe Manifesto argues that current regulatory systems have a mixed record of achieving their
policy goat and could do substantially better by adopting digital technology.

3. Efficiency ¢ KS LJ LISN) adza3Sada GKIFId G2RIFIeQa aeadsSy AYLR
and its customers, and that these could be reduced dramatically wittmuipromising outcomes (and could,
in some areas, improve them).

The Manifesto also argues that change is urgent and discusses the likely risks and probhl@radabting digital
tools. It identifies a category of rising threat to the financial systgim, it KS F2N)Y 2F af S3F 0& N

Exploration 2: The Solutior Digitally-Native Regtech

Section 2 explains how digitaihative regtech can remedy the three problems described in Section 1. It includes:

1. Explanation of regtechThis section explains whaigtech is and how it works. It includes definitions and how
0KS al yA¥Sad2 dzasSa GKS GSN¥a aNBIGSOKE |yR @adzdiS

2. Explanation of digitalipative design The paper explains the concept of digitaitive versus digital
immigrant skillstechnologies and organizations

3. Benefits of converting to a regtech systefirhis section describes potential benefits, including containment
of rising systemic risk, enhanced consumer protection and financial inclusion, reduced financial crime, greater
competitiveness for community banks and small firms, lower regulatory costs, more innovation, more
competition, and progress, where appropriate, toward measurable outcdpasgd regulation. The benefits
include improved results for specifiegulations, improved effectiveness of regulatory efforts overall and
desirable secondary effects.

A key benefit would be the ability of regulatory systems to achieve continuous improvement electronically, in
something like the way aihone regularly pshes out automatic updates and security patches, as opposed to
issuing updates periodically in forms that requésdensive work, expense and time lags to implement.

Exploration 3: Design Challenges in Building a Regtech System

This section lays out th#horny challenges that would have to be resolved in designing a regtech system (as
opposed to the challenges of implementing one, which are covered in Section 5).
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One set of challenges revolves around data and analytics. These imdudeegulators andisk managers will
access data, how to set standards for data quality and interopksatand difficulties that will attend the
necessary transition of industry and regulators to cloud computing environm&hts section also discusses the
many complex sues involved in adopting Al for regulatory and compliance purposes, including the issue of
GSELX FAYLFo6tS | Loé

DataNSf I i1 SR RS&aA3dIy OKIFtftSyasSa gAiafft |faz2 FNRaS Ay NB3I
information that comes from té firms they oversee.

A second set of regtech design issues focuses on converting the core regulatory framework from closed,
OSYidNIfAT SR aeadsSvya (2 | K zZhbldsangeidgedability, lmdbdularify 2fakbifty | NI
and continuousmprovement Challenges here include th& 8 R (G2 LINB@Sy i a @Sy R2NJ OF L
varying solutions on the envisioned modular platform.

Design considerations must also address legal and ethical challenges. Preeminent among these is the need t
protect privacy. A new system must also think through the potential that greater regulatory access to company
information could shift legal liabilities to the government when problems and failures arise.

The final arena of design factors centers on cwstsiderations, in terms of both transition expenses and ongoing
operating costs.

Exploration 4: Principles and Attributes of a Regtech System

¢KS alyATSad2Qa T2dz2NIK S E ndtie Nystémivauld lodk 8ké, Gugsiestfintiples K | (|
that should guide its design and describes attributes that should be built into it.

In terms of principles, the paper argues that the system musgthéally grounded, legally soungrovide for
secure and permissionedse ofdata, and capabl®f continuous improvementA new system must also be
adoptable by the industry, coftistified, risk proportionate and clearly additive the strengths of the current
one. It should strive to produce outcomes that are measurable. Where appropriate,ehahguld be developed
through technology testing.

¢tKS a2daidsSvyQa FG0ONROdzi Sa & K anzARenablgdOdlodebaSed, pl&tibryied arll O |
interoperable, machingeadable designcentered and agileln key areas it should be based on open source
computer code, be decentralized, leverage blockchain technolmggnetricsdriven and outcomes based, and be
machineexecutable.

Exploration 5: Practical Strategies for Converting to DigitdNlgtive Regulation

CNF YyaTF2NX¥AYy3I GKAE O2YLX SE &aeadSy oAttt 6S SEGNBYSt e
what the main implementation challenges will be and recommends practical methods for addressing them.



The Manifesto suggests thatgelators have two strategic option©ne is for agencies that want to explore
regtech change incrementally. The other is for those that want to embark on an agenda of rapid learning and
accelerated conversion.

The paper lays out recommendations in theseas.
1. Getting started and basic plannind@ his section begins by suggesting simple ways to get started and how to

link the conversion effort to normal change management methodologies, as well as how to infuse new tech
driven elements into them.

2. Strudural strategies The paper suggests options for combining or otherwise connecting agency teams that
work respectively omegtech/suptech, fintech innovation, data science and conversion to cloud compiiting
argues that these functions will have to wddgether on the regtech undertaking.

3. Culture The Manifesto cites input we received from numerous regulators that culture change, or the lack
thereof, will make or break any regtech conversion. The paper describes the cultural attributes of financial
reguatory bodies and suggests strategies for preserving powerful positive features while also enabling faster
learning and action. This discussion includes focus on the critical role, at bank and credit union agencies, of
engaging senior supervisory leaders.

4. Talent and organizational strategie¥he paper takes up talent strategies, including how to recruit technology
people into regulatory setting$ow to train existing staff, and for bank regulators, the importance of fully
engaging field examinsrlt dso discusses how to update HR systems to create paths and leadership roles for
people, including millennial employees, who have technology skills.

5. Acceleration strategies testing The Manifesto argues that implementation success will require two major
strategies for speedg up regulatory work. The first is adoption of testing and trial and error as a major
method of learning and shaping decisions. This section discusses how to set up regulatory labs or accelerators,
the need for hackathomstyle requld 2 NB GG SOK ALINAYyGaZ¢é YR ARSFa T2N
and companies to conduct experimentation. The paper urges regulators to proactively encourage industry
testing as a universal process.

6. Acceleration strategies collaboration Thesecond suggested acceleration strategy is a massive expansion of
agency collaborative methods and relationships. Internally, this will mean softening silos and adopting the
& I 3 ardsSunctionalteam-basedworkflowsthat are ubiquitous in the technology world. Externally, it will
include a major scaling up of both interagency collaboration and interaction with industry, drawing lessons
from models that are working well in other countries. International collaborasaovered asvell.

¢KS LI LISN ddz33Saidia (KS ySOSaaadte 2F 3SyoasSa aSSR
¢tKS alyAFSaag2 | NHdSE GKIFIG GKS aAay3atsS vyz2ad ONRGAOL

KIELILISyaée & NBIdzA | G2NE LRt A Otdugdedts tRadhisSstha piddy ntisyig R S
link.
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7.

Sequencing strategie&xploration 5 suggests sequencing strategies for introducing regtech. One is to build
on successful initiatives already taken by other regulators, which can both reduce risk and uncertainty and
save time.

Another is to start with very small, concretsitiatives, even as the agenc ; ) .

TNI YSa 2dil I £FNBSNJ AGNI 68340 @ra; I1hinking blg; SNJ OF
aYltfoé wS3IdzA I §2NE  Bdmbiherd-aimdst@ubywiierez Starting small adl N,
-- and to begin to accumulate team learning and confidenbeild out

methodologies, create community, and develop insights on what to do next, based on each incremental step.

Sequencing strategies also include, for some areas, introducing a regtech channeptisraior businesses,
allowing them to choose it voluntarily if desired. Essentially, the agency would create a secoroiadedh
alternative for certain regulatory functions. This could reduce opposition and friction and conversion costs
and open the opportuity to grow new approaches organically, learning from experience. Over time, if the
regtech methods are clearly superior, the older approaches may wither away.

The Manifesto suggests other sequencing approaches as well.

Legal and ethics strategie¥he m@mper identifies legal and regulatory barriers to innovation for both the
financial industry and the agencies themselves and suggests plans for addressing them. It also encourages
development of explicit ethical principles to guide decision making in $emsiteas where innovation may

get out ahead of clear legal requirements.

Cost managementThe Manifesto identifies the key cost factors to consider, in terms of impacts on both
industry and government, and for both transition expenses and ongoing ones.

Roadmaps

The Manifesto is offered as an RFC rather than as a finished blueprint for building a new system. Given the scope
FyR O2YLX SEAGE 2F GKS YFGSNAIfS K26SOSNE (GKA& FTAYI
adaptable stegby-step framework that regulatory bodies might use to organize and guide a conversion project.

The paper offers a basic version suited for pursuing incremental change. It also offers a second option with two
additional strategies, for agencies that maant to move more boldly and achieve quicker and more scalable
impacts. These are:

1.

Integration of banking, fintech and regtecihe first highmpact strategy would be an aggressive program

to foster integrationof banking, fintech and regteclit would be premised on the concept that the financial

sector, and its customers, would benefit from an easier flow of technology heontainstream financial

services industry, including banks, and that one key driver of such an integration would be removal of
regulatory barriers that currently impede it. Action steps would center on lihek chartering process,
treatment of bank thirdparty risk managemert y R G4 KS Aa&adzS 2F a@SyR2NJ Ol Llio




2.1 daz22yVaKEU0LCKBR2R2SOZYR AYLI OG0 adNraGS3e g2dZ R 6S (2
project in which an interagency task force or similar body would commit resources to building the new system
over the next 3 to 5 yearfaying out vision, infrastructe, technology standards and governance

This project could be undertaken by creating a FedeFallydedResearch and Development Center, or FFRDC,
for this purpose. Under existing law, one or more federal agencies can initiate an teRiRId€rtake R&Dor

them, and this entity can also accept funding from outside parties. Such a structure could simultaneously solve
for many of the practical obstacles to building a new system, includifigboration needs, experimentation
needsand resources.

Appendixon Regtech Use Cases
¢tKS alyAFSaaz2Qa | LIWISYRAOSE AyOfdzRS 2yS RSaAaONAROGAYy3T |
development by regulators (and some by the private sector as well), in the US and other countries. These include

numerous tods for antimoney laundering and curtailing financial crime; for Knéaur Customer compliance and
digital identity; and for countering fraud, including synthetic identity.

Use cases also include machi& | Rl 0 £ S NXB 3 dzf I (MItYS 0 3 R| BéecudblecGegdaficy 3 G K
that enables automated selimplementation; digital regulatory reporting (DRRYNB @Sy 1Ay 3 aLIK2 Sy
GO201NRBIOKAY3I¢ o00FR | O02NAR NBSadGlrofAaKAy3d GKSYAaSt @€
handling and analyzing complaints. Extensive regtimelopmentis also underway for monitoring securities
markets through Al to detect potential misconduct.

Other appendices provide a guide to abbreviated terms and agency nafies,information on aditional
regtech resources and thank the many people who contributed their thinking to this paper
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Exploration 1
THE PROBLEMWHY THE SYSTEM MUST CHANGE

The United States has axtensive, sophisticated and often innovatifieancial regulatorysystem intended to
achieve four goals:

- Financial systemic stability

- Consumer protection

- Financial inclusion

- Detection and prevention of financial crimes like the funding of terrorism

Using the technology available in the past, the system has generally performed well against some of these
objectives and has been less effective, and sometimes ineffective, in addressing others. In some areas, it has
produced harmful unintended consequerge

In addition, these mixed results are achieved at high cost, which further undermines success on some of the goals.

These limitations and failures are rarely the fault of policymakers and regulators, but rather reflect, overall, the
best that could le done with the technology of the past.

These limitations and failures are rarely the fault of policymakers and regulators,

but rather reflect, overall, the best that could be done with the technology of the past.

This section of thdanifesto lays out three reasons why this legacy system must now be modernized using the
technology of today. They are:

- Acceleration The current system is-8Buited to meet the challenge of accelerating technology and
proliferatingdata.

- Effectiveness ¢ 2RI &8Q& aeadsSY dzyRSNLISNF2NXa Ay | OKASQJA
limitations.

- Efficiency The system is inherently inefficient, again due to aging technaoglyreliance on manual
processes.

Subsequent sections of thisaper will explore how to solve all three problems, and also how to manage the
transition challenges and risks that would accompany a system redesign.

Problem 1: Accelerating Technology and Explosion of Data

Over decades and even centuries, finance andniiial regulation have actively adopted technology innovation.
This history creates a temptation to view the change underway today as part of a long pattern of evolution in
which the system will be able to absorb needed change through traditional mechanism
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factor. She said that her twenty years in finance have been defined by-eedarg change, but that now there
is a new dynamic. As spet it, change, itself, has changed: it has speeded up.

This acceleration is being driven by the exponential rate of growth in computing power and the technology
innovation it enables. That force is affecting virtually every aspect of life. It is a particular challenge in the financial
sector because financiakrvices are being so rapidly digitized. The services offered in the financial realm are
mostly intangible, which means they candreated, delivered and supporteghsily through electronic means. In
order to oversee the emerging digital products sucadisf- and even to understand themregulators will have

no choice but to digitize as well.

Regardless of how well the syster
currently performs, it is not designed tc
keep pace with the technological chang Since at least 2013’ more pe0p|e in

that is transforming the financial industry .
Most banking in the US is now done onlin the WOI"d have access to mOblle

Mobile banking is spreading rapidly, ridin phones than to toilets.1°
the wave of near ubiquity of mobile phone

¢ since at least 2013, more people in the
world have had access to mobile phones than to toitéts.

Financial products ardeing transformed by digital technology. Payments are being reinvented through
innovations like Venmo and cryptocurrencies such as Bitcoin and potentially Libra. Investment is changing due to
robo-advice and crypto assets.

Lending has moved onto markdfge platforms and is transforming throughobile loan approvals, income
smoothingcredit offeringsand use of cash flow data in underwriting to supplement credit sc@easine lenders

are serving very small businesses with small lcatso small to be profitable for most banks. Small business
payments and lending are both transforming due to the introduction of the Square Reader, which has equipped
merchants to accepglectronic payments at point of sale on a mobile phone, thus in turn enabling these small
enterprises to digitize their records effortlessly, opening doors for credit acesisiilar breakthrough has also
O02YS FTNRBY {UGNRLISQA A Yy eudibnieh ideyidies arg beifgydigitizédS easidggiddodant & S
onboarding and creating the potential to protect sensitive personal data in new ways. Saving money is becoming
easier due to services that use Al to automatically set aside funds and motivatereenssto build a financial
cushion or save for goals. Financial management is becoming easieaytomatically assembling and analyzing
budgets, managing biflayingand tracking progress toward meeting goadsice technology is helping accelerate

that trend.

Policymakers will find it challenging to oversee beneficial developments like these. They will face a constant risk
of accidentally throttling them in the cradle, by moving too slowly or by viewing them through traditional lenses
that may no longebe appropriate.

10 hitp://newsfeed.time.com/2013/03/25/morepeople-havecellphonesthan-toilets-u-n-study-shows/

20 all



http://newsfeed.time.com/2013/03/25/more-people-have-cell-phones-than-toilets-u-n-study-shows/

At the same time, regulators will also be at risk of failing to regulate these novel products enough or properly,
since all these positive innovations are being accompanied by negative ones. Regulators and policymakers must
contend withthe rising danger of cybeattack and privacy failures. They must figure out where and how Al and
machine learning should be allowed into the system. They will need to understand Al bias and create standards
or rules to identify and prevent it from distting financial processes and producing discriminatory decision
making.

Financial regulators face the daunting task of needing to move, now, to address exponential change underway in
the companies they oversee. Regulators throughout the world increasiegbgnize that they are standing at the
bottom of the hockeystick curve and will have to figure out how to change fast enough to match it. Many are
concluding that, as discussed above, it has become riskier to hold still than to move fareeed if they are

unsure exactly what to do. The reason is that the delta between that exponential rate of technology change and
the linear pace of normal change is widening and rapidly filling with novel Eg&sy time a gap opens up between
market innovation andegulatory responses, the lag will only grow, simply because linear systems cannot catch
up to exponentiallypaced ones.

Regulation will lag evefurther behind unless the regulatory system can, itself, achieve exponential rates of
change.

Thisl] AYR 2F GKAY1Ay3 graft ySSR (2 o06S FLILXASR (2 SOSNE
how they monitor what is happening in markets; how they analyze risks and trends; how they seek input on new
policy; how they develop policy; lnothey make decisions on matters like enforcement; how their actions are
communicated, implemented and overseen; and how all of the above is managed, where needed, with high levels
of interagency consultation. They will face the regulatory equivalenkifgian airplane while flying it.

The ability to digitize rulesets and consume, process, and analyze data in-tisaé could very
well be the capability that allows us to explore application of €dF f £ SR & 3 A€
Rather than rely on static rules and regulations that were patplace without knowing exactly
the consequences or results they would drive in the market, we may be able to actually measur|

data, reatworld outcomes, and success in satisfying regulatory objectives.

-ThenCFTC Chairman Christopher Giancarlo, 2618

1 hitps://www.cftc.gov/PressRoom/SpeechesTestimony/opagiancarlo59
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Importantly, the technology revolution that is underway will be raising the risk in the financial system at the same
GAYS AG A& NBRAZOAYy3 NBIdAFG2NBRQ FtoAfAGe G2 asSS GKS
specifically, are likely to experience tech

driven disruption that could trigger problem:

ranging from loss of market share to risin .
cybersecurity exposure. Meanwhile entirel  WWe always overestimate the change

new kinds of problems may emerge. ¢ that can occur in a year, and

course, the need to speed up will not rezi ) )
NEJdf I G2NEQ NBalLeya, uUnderestimatethechange thatwill

They will not be able to meet the acceleratio  occur in ten. Don't get lulled into

challenge by lowering standards for ris
ge by fowering stanc " complacency.
management or for assuring fair competitio

and fair treatment of customers. Instead, the - Bill Gates
will need new ways to dodih, better. These
will be explored further below and also in later papers in the Manifesto series.

Problem 2: Longstanding Limitations of the Current System

Even if the regulatory system wast facing the stress of accelerating technology, policymakers would still be
wise to prioritize the question of how digital innovation could improve upon existing performance. Measured
against the four policy goafssystemic stability, consumer protegti, financial inclusion and combating crimge

the performance of the legacy system has been uneven. Again, it can be argued broadly that the results are the
best that have been possible in the past using the analagtools that have been available. Itciear, however,

that they are not the best that could be produced using the tools of the Digital Age.

INNRSLINK FylFfeara 2F (GKS OdNNByid aedaidsSYQa LISNF2NXI yOS
this paper, but is explored extensivetydcademic literature and briefly summarized below.

On the goal of maintaining financial stability, the US regulatory system has generally had a good track record,
although serious failures like the 20@D08financial crisis still break through.

Regarding the goals of consumer financial protection and inclusion, the record is mixed. As | explored in a series
of papers as a senior fellow at the Harvard Kennedy School Center for Business and GovE&iittleesffort is

made today to measure theubcomes of these regulatory policies, but extensive evidence suggests that they are
not achieving high levels of success. Millions of consumers are harmed by interactions with the financial system
for a variety of complex reasons. Millions also are unadbkccess or afford mainstream financial services despite
having demonstrable capacity to meet standards. An FDIC study found that one in every five US households is
unbanked or underbanketf,forcing them to rely on higleost financial services.

12 https://www.hks.harvard.edu/centers/mrcbg/publications/awp/awp110
https://www.hks.harvad.edu/centers/mrcbg/publications/awp/awp111
B3 hitps://www.fdic.gov/householdsurvey/2017/2017execsumm.pdf
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Other studies estimate that 835 million Americans are financially underserved, resulting in their paying
approximately $40,000 in unnecessarily high rates and fees over their lifetfAeBrookings Institution analysis
found that funds of this kind could gerate up to $360,000 in wealth at the point of retirement if wiallested*®

A 2017 article imhe Atlantianade headlines by citing a Federal Reserve finding that nearly half of Americans do
not have $400 in savings to cover emergency spending réeds.

Regarding the fourth regulator lcombatin . .
~egarding ¢ Juiatory 9oa N The United Nations reports a 99
financial crimecg there is broad consensus tha

current policies are both expensive an percent failure rate in the system as

ineffective. The United Nations reports a 9 whole in catching global money
percent failure rate in the system as a whole Iaundering

catching global moneyalindering. This occurs
despite the financial industry spending tens vc.
billions of dollars annually complying with anmtoney laundering regulations. The UN estimates that financial
crime now exceeds $1.6 trillion annuallyit is rising, not surprisinglyoecause this perverse confluence of high

profits and low risk of detection makes it ewaore enticing to criminals, and also because criminal and terrorist
NAYy3Ia INB dzaAy3d AYONBlFaAy3Ifte az2LIKAaGAOF (wdHeut pri¢abyK y 2 f 2
constraints, and ouperforming the tools of the financial industry and law enforcement.

Many factors contribute to ineffectiveness in all four of these arenas. The sheer complexity of the financial
regulatory system makes iinpossiblefor human brains to navigate all the mandates and revisions. Complexity
also contributes to ambiguity, as rules and policies sometimes conflict with each other. Both of these factors, in
turn, discourage innovation. They also chill competition, as ventapgtal firms often avoid entering financial
services for fear of regulatory difficulties that cannot be fully envisioned and managed.

As noted above, another factol
contributing to regulatory ineffectiveness )
is a lack of metrics regarding whethe At over 638,000 words, the (Prudential

some regulatory policies are achieving Regulation Authority) Rule Book is longer
their intended results, and how well the than War and Peace. It is also somewhat

regulated firms are actually performing . . . e .
) less interesting and infinitely more complex.
against regulatory standards. In som

areas, regulators evaluate the - Former Bank of England Governor, Mark Carney June 2019
performance of regulated firms mainly b

reviewing the quality of theiefforts to comply. As discussed below, this approach tends to be expensive and has
a mixed record of effectiveness. It contrasts with other regulatory realms in which government sets and enforces
guantitative and measurable standards that industry is a@blgerform against. Examples are water or food
guality, or automobile and air travel safety, where failures do occur but are generally rare enough to be
newsworthy. Digitized information has the potential to enable more aspects of finaregalationto become

¥ The movie Spent

15 hitps://www.brookings.edu/research/bankingn-wealth-americasnew-retail-bankinginfrastructureand-its-wealkh-
buildingpotential/

16 https://www.theatlantic.com/magazine/archive/2016/05/mgecretshame/476415/

17 https://www.unodc.org/unodc/en/moneylaundering/globalization.html
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subject to clear, quantitative standards that could produce higher compliance and better outcomes.

As new technology increasingly enables

In another ten years anything that Al doesn't ~ Petter company performance and better
risk management, regulatory expectations

power will seem lifeless and outmoded. It and standards can bexpected to rise. In

will be like an icebox after electric-powered some areas, performance levels that are
refrigerators were invented. today considered satisfactory and even
strong are likely to be seen as
unacceptable. Bank supervisors have
06S3Adzy G2 GFt1 Fo2dzi af S3kbackwarNksititipns ar@buiirlg yisks tfaRcgu@S NI/ &
impact their safe and sound operation and their compliance in areas likeramtey laundering. The good news

is that as the industry adopts better tools, relative costs should also decrease, as discussed in the next section.

- Hemant Taneja, Unscaled

Prablem 3: High Costs of the Current System

Regulatory costs in the financial realm are high, for both government and industry. Compliance expenses are
notoriously difficult to measure because they saturate virtually every facet of industry activity, but there is no
dispute that they are a major famr in financial industry costs, profitability, pricing and even competitiveness
Global compliance costs for banks alone are estimated to be at least $100 Bitfioim 2015,Notre Dame Law

Review OnlinéJdzo f A a KSR | &0 dzRe SydnkyiauSderingi Regufatio WhetedsNide Castt |
. SYSTAG 'yrfearakKé ¢KS FdziK2NBR alFARXZ a¢2 F fFNBS S
O2NB o0dzaiAySaa 2F oFylAy3as adzOKFinaacialLddgRlafidn R pfaectdd2ol vy & |
reach over 300 million pages in 2020.

Financial regulations are projected to reach over 300 million pages in 2020.

Compliancecosts are disproportionately high for small banks. One Federal Reserve Bank of St. Louis study
estimated them at 22% of net inconi€A study that | ceauthored with Indiana University as long ago as 1992
found compliance costs amounting to nearly 20 jgertcof bank operating expense, for just four regulatiéhs.
Regulatory costs are so high that many view them as threatening the future of community banks. They also are
often cited as a barrier to innovation.

The cost problem is linked to the regulatomgffectiveness problem described above, because getting better risk
and compliance information out of analog systems is expensive. Too often, parties must choose between spending

18 hitps://letstalkpayments.com/areport-on-globatregtecha-100-billion-opportunity-marketoverviewanalysisof-
incumbentsand-startups/

19 https://www.thetradenews.com/Selbide/Banksspentcloseto-$100-billion-on-compliancelastyear/

20 hitps://scholarship.law.nd.edu/ndIlr_online/vol91/iss1/4/

2L hitps:/techandfinance.com/2016/0/20/financiakregulationswill-surpass300-million-pagesby-2020-saysjwg/

22 hitps://www.stlouisfed.org/onthe-economy/2015/december/compdincecostscommunity-banksbillions

23 Common Ground: Increasing Consumer Benefits and Reducing Regulatory Costs in Banking, by Barefoot, Marrinan &
Associates, Inc.; Dr. Anjan V. Thakor, and Mr. Jess C. Beltz, Indiana University, 1992.

walr

24


https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-incumbents-and-startups/
https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-incumbents-and-startups/
https://www.thetradenews.com/Sell-side/Banks-spent-close-to-$100-billion-on-compliance-last-year/
https://scholarship.law.nd.edu/ndlr_online/vol91/iss1/4/
https://techandfinance.com/2016/04/20/financial-regulations-will-surpass-300-million-pages-by-2020-says-jwg/
https://www.stlouisfed.org/on-the-economy/2015/december/compliance-costs-community-banks-billions

more for better results, or conserving funds and settling for lower qualtity lsgher risk.

Periodically, efforts are undertaken to reduce regulatory costs to industry. Some of these are legally mandated at
intervals, and others are undertaken by Congress and regulatory officials. Rules are reviewed. Obsolete ones may
be eliminatd. Processes may be streamlined. Reporting may be automated. Over the long arc, however, there is
little or no evidence that meaningful reductions have occurred and been sustained through these kinds of
methods. Sometimes, deregulatory cagitting actualy backfires, if problems balloon in their wake and new
leaders arrive and install new rules to address perceived failures. Each time new rules are adeptedsts

must be incurred both to convert to them and to maintain compliance. This Manifesto sitaethe only way

to achieve meaningful and sustainable regulatory cost containment or reduction is to adopt dHogtsdigt
technology that sharply reduces manual processes and, importantly, that enables continuous and easier updating
of both policy andegulatory content going forward.

Exploration 1 / The Problem
Questions for Commenters:

9 Is the case for regulatory modernization clear and compelling? If not, what arguments ¢
unpersuasive? Which issues are most salient,vamg?

I Have we omitted other major drivers of change?



Exploration 2
THE SOLUTIONDIGITALL-XWATIVE REGTECH

C2NJ YIye @SINa> (KS fAYAGFGA2ya 2F GKS OdzZNNByd NB3Id
NB3IdzA  i2NE O2YYdzyAdeod tS2LXS Oy aS8SS (kKS aeaiasSvyqa O
to address them-- at least not wihout sacrificing important policy goals. The new element changing that
calculation today is new technology.
Digitization will make ihecessaryo do better
as the system accelerates, and will make . .
possibleto do better, on both new and TeChnOIOgy will always win.
longstanding chllenges. It will also enable You can delay technology by Iegal
these enhancements to be realized at lowe interference, but tech n0|0gy will flow
overall costs. The net results can help me dl | barriers

the goals of all the stakeholders in th around lega '
ecosystem, whether their main concern i - Former Intel CEO, Andy Grove
financial stability, consumer financial healtt

financid crime or regulatory expense.

This convergence of interests, in turn, could create the collective will to digitize the system, despite the obstacles
to doing so.

This section explains digitaihative regtech and how it can solve the challenges latdrokxplorationl.

How Financial Regulation is Done Today

All three of the problems described Explorationl -- accelerating technology change, failures of the current
system, and costs of the current systenave a common root causthe people managing financial regulatory
systems, both to regulate and to comply, do not have enough, and good enough, indoxnatich of the
information they have is partial, based on sampling and/or on limited reports. Much of it is also lagging behind
real time. As a result, large swaths of the system are opaque, because information about them is not digital and
cannot interfice with other data.

As noted earlier, even if analog systems have been automated, they function with workflows that were originally
designed on paper, decades or centuries ago, and that still bear the gntal design of how information was
transmittedin the past. This produces a linear flow, in whidiormation must move in sequential steps, much as

it did when a document was physically written or typed on paper and then dropped in the mail or filed in a metal
cabinet.

Consider the information thattorms the raw material used by bank regulators. A typical financial process flow
starts with a customer transaction. Documents are created. These are given or sent to customers and to
databases. They are reported and pooled. Pooled information is reviewveukeck for regulatory noncompliance

and risk. Problems are spotted and investigated and corrected. Corrections are documented and disclosed to
regulators, auditors, and sometimes to customers. Results are audited and are examitiezldmwernment.
When a regulatory report is required, the bank draws on its databases, creates the report, and sends it to its
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regulator, or, if the situation involves financial crime, to a law enforcement agency. Many reports used by
supervisory agencies are periodic or r@guconsiderable time to prepare, which means that, by definition, the
information in them lags behind real time and therefore may be obsolete before it reaches the government
reviewer.

The regulator or law enforcement entity receives the report and evaluates it along with other informatibich,
as discussed earlier, is proliferating. The government entity may send back a request for clarification or further
information. The compangenerates this response and sends it back to the regulator...and so on.

At each step in these processes, information becomes stranded intbadcess information bases. Each step
introduces time, cost and chance of error. Delays enable harm, suctsasrurising risk or failure to catch a crime

in progress. Each step causes loss and deterioration of information. Most require human handling, even for highly
mundane tasks.

All this means that reviewers, both in the government and industry, cannot essilgmerging risks until these

have become fairly widespread and severe. They cannot readily find compliance mistakes. They cannot reliably
know whether creditworthy people are being unnecessarily denied loans based on traditional risk scoring systems
that do not fully measure financial capacity. They cannot easily detect signs of rising systemic risk, such as how
the spread of subprime mortgages was contaminating the mainstream financial system before the 2007 crisis.
They see only a narrow slice of potiahfinancial crime, while the larggcale patterns of major criminal networks
operate in ways that are mostly invisible.

If agencies try to improve results by requiring more or faster information, costs rise further.

Even where these processes havebautomated, they still bear this basic lineksign. Since they were created
in the analog age, they reflect the constraining assumptions of that ettzat both data and computing power
are scarce and expensive, and that therefore processes must signdsl to make do with limited and lagging
information. In the digital age, however, data and computing are both abundant and cheape so every day.

Even when old processes are automated, they still reflect the constraining assumptions of tha
era ¢ that both data and computing power are scarce and expensive, and that therefore|

processes must be designed to make do with limited and lagging informatiorihe digital age,
however, data and computing are both abundant and cheap.

Digitallynative systems can now bypass this traditional linear design and make information almost infinitely and
instantly usable, at a fraction of the cost of ppsactices. This is not about layering technology over old processes.

It is about complete digital redesign that can reduce intractable risks in the current system; reduce systemic costs
that harm financial customers and markets; and, most urgently, edwepsystem to deal with the accelerating
change that is racing toward it.



What is Regtech?

The term for the digital technology emerging in financial regulationi6S 3 @ 81D & sv S*arheSvord idwidely
used with two meanings.

CANBGEZ AG NBFSNE (2 GNBIGSOK T2NJ NB3IdzA F 2NBERZ¢ GDSNE
Second, it also denotes technology for use by the financial industry to comply with laws atataggrules.

These two streams of regtech one for the regulator and one for the industry as they work on

the same core problems- are mirror images of each other. They share the same kinds of
technologies, rooted in common sources digitized information and data flows.

Today, many bank regulatory agencies are developing proprietary suptech, driven in part by a desire to create
their own technologies rather than relying on private vendors that sell similar serviceshariks for compliance
purposes. While regulators undoubtedly need some unique tools, it will also be important to think of general
GNBSEIGSOKé YR GadzJiSOKé +a + ftAY1SR 02Reée 2F Ayy20I i

CANRGSE AF NB3Idz | {2 Niflererd wzndh 5fvérk, tBefuliRawlsystens i@y hofhd efficiant
and effective in building ready data access, data standards and interoperability. These will be essential to creating
a Digital Age system.

{ SO2yRZ aadzli SOKE A& ZdBwrSregtechfthat islspedifidbedlSafula®rE, bécRisedz | G -
0KSaS F3SyOASa LIl e& (KS dzyA lj-@edhg iNStdtidhs. Baposkoly MBidtioise & a d
banks, savings banks ancedit unions-- are subject to higher scrutiny than other financial companies because

GKSe K2fR (KS LlzofA0Qa OKSOlAy3d IyR al@ay3aa RSLRAAD

Regulatory bodies that oversee nonbank entities, like igage and finance companies, money transmitters,
securities firms, insurance companies and fintechs, generally dsupsrvisehem in the sense meant in the

f SEAO2Y 2F G(KS NB3IdzA I G2NE NBFfYD ! & NBIdAquiré B> 0
reporting and monitoring information from their nonbank firrmed conduct less expansive onsite examinations

If suptech develops independently of other regulatory technology, valuable synergies could be lost between bank
and nonbank regulatorgctivities. System interoperability would be limited, as would the ready ability to update

the full system to new, better technology over time. Scoping regtech systems and techniques widely enough to
cover both banks and nonbanks holds great promise f@raving oversight of nonbanks, which play a growing

role in the financial services marketplace.

¢ KS GSNM ONERIWESIK FNRY GKS Sk NI ASNI O2-yehdratich, hgiechififasciali S NY &
services and processes. Fintech innovations include specific products like marketplace lending, cryptocurrency, robo
advising, and money management apf-intech also covers many technologies that span a wide spectrum of financial

products, delivery channels and back office functions, such as mobile banking and lending, numerous blockchain use cases,
and activities that leverage artificial intelligen@xhniques like machine learning and voice recognition technology.
GCAYGSOKe KlIFa Ffaz2 aLIl s6ySR 20KSNJ RSNAGI GAPS GSN¥Yaxz adzOK
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The third reason for framing suptech as a subs . .
. Y . - We urge widespread adoption of
of regtech is that financial regulation wil

increasingly evolve to encompass the leveragi "regtech” as the common umbrella for

2T SEGHENFIH&Er mdAAy FRR  all subsets of regulatory technology

reported data. Many regulators, especially thos used by both regulators and regulatees.
overseeing securities markets, are alreac _

FROFYOAY3a NIYLAREE 2y dzAAy3d adzOK AYyF2NX¥IGA2Y (2 RSGS
be integrakd with supervisory efforts, rather than fenced off from it.

2 KAfTS (KSasS GSN¥YAy2f23e AaadzsSa INB adAiatt S@2ft@Aay3as
umbrella term for all subsets of regulatory technology used by both regulators anfileguS Sa > Ay Of dzRA Y
YR GDEIKE 2NISOBZELIGENYE GKFIG NB a2YSOGAYSEHEIfweh SR
designed, these streanwf innovation will converge over time into efficient, effective and interoperable new
systems used by government and industry atfke.

The Appendix lists a variety of use cases for both regutiriven and private sector regtech that are emerging or
are being implemented already. In most of these areas, both government and industry are actively building
solutions, usually separately.

What is DigitallyNative Regulatory Design?

CKS GSN¥YylRAAS (INBB@Z I 6A2yE RSNAGSE (AREY O2K & d208 NBS
consumers who were born after the arrival of the Internet and have never known a world not dominated by digital
G§SOKy2t23ed 9EGSYyaArdS NBaSINOK akKz2e¢a OGKFG RAIAGEE
imMMANI yiaé 6K2 Ydzaidz Ay SFFSOGZ fSINYy GKSaS GSOKy2f 2
point that with technology change, it is often easier and more effective to start from scratch, in parallel with
OdzZNNBy G &e aidSyYa Echnolkgieyoniogof dldboBels.(i ¢ y Sg

Consider an analogy photography. In the analog age, we took pictures with cameras using film, had them
developed, and then paid for any additional prints or editing. Today, we take a photo with a mobile phone or
digital camera that instantly converts the image into digital information.

25 Innovation initiatives by regulators generally address two distinct but overlapping challenges. The first is the question of

how best to regulate the rapid innovation underway in finance, usually cliieethd a2aid 2F G KS a NB I dz |
that hawe cropped up across the world aim to answer this question by enabling regulators to look closely at new kinds of
products and practices to determine whether they meet current regulatory requirements and if not, whether perhaps the
regulations need updatingA second realm of regulatory innovation focuses not on how technology is changing the

industry, but rather on how it should change the regulators, themselves, and also the compliance management systems

used by the industry to meet regulatory requirementsis igegtech.What data should regulators and risk managers

collect? How should they collect-itfor instance, through periodic reporting or through an API interface? How should

information be analyzed in an era of artificial intelligence? Botthe§é arenas of regulatory modernization are driven by

the same underlying technology shifts, including the explosion of data and adoption of artificial intelligence, and they need

to be closely connected.

26t js worth noting that not every compliance todlK I & A a € I 6 St SR -natve. thalilBeakin®oOGghé A a4 RA 3,
technologies discussed in this Manifesto have digitized data at their heart and leverage dégitddlgd technology trends

such as atrtificial intelligence (including machine learnirngiicccomputing, and blockchains and distributed ledger
G§SOKy2ft238 065[¢0X FY2y3d 20KSNA® !'a aNB3IGSOKE KIFa AyONBI a
common to see it attached to older, analog tools.
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Consider an analogy photography. In the analog age, we took pictures with cameras using film,
had them developed, and then paid for any additional prints or editingpday, we take a photo
with a mobile phone or digital camera that instantly converts the image into digital information.

As a result, we now have a digital object at our fingertips, giving us a vast range of easy options for using it. We
can edit it, cop it, label it, tag it and group it with other photos and other materaln seconds, we can put it to

a limitless array of additional uses. We can post it to social media, or text or email it to someone, or print it. We
can drop it into a letter oregport. We can embed it in a slide. We can upload it in seconds to a service that will
print it to our specifications so that, when we open our mail a few days later, we have a framed photograph ready
to hang on our wall. We can also search for it, alorth emormous sets of other data, to find patterns into which

it may fit.

This digital photo is instantly and easily usable. It is available on equipment we already have. It is usually accessible
in all those devices, immediately. It is always findablentified with its time and location stamp. Furthermore,
working with it requires no special skills and no specialized machinery. Anyone can do all this with virtually no
training.

Importantly, reusing the photo in all these ways also generates virtualljnaminal cost. A complex set of
activities is underway in putting the picture to use, but for the user, the process is close to benfiggepsistant
and effortless.

This is the future of financial regulation. Financial companies will generateeibeed information in digitized

forms that are easy and inexpensive to create, to share and to analyze. They will use this data for their own risk
management and, where appropriate, will make it accessible to their regulators, often in real time anddesteom
RFiGF &aSitad 'a RA&aOdzAaSR fFGSNE (GKSaS AyF2N¥IGAZ2Y
automatically flow across varied systems.

Regulators will be able to aggregate and analyze all this data for each regulated entity and, ithpaatanss

the industry. They will also be able to combine it with external big data reflecting trends and risks. Using artificial
intelligence (Al) and its branches in machine learning (ML) and Natural Language Processing (NLP), they will be
able to findsystemwide patterns that may signal compliance failings or emerging problems, at a very early stage
before widespread harm can occur and before major liability accumulates to the industry. They will also be able
to find valuable bits of information thatould otherwise have been hidden like needles in haystacks.

27| recently searched my Go&yl t K2G2a F2NJ LIAOGdzZNBa 2F | FlLYAf& YSYOSNW D:
brought me a full set- except that one was a photograph of the wrong relative. On closer scrutiny, | realized the individual
in that image was standing in front afbookshelf, on which sat a tiny framed picture of the person | was looking for.

30 all



Digital regulatory work could have pattermatching tools analogous to the fingerprint scanning
technology used in criminal investigations. It would be impossible for a human investigator to

compare an individual print to the universe of fingerprints in the database. A machine can do
so in minutes, saving time and pointing toward avenues that merit investigation by human
experts whose time is precious. In much the same way, regulators will bee abl look for
patterns of emerging systemic risk or financial crime.

Eventually, regulators and risk managers will be able to query data in much the way we currently Google a
guestion, on virtually any topic about which they are entitledtimrmation, and will instantly receive the answers

they need. Importantly, datariven systems will not replace expert human risk managers and regulators. Rather,
the new tools will empower them with much more and timelier information, and with profouhdtyer analytic

tools than they have today.

Exploration3 will discuss the potential risks and problems that will arise with this kind of system, including the
need to restrict access to data and otherwise protect information.

How CarDigitally-Native Regtech Improve Finance and Financial Regulation?

Converting the system to digitized design could produce adtasboard gains against all the challenges facing
financial regulators. The section below describes how these impacts woankfibthe financial system and its
customers on three dimensions. The first set of benefits relate to improved resultspgmificregulatory
objectives. The second addresses improvements inotherall effectiveness of regulatory efforts. The third set
describesndirectbenefits that these improvements are likely to engender.

Gains against the specific regulatory objectives

The following are impacts that regtech could have on the four specific regulatory goals enumeiaxgtbiration
1 --financial stability, consumegrotection, financial inclusion and countering financial crime.

Improved financial system stability

Regtech could sharply enhance the likelihood of averting financial crises by equipping regulators with vastly better
and more timely data and with Abased analytical tools that monitor trends and risk patterns. Agencies could
understand more deeply both the financial companies they oversee and the larger environment in which these
operate, in the US and globally.

It is rot unrealistic to think that, if a fully digital regtech system had existed in the early 2000s, regulators might
have been able to prevent the financial crisis and, therefore, the Great ReceSb@napproach could have
detected early risk trends and iatrelationships among companies that became apparent only after massive
damage was done. Furthermore, a systehtough which all of the industry's complex loan terms and
securitization structures had been created using a digital standard, rather than trajppyged in paper files in
warehouses, could have enabled regulators to accurately model the risk that was accumBatiiigrly the
impacts of the COVHD9 pandemic on the financial system could be managetd#er, today, if regulators had
more andbetter windows into the rapid changes underway throughout the system.

walr
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Expanded financial inclusion
The digitization of finance is driving unprecedented gains in financial inclusion, and regtech will be needed both
to optimize its impacts and taddress the problems it may bring.

The single greatest driver of expande  The single greatest driver of expanded

financial inclusion is a technology fi ial inclusi . technol th
the advent of the mobile phone as INancial Inclusion Is a technology €

delivery platform. This is arguably thn ~ advent of the mobile phone as a delivery
most democratizing force in the platform. This is arguab|y the most

history of finance.Globally, it has .. . . .
y / democratizing force in the history of finance.
opened the doors of the formal

financial system to hundreds o.

millions of people for whom, almost certainly, no one was ever going to build and staff a bank branch. In the US,
it is revolutionizing how people at all levels of wealth and financiahstipation deal with moneyThe same is

true for other digital innovations. One example is the use of alternative data for loan underwriting for people who
lack traditional credit histories but are nevertheless creditworthgnother is the move to faster, easier payments

that can reduce the need for consumers to rely on checking account overdrafts and high cost payday loans for the
purpose of filling lags in when their funds, such as paychecks, are credited.

Regulators willneed technologypased information and tools to oversee these rapid shifts, so as not to
inadvertently choke off desirable innovation and also in order to counter related risks. The latter include potential
systemic destabilization, a rise in online premgt practices, loss of privacy and security, and new methods of
financial crime. Agencies will require scalable regulatory systems, using digital regtech that gathers and analyzes
much more information, with high efficiency and velocity.

The second dital driver of inclusive finance arises from regtech itself (and related compliance solutions) that are
driving down system costs and eliminating barriers to access. These include digital identity solutions that can
enable people easily to prove who theyeamwhich they must do in order to be allowed to access the formal
FAYFYOALIE a@adSyY dzyRSNJ GKS NB3IdzZA Fi2NE NBIdZANBYSyYyia

Reduced regulatory overhead could make it practical and profitable for fingroeiders to serve many families
and small businesses that are not widely deemed to be desirable customers today because the cost of serving
them --including the regulatory costis too high in relation to the profitability of their accounts.

This lhk between compliance costs and financial inclusion is not always intéfitiet,has sparked major

efforts worldwide. It is noteworthy that much of the international work on regtech has been driven by
organizations whose mission is to widen financiakascEntities like the Bill and Melinda Gates Foundation, the
hYAREINI bSGG2N] = | YR h YA Rbaveikcked & variety 6f hitiatives witittesduNdioa K+

28 A new nonprofit called FinRegLab (of which | chair the board of directors) released noteworthy research on this
opportunity in 2019https://finreglab.org/cashflow-data-in-underwriting-credit-empiricatresearchfindings

29 As noted earlier, | am publishingsaries of papergeveloped during a senior fellowship at the Harvard Kennedy School
Center for Business and Government, exploring in more depth how regulatory modernization can unlock major gains in
financial inclusion.

30 Flourish entures has given a grant to AIR
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in mind. One example is support for launching the Regtech for Regulatoreatoel or R2A! which has also
received assistance from USAID and Rockefeller Philanthropy Adeisdra/hich has helped several countries
institute regtech initiatives. Similar work is underway at the World Bank, the United Nations, the International
Telecommunication Union, and the Alliance for Financial Inclusion, or AFI, which consists of central banks and
financial regulators of nearly 100 countries in the global south. There are also many inclusion initiatives by
individual countries. The Gates Falation has funded an initiative at the University of Michigan, headed by
former Assistant Treasury Secretary Michael Barr and former White House fintech advisor Adrienne Harris, to
explore the future of central banks, driven in large part by a finanutdlision focus.

Enhanced consumer protection and financial health

¢CKS alyYS aeadsSYy AYLINR@SYSyda GKFd RNAGS FAYLFYyOALE A
healthdt sy OS 02y adzySNE KI @S 0SSy aAyOf dzRSRéE Ay (GKS FAy
affordable financial account, they need to be able to use this access to manage their financialtbveave,

budget, insure against risk and the lik&oth incumbent providers and new entrants are making it easier for
consumers to make sound choices and to manage the complexity of financial products. Here again, regulators will
need regtech capabilities to track changes in the market so as to permit dtatecdesirable innovation and,

where appropriate, to set guardrails around new technologies that could threaten consumer wellbeing, before
extensive harm can be done.

hyO8 O2yadsySNBE KIF @S 0SSy aAyOf dRSRE Ay (K

an affordable financial account, they need to be able to use this access to managefihaicial
lives--to save, budget, insure against risk, and the like.

Reduced financial crime

Exploration 1 described the 99 percent failure ratgio Rl @ Qa STFF2NIa (2 Olnat®K FAY
regtech system could massively improve these outcomes, and extensive work toward that end is already well
underway.

Digitization almost always improves results for any activity that operatemdying, using and understanding
information -- the functions that are the very essence of regulatory and compliance activity. Some of this
improvement flows from the reduction in costs described above, which simply frees up resources so that human
expertscan work on highe2 NRSNJ NA&ai1a FyR | O002YLX A&aK Y2NB Ay I RI ¢

Beyond this, outcomes are improved because the digitized information enables people to see any situation more
fully, clearly and quickly. For regulators, it could become easy to lodétatacross companies to detect money
laundering trends ooutlier behavior that may signal market misconduct.

Consider the example of a bank that submits an-amaney laundering Suspicious Activity Report (SAR) to FInCEN.
The bank has a great deal ofarmation about this case. It may have, somewhere, records like ATM video footage,
O2LIASa 2F (GKS Odzadi2YSNRa ARSyidGAGe R20dzySyidaz |yR |
transactions, as well as relationships between the customer anergtarties. Today, when a bank sees suspicious

3L https://www.r2accelerator.org/



activity, it files a SAR, using a PDF or a batch reporting process that transmits only a fraction of this information to
law enforcement. The latter reviews the report, along with high volumes of otherse IBAR looks interesting,

the agency requests more information. At each step of this interaction, time is lost, and sometimes information is
lost or compromised as well for instance, video footage may be erased. The process is akin to taking the robust
data the bank has in hand and feeding a tiny amount of it to government officials through a straw. FinCEN and law
enforcement are blind to most of the information about the case.

In a digitized system, instead, law enforcement could have access to ngadygitized data about each case
(subject to appropriate limitations). They would be able to analyze it using matg@anang tools that can find
common typologies of financial crime and that enable human investigators, who generally have scaraesssour

to home in on high value scenarios. Information on the patterns of new crime typologies could then be shared
back to the industry, continuously, so that criminals would be increasingly unable to run the same scams on
different companies in a sequenoeer weeks or months.

Converting to such a system would require work on security, privacy and authorized access, as well as on impacts
on human capital, including migrating people from roles involving data entry to more intensive analytical work.
Suchefforts are already well underway at regulator and law enforcement agencies around the world.

General impacts on regulatory effectiveness

Below are benefits that regtech could bring to overall regulatory effectiveness and efficiency, across the board.

Heightened overall compliance

Current compliance technology makes it very challenging for even the most diligent companies to meet regulatory
requirements. It is difficultif not impossiblefor a bank or financial company to be completely compliant with all

rules at all times under the current system, duehe complexity of the regulationand, again, to the limitations

of analog compliance tools. At any given time, there is likely taohsiderable noncompliance in the system that

has not been identified. This means risks may be percolating, and consumers may be experiencing harm. Some of
this harm will never be redressed.

Regtech systems can enable risk managers to gain much fullglityiito their systems, use Al to detect patterns
of emerging risk or biased decision making or misconduct, and correct problems, raising the overall level of
compliance throughout the financial world.

Earlier detection and correction of problems

Ard  iSR NB3IGSOK o0SYySFAG O2dzZ R 06S SINIASNI ARSYGATAO
backwardlooking. Regulators receive reports depicting activities and events that have already happened,
sometimes long ago. In addition, some probleeselop beneath the surface, growing like icebergs in which only

a fraction of the danger is visible. When systemic or widespread problems break into view, the whole regulatory
realm can become consumed by retroactivdgused activity. There are stik&ions of the 2010 Dod8rank

Wall Street Reform and Consumer Protection Act, for example, that have not been implemented, a decade on.

Better, fuller, faster information would enhance the ability to catch problems earlier. This in turn would reduce
riskexposure for both the industry and its customers, as well as compliance costs (discussed below).
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Improved oversight of nonbanks

A perennial challenge in financial regulation is its bifurcated treatment of banks versus nonbanks. Depository
institutions-- banks and credit unionst N3 a4dzo 2SO0 (2 LISNDIFaAgdS I2BSNYYSy
hold federallyA y &8 dZNB R Odza 12 YSNJ RSLI2aArda FyR a2 N8B SEIl YAYSH
insurance funds. Meanwhile, tens of thousandslarje and small nodepository companies offer financial
services, ranging from payday and mortgage lending to transmitting money. Some of these are licensed by state
governments and most are overseen in some way by the states. They are generally subjecsame legal
requirements as banks in areas like consumer protection, and they often have regulatory reporting obligations,
but they do not routinely undergo regular and onsite examinations.

While most of these companies strive to comply with thesuit is perhaps not surprising that many questionable
practices tend to take root in this lessipervised sector, and that it also attracts outright bad actors that can be
difficult to detect.

It is not practical to apply full bardtyle oversight to thse nonbank companies, due to their sheer numbers and

@2t dzvYS 2F FtOGAGAGEDd |1 26SOSNE NBIGSOK OFy ONARAY3 YL NJ
for problems. For example, regulators in the Philippines have experimented with chatbotntible complaints

G2 0SS FAESR ¢AGK (GKSY AGNIAIKG FTNRY O2yadzYSNEQ Y20
problems to investigate.

Similarly, digitized regulatory reporting can make it feasible for nonbank companies to providémgpata to
regulators at low cost. Such innovation could help governments understand critical trends in these nonbank
aSO02NE FYR (2 LINRPGSOG O2yadzyYSNAR 6K2 0S02YS @dzZ y SN
financial system.

Nonbanks including fintech firms, provide a growing share of financial services. Regulatory authorities will need
better and timelier information about them, and will need to obtain it ceffectively. Regtech could solve this
problem.

Increasedegulatory speed and aqility

¢tKS SELRYySYyGAFET NIiGSa 2F OKFy3IS Ay FAYLyOS Atttz Ay
into an opague zone in which the regulators cannot observe accurately what is happening. If not modernized,
their tools could become equivalent to managing air traffic control at a major airport, without radar.

The improved information systems in digitafigtive regtech could radically improve this situation. In addition,
regtech systems should be married wghil K SNJ 4§ SOK ¢g2NI R (0SOKyAljdzSa GKIG O
FYyR FOG® hyS 2F (GKSasS Aa al 3 Xunddnal, dighNJcdldb@raiive deamsnzO G d.
concentrate on solving problems together, rapidly, with intensive focus easoring results and iterating
solutions. In the regulatory world this design would offer tremendous advantages in the ability to generate a
constant process for identifying small errors, thereby preventing the kind of crisis failures that occur when
problems accumulate, undetected. Agile workflow will be discussékpiorations.
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software development leaders met to discuss shared ideas and various approdchssftware
development. By the end of that meeting, they had written th&gile Manifestab &
- Study.com

Capacity for continuous innovation and improvement

A key advantage dafigital systems is that they are able to improve continuously, rather than periodically as is the
case with analog era IT. It will not be sufficient to effect an overhaul that merely trades an old, rigid set of activities
for a new, equally rigid one. A etiime upgrade that locks in inflexible technologies and protocols will inevitably
become obsolete again, ever more rapidly as change in the financial industry speeds up. As that new system then
FlLff&a Fdz2NIKSNI YR FdzNI K S skt anddéstsyivBuld Gige Sgailv intilhnStiieavernaud O K y
becomes unavoidable. At that point, the whole system would lose even more ground as agencies invest time in
evaluating and implementing the next updatavhich, if rigid, will only set the negative &yén motion yet again.

Regtech can switch the system to a stance of continuous improvement. This will likely require that many
regulatory functions migrate from closed, locked analog systems onto platforms. Regulators would build and
foster platforms that enable modular, pltand-play solutions in which both they and the industry can select from

a range of vendors or develop their own technology for specific solutions, with confidence that these will interact
properly with other tech.

Digital technology maintained on a platforcan be updated easily and automatically, without the need for linear
processes in which change requires major IT projects. In some areas, new regulatory requirements or software
upgrades could be pushed out to systems automatically, much lik®@@wapdate on aniPhone. Such a system
would of course present its own challenges, which will be examinEaoration3.

Modularity
A key facet of continuous improvement and platforms is the need to create regulatory and compliance systems

that can bemodular.

I Y2@S (2 Y2RdzZ I NARG& Aad dzyRSNBlI & Ay FAYIFIYOALf &SNDA
countries. Financial accounts are being made interoperable, so that customers can use a variety of financial
products from a variety dfINE A RSNARAZ | yR KIF @S GKSY Fft ¢2N)] (23SGK

A similar shift is needed in regulatory processes, where a key difficulty is the rigidity of much of the technology in
use. Because compliance tools and systems are not very irgeable, companies are often unable to adopt the
best new technology. Conversion is expensive and-tioresuming, and sometimes it is literally impossible to
connect better tools to legacy systems. This means much of the industry is using suboptimalrcergalations.

A regtech system would solve this problem by creating standards and interfaces that make it easy for companies
and regulators to adopt a new tool on a modular basis, and have it readily work with the existing system.

As an analogy, considére App Store. Like Apple, regulators could set standards that would have to be met by
any vendor seeking to provide compliance services to industry. These would include requirements for data
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security, privacy, fair treatment, auditability and the likev@lopers who want to create akhone app download
a Software Development Kit, or SDK, from Apple lauttl accordingo its specifications. When those are met,
GKS az2ftdziAaz2y |dzi2 Yl A O wilkwdrk oh&SifhénedriPddt SQa adt yRI NRA

Even a few months ago, the notion of a regulatory App Store seemed like a vision for-thstdat future.

However, in Jua of this year, ING Bank and partners have launched one, to help regtech firms collaborate in
offering packaged services to banksK SANJ LINRP2S OG> hNOKSAGNI GST daAa KSi
ONBIFGS Y2NB YSIYyAYy3IFdzA LINRLRAAGAZYADE

Opportunity todevelop outcomebased regulation

Many areas of financial regulation lack good metrics to assess regulatory and compliance performance. Every law
and regulation comes into existence to achieve some kind of policy goal, but in finance, it is often rHuepossi

know how well these goals are being met. Do consumers really understand the financial choices that disclosures
are meant to illuminate? Is the financial system serving customers without bias? Is government gaining or losing
ground in combating finatial crime? While research sometimes occurs on such questions, many current
regulatory mechanisms do not attempt to evaluate them.

LyadSIRZ FAYFYOAFf NBIdzZ I G§2NE  adNF S 30AS35S Riga dNEE = det | Fill
example prescribing detailed disclosures that must be given to consumers in specific formats). The other is

G LINR yOALESéa NBIdzA | A2y S &dzOK 48 ONRBIFR LINRPKAOATfBR 2y &
commercial lending, that are assessaghinst subjective standards.

Each approach has pros and cons. Rbbesal systems tend to be prescriptive and detailed and therefore
burdensome, but generally have the virtue of clarity. Principi@sed systems usually impose fewer burdensome
processes, but are inherently subjective and therefore, uncertain.

Uncertainty is erennial issue in regulation. Some regulatory theory intentionally encourages ambiguity in order
G2 ONBIFIGS NR&]l F2NINB3IdzA FGSR FANYAE GKIFIG Yre 6S GSYLJ
as illegal. However, uncertainty alsaadeter behavior that policymakers actually want to encourage. It can chill
innovation, which often generates activity that may not fit squarely into current regulatory frameworks. It can
also discourage financial companies from serving markets whereategyluncertainty and potential penalties

are both high. From a financial inclusion standpoint, lenders sometimes avoid trying to serveirioorae
consumer segments. For example, they cite the ambiguity of standards for assuring compliance with the ban o
SOSY dzyAyGSyGaAzyl € GRAALI NF S AYLI Ol ¢, oRabusiGeNASSrA Y | A
practices (UDAAP).

Regtech offers the potential to capture the best of both regulatory philosophies, in the form of performance
driven or outcanesdriven regulation. Robust data could make it possible to monitor and measure companies'
performance against clear, objective metrics that regulators would establish and communicate. The standards
would be designed to determine whether companies are timegtheir obligations relating to the purposes of the
regulations involved, whether managing market risk or avoiding credit discrimination. This approach would not
work for all areas of regulation, but where appropriate, could reduce compliance burdgnla®es would in

effect be saying that they need not prescribewa company must meet a regulatory goal, as long as the firm can



prove through data that it has actually done so. The companies, in turn, would have objective, measurable
standards to aim fig rather than being vulnerable to secomgdiessing based on subjective principles.

In consumer finance, for example, it could become possible for regulators to set measurable standards to assure
that a given product is producing beneficial consumer outesnsuppose a lender could show, through data, that
AG&a LINPRdzOG R2S&a ¢KFdG A0 LINRPRYAaSas G GKS LINRPYAASR
from penalty pricing; that the provider has no record of other unfair treatment ofausts; and that customer
complaints show no signs of unfair product design or practices.

Regulators across the globe are exploring more use of outcdrassd strategie®? These have the potential to
FAYR Y2NB LINRofSYas a22ySNE (KIy dzaAy3 (G§2RIFI&Qa |yl f
more akin to use of monitoring gauges on a drinking water supply, rather than evaluating whether a municipal
water/sewer agency is properly adhering to a regimen of required inspections and mainteaadalying on

manual quality control and testing.

New systems would potentially function in ways more akin to use of monitoring gauges on &

drinking water supply, rather than evaluating whether a municipal water/sewer agency is
properly adhering to a regimen of required inspections and maintenance.

Efficiency

A final acrosshe-board benefit of regtech could be sharply improved efficiency. Much of this impact would come
from simply removing frictions and disconnects that make the current system rigid and slow and therefore
expensive, as discussed above. In &ddj regtech would benefit from adoption of open source computer code,
GKAOK g2dzZ R Syl ofS NBIdA FG2NE YR AYyRdzZAGNE ftA]1S G2
common problems. Open source will be discussdgixiplorationst and 5.

Major gains in efficiency will enable both regulators and industry to do more with less, freeing up scarce human
skills and producing stronger results in compliance and risk control across the landscape.

Indirect benefits from improved regulation

Better regulatory methods and effectiveness could also generate secondary benefits, beyond meeting specific
policy goals and making regulation generally more effective.

Reduced need for corrective action and fines
An important ancillary benefit of early detection would be sharply reduced costs to both regulators and industry
due to a reduced need for larggeale retroactive corrective action, as well as reduced penalty fees to industry. If

32The Financial Health Network (FHN) provides a useful example of outdzased policy. FHN created a Financial Health
Score, which is a composite metric that measures specific consuraecial health outcomes, including spending

behavior, amount of savings, credit history, and planning for retirement. Through 8 discrete questions, FHN can determine
the financial health outcomes of consumers. While FHN is not a regulatory body, the atigamig increasingly tracking

these metrics before and after poliggterventions to help determine their effectiveness. In cases where regulators can
articulate the desired outcomes for the uskase they seek to impact and define the key performancéeatdrs of those
outcomes, they may be able to incent industry to innovatively meet those goals.
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bank risk managers coulatéct and shut down problems immediately, they could break long standing patterns

in which issues accumulate over years and then, when discovered, trigger enormous remediation projects. Even
if a company misses one of its mistakes, regulators using regietshwould be likely to catch it again, at a very

early stage in which correction would be easy and any potential penalties to the bank could be minor.

CKAA GASa (G2 GKS o0SySTAata 2F NBIGSOK A YreemBnRattiodsy 3 O
and litigation are a major compliance expense for industry and regulators alike. Banks have spent billions of dollars
since the financial crisis on legal and consulting fees aimed just at identifying all the errors made over prior years
and finding the customers who were affected. On top of this, they have paid tens of billions of dollars in fines,
relating both to the financial crisis and to other noncompliance like-euathey laundering weaknesses. Systems

that could find and fix mistakashile they are still small would transform regulatory risks and associated costs.

Reduced burden and brighter prospects for community banks

Cost reductions could be especially helpful to small banks, which today spend disproportionately high amounts
on compliance. This in turn could move dramatically toward levelling the compliance playing field between
community banks and their large competitors. That impact could be invaluable to the future of community
banking as a sector, which experiences regulabonglen as a key driver of cost and as a brake on innovation and
technology adoption.

wSIGSOK GKIFG LISNYAGGSR yS¢ REGEF F2NJf2Fy dzy RSNBNRGA
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serve more customers who are now deemed to be too risky or expensive to be profitable using traditional
techniques

Enhanced innovation and competition

The same factors that would help community banks could also benefit other small companies, including startups
in the financial sector. While venture capital funding for regtech has risen sharply in recent years, anecdotal
evidence indicates that high re@ubry costs and risks deter many such investors from entering the financial
space.

These barriers also prevent many startups from partnering with banks, even though banks and startups have
highly complementary strengths and weaknesses that make it itteato both sides to work together. Existing
regulatory expectations on managing thiparty risk make it very hard for digitalhative firms to work with

banks. This problem could be reduced as regulators develop regtech labs or sandboxes and seisstanda
evaluation of digitallynative partners, using better data on risk. Such changes could, in turn, enhance market
competitiveness.

The gallows humor among fintech and regtech firms is that bank thparty risk due diligence
reviews are whered a G F NlidzLJa 32 (G2 RAS®PE ¢KS LINRPOSa3

draining the resources of these small companies as they wait for approval.
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Enhanced competitiveness for the United States

Modernizing financial regulation could also strengthen the positioning of the United States in global financial
innovation. While Silicon Valley and other US innovation corridors continue to generatechastdtechnology,
there is also widespread concettmat the US financial regulatory environment makes it difficult to innovate here,

in comparison to other countrieslt has become common to hear US fintech founders say they are launching or
expanding their firms in other countries, due to regulatory gbexity in the US.

This is partly because America has a uniquely complicated regulatory structure, with numerous federal agencies
plus 50 state bodies. Regardless of how good these regulators are, their processes are relatively slow in areas that
require interagency collaboration. In addition, the existence of multiple, sometimes overlapping agencies drives
industry uncertainty about questions in areas where US regulatory entities may disagree with each other, or may
even just be perceived as hagithe potential to disagree.

Other countries have been more proactiv .
: >N more p It has become common to hear US fintech
than the US in establishing regulator

strategies that actively encourage fintec founders say they are launching or
and regtech innovation. They often ar. expanding their firms in other countries,

;b;‘:etzarzi‘l);’e faster and to problesolve due to regulatory complexity in the US.

Ending the tradeoff between better outcomes and lower costs

Regulation and compliance have traditionally been locked in a-sag@mo standoff in which policymakers must
choose between having better results or achieving lower costs. They can either requinetistry to spend more

in order to produce better outcomes, or can try to reduce spending at the risk of undermining quality. Debate
rages as political forces advocate for more versus less regulation and as governments periodically try to reduce
burden through analogstyle reforms, usually with negligible or unsustainable results.

Digitization reverses this pattern, enabling a win/win scenario in which results can be made better and cheaper,
at the same timeThe opportunity to push up value and push dowosts simultaneously creates a chance to
generate widespread support for undertaking the work and transition costs of converting to a digital system.

For example, it has been estimated the The opportunity to pUSh up value and

about 80 percent of the time financia hd . | |
companies spend on investigatin  PUSN dOWN COsts simultaneously creates a

suspected financial crime goes int ~ chance to generate widespread support
collecting the information needed (ofter  for yndertaking the work and transition

by copying and pasting into spreadsheet: . . .
In a digitized systemhts would be done costs of converting to a digital system.

automatically, freeing up expert analysts

to search for actual patterns of laundering. Similarly, it is widely estimated that current AML monitoring
G§SOKy2t23ASa LINRPRdzOS I ¢n LISNOSy(d NI lib&sopidvestightiof A S LJ2
modernized system could potentially reverse that ratio, reducing wasted time by 90 percent while also cutting the
GFI £ asS y#ndingicrimd at éurrently goes undetected. This opportunity to get better results through
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technology with fewer resources exists throughout the system and, again, opens the possibility of building
consensus and depoliticizing some aspects of policy debate about financial regulation.

Exploration 2- Regtech as th&olution
Questions for Commenters:

1 Are the regtech benefits outlined generally clear and persuasive? If not, which ones fall short?
9 Are any major benefits omitted from the list?

9 Do some potential benefits point toward strategies fwioritizing and sequencing work on converting to
a regtech system?

9 Are there some benefits that seem highly likely to outweigh the costs of adopting them and conversely,
some for which conversion costs seem likely to be excessive?

9 Do you know of reseancand data to amplify this outline of potential benefits, or that may counter it?
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Exploration 3
DESIGN CHALLENGES IN BUILDING A REBEYHEM

The previous section explored benefits that could accrue from converting to a regtech system, over and above the
defensive argument that the risks 06t digitizing will likely exceed the risks of doing so, as the pace of technology
accelerates.

This setion explores the many thorny problems that would confront policymakers if they choose to build a
digitally-native regtech system. It focuses on difficulties relating to the adesilgnof such a system (as opposed
to the equally thorny challenges of aetily implementing it, which are addressedgrplorationb).

The basic technology needed for a regte« The basic technology needed for a
system already exists and operates every d

in mature and reliable form throughout the regteCh SyStem already exists and
economy.  However, applying thess  operates every day in mature and

techn.o!ogles to f.lnanmal g.ulatory work will reliable form throughout the economy.
be difficult. Designers will have to addres

unique issues that are rife with sensitivity and complexity.

These challenges are explored below, and tleploration4 will lay out the design attributes and guiding
principles that will e needed to overcome them. Despite some redundancy, we are treating challenges and
solutions in separate sections because there is not atorm@ne relationship between them. Some problems
would need multiple design solutions, and some solutions wouldesuivmerous problems.

Data and Analytics Challenges

The foundation of a financial regtech system would lie in the ability to access and analyze large and expanding
volumes of data. Designing these processes will raise many questions.

DataCollection and Access

Data access issues will fall into two broad categoriese of data that is generated by regulated firms, and use
of external big data to supplement these internal sources.

Data from requlated firms

Regarding data from inside tleystem, accessing it in digital form will take a great deal of work. Information on
GKAOK NB3Idzf I G2NB OdzNNBy(ife& NBIdzZANBE NBLRNIAYy3 | fNBIR
sits in analog form. Many companies lack the readyacity to digitize it and to report it to their regulators via

APIs.

In addition, a regtech system would need to access internal company information that is not currently reported
on a routine basis. For banks, most of this information would normally be available to examiners during onsite
examinations, but they would neetb find or request it. It could reside in numerous kinds of systems and

databases. To convert it to a format that enables offsite monitoring would require extensive work by both industry
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and regulators. To the extent that this information is currently mnstured rather than structured, it would be
much more difficult to ingest seamlessly and analyze reliably.

wS3dzA I i2NARQ SELI yRSR | 00Saa (G2 TFANNYAQ RAIAGAT SR Ay
standards to assure only authorized and secure use. Conceptual solutions for this are discEspémtationa.

Data decentralization

Inadigit f NBIGSOK aeadaSys az2yS GNXYrRAGAZ2YIE O2yOSLlia 27
relics of the analog age assumption that information is difficult and expensive to gather and analyze and that,
therefore, regulators must rely insteamh information subsets.

As regulators gain digital access to mo  Ag regulators gain digital access to more

data, in real time, the need for the industn . .
. - data, in real time, the need for the
to produce regulatory reports will abatés

discussed throughout this paper, most ¢ industry to produce regulatory reports

these regulatory reports reflecpoint-in- will abate.

time snapshots of a reality that existed i

the past but may be gone by the time a regulator looks at it. Traditional reports also generally show partial and
summarized information that can prevent granular analysis and mask valuable nuanced In§teompanies
compiling and submitting reports, therefore, parts of the system will likely switch to continuous electronic
Y2YAU2NRY3I 2N 02 YIF{Ay3a RIFEGF aOFfttroftSéE Ay NBFE GAY

As discussed later in this section under privacy, regtech mgsteill probably have to figure out how to leave
financial company data in place, decentralized, rather than to collect it into a central database that would raise
risks for data security and privacy.

Big data
Gathering external big data would raise diffat issues from those arising around accessing information from

regulated firms. Agencies already conduct considerable market monitoring and do research and modeling of
trends, but most of this does not produce comprehensive andiga information. Agacy data scientists will

face challenges in building regtech monitoring programs that can optimize the explosion of big data becoming
available to them about markets overall and about individual firms.

One challenge would arise from the very different urat of Big Data. Financial regulators are accustomed to
working with relatively narrow sets of information that are expected to be accurate. This information comes
YIAyfe FNBY (GKS NB3Idz F SR O2YLI ye& | yR & k&ckdithep®ta T NP
or data feeds relating to KnoWourCustomer requirements. It may contain errors and sometimes biases, but in
general, people are actively working to make it accurate.

Most Big Data, in contrast, is not generated for purposes that requto be highly accurate. Furthermore, it is
dza dzl £ £ @ dadzya i NUzOGdzNBR®E tdzidAy3ad Al G2 3I22R dzaS 42 dz

Regulators in many countries are already making these efforts, particularly to oversee securities markets.
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Data Standards and Interoperability

Related to the data access challenge would be the need for data standards. A digitaiyregulatory system
would have to be built on a foundation of common digitized data and technology standards that make information
interoperable.

LYF2NXIGA2Y RS@OSt2LISR 0& FAYFYOAlIt O2YLI yASa ¢g2d#Z R
readily reported to and accessed by regulators, using technology and data standards that remove the delays and
loss of infformaton ¥ RSYA O (2 G2RlI&Qa aedadsSyo azad AYyTF2NXIFGAZ2
(application program interface), rather than through traditional reports.

Much of the success of the software industry has been driven by objectifying and

standardizing information formats. This process encapsulates functionality that is reusable,
and therefore does not have to be repeated from scratch.

Regulatory information could be handled in the same way, built around standardized chunks that are readily
available for all the needed uses.

Standardsetting is difficult. To paraphrase Albéfinstein, standards should be made as simple as possible, but

not simpler®3If they are too complex, it can take years to develop thesome projects producstandards that

are already obsolete when they are issued. Evendedigned standards, furtherore, can become obsolete later

if they are too prescriptive. They may initially facilitate innovation but later impede it. Standards are also
sometimes used by incumbent players to create complexity and implementation problems intended to act as
barriersi 2 SYiNE F2NJ ySg O2YLISGAG2NARAD® t S2LX S fa2 SNN Ay
become wedded to standards and then reluctant to let them go.

On the other hand, if standards are too general, they do not create a sufficiently strong foundation on which to
build.

In the US and globally, many standards already exist that impact regulatory information, and there are also many
standardssetting bodes. A solution for financial regulation probably would have to be designed to make a variety
of standards systems interoperable with each other.

A key guestion concerns who should set and maintain standasisether this should be done by government,
the private sector or a public/private partnership.

Cloud Computing

A digitallynative regtech system would require that both regulators and industry operate primarily in-cloud
computing environments. As discussed in the next section, the cloud makesticat and affordable to gather
and use vast amounts of data, easily. If properly designed, it can also improve security.

33 https://quoteinvestigator.com/2011/05/13/einsteirsimple/
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However, the security issues would present important challenges for policymakers. These include how to
transition to the cloud; stagards that would need to be met for regulatory cloud environments; and worry around
concentrating systenrwide dependence on a small number of cloud providers, in the event of -@ttsak or

failure of one or more of them.

Analytics and Artificial Intelljence

As discussed iBxplorationl, all of the potential benefits of a digitalhative system are fueled by the explosion

of data, in finance and everything else. The volume of information will continue to expand, regardless of how the
financial regulatory system responds.

These hugddws of data cannot be processed effectively by human beings using egraogethods. As discussed
further in Exploration4 regarding the attributes of a new system, the only way to process and interpret all this
information would be through use of arifil intelligence tools like machine learning and natural language
processing.

Using Al would create numerous and complex challenges for regulators. What kinds of data should be used by
oversight agencies? What kinds should be allowed to be used bytip@disow much data is needed to enable Al
Fyrteaixa G2 o06S NBfAFOfES FyR YSIFEyAy3a¥FdaAZK 126 OFYy NI
absorbed human misjudgments and biases? What should be done if Al analytics develop biases that, ss@n if ba

on objective observation, are antithetical to legal requirements, ethical standards or outcomes sought by public
policy goals and standards?

AbcRathdLE ay Batl o Beshut down after interacting with Twitter users for
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For example, Al systems could be used to flag potential credit discrimination or unfair practices. The legal criteria
inthese two areas are largely subjective. Over the years, both have evolved with considerable informal consensus
Fo2dzi 6KFG LINF OGAOSAa INBXI YR IINB y2ix O02yairRSNBR
machine learning has recently sparkadw discussion. Fintech lenders have begun arguing that these new
G§SOKYyAljdzSa OFry Syl ofS dzyRSNBNRGAY3I GKFG Aa aAvYdzZ Gry
AYy@raroftSé 02NNRUSNE 6K2 KI @S nistofiesd Cangresd\iegllatorQIBd8arsA (i
and NGO?% are undertaking research and dialogue on these claims. Regulators will have to determine what kinds

of data and analytic factors can be used, and those outcomes will then have to be developed into teel reg
standards as risk managers and regulators monitor emerging compliance strategies.

Finally, how would regulatory systems deal withtheG®b t £ SR aof I 01 02EZ¢ 2NJ aSELX
uses machine learning. The nature of ML systen§ Is fi (i K S-8A y& £ SSHINY/G (i =based Ghanalgisis K A v |

34 https://www.google.com/url?g=https://www.theglobeandmail.com/technology/tegtews/howmicrosoftsfriendly-
robot-turned-into-a-racistjerk-in-lessthan-24-
hours/article29379054/&sa=D&ust=15944#198000&usg=AFQJCNGZrppcsePtSMte7JRQOS3hc1DQFA

350ne such experiment in the US has been conducted by FinRegLab, a nonprofit research organization founded in 2018 to
do empirical examination of these kinds of issues. Note that | chair the board of dseftBinRegLab.
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of huge amounts of information that no human could process. This enables Al, for example, to assist radiologists
in reading a cancer image, based on comparisons to many more additional ithagesdoctor could reviewAt

some point in this process, the machine, mimicking the structure of human thinking, can make connections
between information that enable it to "understand" things humans alone could not have learned on their own.
The humansnust decide when to rely on such analysisd when not to.

Al systems often present an inverse relationship between explainaniliypredictiveness. To gain the full benefit

of these powerful tools, policymakers would have to establish standards on what makes an Al solution reliable,
and fair. The resulting algorithms would have to be testable and auditabfeen by using multife Al tools that

are optimized for different outcomes and that could therefore check each ofktesome point, the system may

be able to move beyond testing of process and be evaluated instead based on how well it produces superior
results, regardless afhether we know how it does so.

Platform Challenges
Exploration4 will discuss the need to convert regulatory information and processes from rigid, unconnected IT
aeaidsSvya 2yid2 aLIX I GF2Nyacvéd 52Ay3 a2z gAft LINBaSyid ydzy

Interoperability and Flexibility

A digitallynative regtech system would have to shift regulatory and compliance work from vertical technology
stacks to horizontal platforms that enable interoperable and modular solutions. Building on the new data and
technology standards described above, regulators would create and/or approve these platformed solutions.

Many difficulties would arise in this process. Platform design would require creation of interoperable standards,
as discussed above. In additjoplatforms would need to be designed to be able to accept newer, better
technology as it becomes available. In many cases, these superior solutions would be coming from young and
small companies, since these innovators are often at the leading edge in invergimg lfowever, small, young
companies present risks to financial companies that want to rely on their technology, both bétatsehnology

may not be mature and because new companies, of any kind, tend to have relatively high failure rates. Regulators
would have to create thirgparty risk standards and protocols that could enable established companies to leverage
these solutions on a platform, while still managing risk that companies, or their technologies, could fail.

Platforms would need to be designedo be able to accept newer, better technology as it

becomes available. In many cases, these superior solutions would be coming from young a
small companies, since these innovators are often at the leading edge in inventing them

These platforms would need to be integrated with proprietary ones used by the regulators themselves for their
unique work. For example, the OCC has a suptech project to create a Single Supervisory Platform for its own
examiners, who currently work on diffent platforms for large banks versus small ones. fid& approachwill

be accompanied by a new system Supervision System and Analytical Supp@AS LINR Yy 2 dzy OSR da { !
will function ask G aAy 3t S a2dz2NOS 27T ( Mideidat andlyiics platfot? Y Xigd oS y G S
information integration is needed across the regulatory system.
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One aspect of the platform issue is that the traditional rigid model inadvertently fosters domination by a small
group of technology vendors 3OSy I NA2 &d2YSUGAYS&A OFffSR a@SyR2NJ Ol
rigidity. Almost by their naturethese twentieth centunstyle business models lead to slow and periodic
innovation, rather than continuous and fluid forms. Updates and upgrades are sometimes issued at intervals of
several years. They generally require extensive work on IT systemg, eftén involves many months of work.
PLIRFGS LINe2SOiGa 2FGSy NBIdzANB SELISyargsS FSSa LI AR |
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and eventually may be obsolete.

In addition, some vendors today own or control the data of the financial companies they serve, and charge these
customers for access to it. With data being the lifeblood of innovation, this design throttles inrehtinge.

Dominant vendors, once entrenched, have limited incentive to

modernize their own systems and may feel motivated to block

out access by competitors. Many such companies experience

the challengeidentified by late Harvard professor Clayton

/| KNAaGSyasSy | a ac¢ RHislagunanbwad 2 NDa 5Af SYYI d¢
that, perhaps ironically, the most successful companies tend to
be the least able to adopt technologies that are superior but
would be disruptive, siply because they have too much vested
interest in preserving the status quo (as well as, often, having
blind spots). Sectechanging technologies typically come,
instead, from initiatives by smaller, newer innovators that ar~
starting from scratch. Harvard Professor, Clayton Christensen

As dgital regulation moves forward, the current large vendors in the space will adapt to new standards of
interoperability, continuous improvement, and openness, just as newer or smaller companies will operate
effectively alongside the veteran providers. Theeaizefits-all model will likely become obsolete, as will
OSYyidiNIfAlT SR deadSvya dGKFG INBE Ot2aSR aglftSR 3IFNRSya

This shift will raise numerous design challenges for development of regtech.

Legal and Ethical Challenges
Ethical Challenges

Adoption of new technology would raise numerous ethical challenges, many of which will arise before clear legal

precepts have emerged to guide decision making.

Many of these challenges will involve privacy, as discussed below. Another realm of etaialgehwill arise
around how Al may be used both in regulatory activities and by regulated financial companies.

36 hitps://www.amazon.com/Innovator®ilemmaRevolutionaryChangeBusiness/dp/0062060244
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