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Legal Considerations for the Deployment of a Central Bank Digital
Currency.

By Kwame Agyapong Oppong, Director of FinTech and Innovation, and Docia
Agyemang Boakye Esq., Innovation Officer, FinTech and Innovation, Bank of
Ghana.

The exploration of a Central Bank Digital Currency (CBDC) by any central bank or
monetary authority can be significantly aided by conducting a pilot project to
gain a practical understanding of the implications of mainstreaming CBDC. Such
pilot projects and, indeed, a full implementation alike must account for the legal
ramifications of its potential introduction. The form factor of a CBDC, being a
digital representation of a physical currency, has offen been debated as to
whether it conforms to the form of a currency currently recognised by the lawsin
most jurisdictions. However, beyond the discussion and debate on whether or not
CBDC qualifies indubitably as currency, thistis aimed at ensuring that any
exploration of this novel concept is adequately supported by explicit and

unambiguous legal provisions.

The successful pilot testing of the eCedi, Bank of Ghana's CBDC, provided
practical insights into the legal implications of testing or implementing a CBDC.
This paper seeks to offer basic guidance to any central bank or monetary authority

that is considering exploring a CBDC.
Legal Requirements and Implications at the Pilot Stage

A CBDC pilot project represents the exploratory phase of designing, developing,
and testing a state-backed digital currency controlled and regulated by a central
bank. This primarily entails the conceptualisation of the CBDC's technical and
functional parameters, development and controlled testing, restricted usage
among a limited set of users to observe real-world implications, and subsequent
evaluation of the CBDC for refinement. The ultimate objective is to establish the

value and viability of permanently issuing a CBDC in a country.

Although a CBDC pilot project represents an exploratory phase, there are still

some preliminary legal considerations and steps required to be taken to enable
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the execution of the pilot project. The following are some of such legal

considerations.
Pre-Contracting Stage: Establishing a Mandate

A Legal Review to establish the legal basis for exploring CBDC in a pilot
environment. This is often feasible in most jurisdictions as a pilot is not a real-life
implementation. Such experimentations are often accommodated in most legal
regimes, especially where a central bank has the power to employ some tools to
enable it foimplement its functions adequately and, in some circumstances, some
functions allow the central bank to execute projects that are incidental or

conducive to enable it to perform its core functions efficiently.!
Establishing Technology Partnership(s)

An Agreement or Contract between the central bank and the technology
provider on the CBDC pilot, advisably preceded by a policy vision for the CBDC
and preferred operating model. This should also be undertaken in line with the
required procurement laws of the country. Under this agreement, the central bank
contfracts the technology provider.to. assist in providing the technology solution
that enables the creation and operationalisation of the CBDC as envisaged. This
agreement may encompass the full scope of the partnership. The scope of the
agreement may be expanded to include other related activities such as the

development of a white paper.
Pilot Stage

At this stage, it is necessary to introduce and execute some agreements. These

include:

¢ AnAgreement between the central bank and any FinancialService Provider
(FSP), or Payment Service Provider (PSP) participatingin the CBDC pilot, to
adequately define the duties and obligations of each party. In such
agreements, a central bank must putsome risk mitigation and management

measures in place to clearly allocate and manage the risks associated with

! Wouter Bossuand ArthurD. P.Rossi, ‘The Role of Board Oversight in Central Bank Governance: Key Legal
Design Issues’ (2019) Volume 2019: Issue 293, International Monetary Fund Working Paper, 11.
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the pilot implementation. As such, an all-encompassing indemnity clause
should beincluded to ensure that the liabilities of Financial Service Providers,
Payment Service Providers and the central bank in the pilot stage are

adequately categorised and addressed.

It is also prudent that confidential information shared amongst parties during
the CBDC pilot project is safeguarded by developing and executing a Non-

Disclosure Agreement (NDA) between the relevant parties.

Merchant Undertaking forms are also crucial. During a CBDC pilof,
merchants are engaged and selected to participate in various use cases
and to test transactions. At this stage, it is important to have proof of
acceptance by these prospective merchants. Acceptance of the terms
and conditions of participating in the CBDC pilot project is evidenced by
the Merchant Undertaking form. It is relevant that this form requires the
merchant to acknowledge being selected as a merchant, and to confirm
collection of any merchant point of sale devices, software, materials, or

marketing collaterals assigned to them.

User Acceptance forms must be executed by prospective individual
participants of a CBDC pilot. The express consent of an individual to
voluntarily participate is needed, and this can be lawfully acquired by
executing a user acceptance form. These individuals may be given
payment cards, or specific devices and instruments to enable them to test
the feasibility of a CBDC. The receipt of such payment cards and devices

must be accounted for in a user acceptance form.

User Consent and Release forms are critfical documents for the field-testing
phase of a CBDC, as this phase requires interactions and interviewing of
participants in, for example, a focus group discussion. In such scenarios, it
will be necessary to solicit the express consent of the participants to utilise
the information they provide and disclose such information, including
images, during the pilot stage, for a report or publication or subsequently to

advance a live implementation.
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Broader Legal Considerations for the Design and Implementation of CBDC

Prior to a CBDC pilot, a central bank’slegal team must consider the relevant areas
of interest with regard to the legal aspects of a CBDC. The participation of the
legal team in the field activities and the observation of the actual execution of
the pilot will enable a deeper appreciation of the relevant areas, as discussed

below.
A. Privacy and Data Protection Considerations

The level of CBDC user privacy will depend on the design principle and the
technology used. An important consideration for the deployment of CBDC is
the data protection and privacy of users. The International Covenant on Civil
and Political Rights expressly stipulates that “No one shall be subjected to
arbitrary or unlawful interference with his privacy...”.2 Data protection laws,
including the General Data Protection Regulation passed by the European
Union and the Data Protection "Act, 2012 (Act 843) of Ghana, provide
frameworks for upholding data protection and privacy of individuals and

businesses.3

Among the perceived benefits of CBDC are its traceability and visibility
features, which aim at improving fraud monitoring and law enforcement by
enabling real-time transaction monitoring and enhancing the effectiveness of
KYC/AML/CFT compliance monitoring. This feature is crucial to promoting a

sound financial system by curtailing and forestalling illicit financial activities.

Conversely, it has been observed that CBDCs possess some anonymity and
privacy-protecting features, which is most prominent and evident in the offline
use case. The offline payment capabilities enable payment in remote, off-grid
locations and have been designed to mimic and possess the anonymity

feature of using fiat/cash. The design of a CBDC is expected to balance

2 International Covenant on Civil and Political Rights, (adopted 16 December 1966, entered into force 1976)
U.N.T.S. No. 14668, vol 999 (1976) Article 17.

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regardto the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1, Data Protection Act,
2012, (Act 843).
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interests such as security, anonymity, and compliance with regulations and

[aws.4

The importance of privacy and data protection of scrupulous/honest users is
crucial when designing and deploying a CBDC, and compliance with existing
regulations of a country must be taken into consideration. The balance
between protecting the privacy of users and designing a CBDC to enable
regulators and law enforcement agencies to detect any money laundering,

terrorism financing, and tax evasion activities must be carefully navigated.

Considerations should be given to the categories of data to be safeguarded,
the level of anonymity or pseudonymity vis-a-vis ensuring and maintaining
financial stability, rules on data custody, storage of transactional records, caps

on data retention, data sharing, and enabling visibility on wallet balances.

In Ghana, the Data Protection Act, 2012 (Act 843) sets rules and principles
governing the collection, use, processing, and management of personal data
and information.®> The Banks and Specialised Deposit Taking Institution Act, 2016
(Act 930), and the Payment System and Services Act, 2019 (Act 987) of Ghana
provide consumer protection and highlight the need to safeguard personal
and fransactional data and information. Notwithstanding, the law also
provides exceptional circumstances where privacy and data protection may
be exempted, and disclosure mandated for such exemptions. These include
matters of national security, public safety, public interest, crime, and taxation.
The deployment of a CBDC must fall within the confines of such existing

legislation regarding data privacy.
B. Anti-Money Laundering & Countering the Financing of Terrorism

A significant risk factor highlighted in the deployment of a CBDC is money

laundering, terrorism financing, and any other financial crimes.

CBDC, being currency, is often intended to serve the same purposes as fiat

currency, although CBDCs have specific characteristics that uniquely

4 Bank of Ghana, Design paper of the digital Cedi (eCedi) (2022), 25-27, bog.gov.gh/wp-
content/uploads/2022/03/eCedi-Design-Paper.pdf accessed 13 June 2023.
> Data Protection Act, 2012 (Act 843), Section 17.
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distinguish them from physical/fiat currency. Therefore, it is pertinent that a
country considers its regulatory framework on AML/CFT and questions whether
the conventional strategies utilised to deal with regulatory compliance with

fiat currency would suffice in regulating CBDCs.

Jurisdictional designs that adopt the two-tier CBDC model where the central
bank distributes to commercial banks and commercial banks, in turn, distribute
the retail CBDC to users, must, in the main, comply with the existing legal
framework for AML for cash. Where necessary, these laws may be amended
to cater for CBDCs. Considerations must also be given to ensure that financial
institutions and payment service providers (PSPs) in the value chain have robust

systems to mitigate, prevent, detect, and disclose AML/CFT.¢

In Ghana, the Anti-Money Laundering Act, 2020 (Act 1044) has the appropriate
provisions for achieving AML/CFT compliance in CBDC. The Act balances
privacy and tfransparency requirements and obligates accountable
institutions, including banks, Specialised Deposit-taking Institutions (SDIs), and
PSPs to make regular reports'on areas specified by the Act, including suspicious
transaction reports.” These financial service providers will effectively be tasked
with putting AML/CFT compliance legislation into action to facilitate the rollout

and operation of the CBDC.

To protect the legitimacy of the CBDC system and maintain its integrity,
compliance with AML/CFT legislation concerning CBDC must be mandated.
Countries that have existing AML/CFT regulations must evaluate their
adequacy for the deployment of their CBDC. This will work to curtail the usage
of CBDCs in nefarious activities. The Customer Due Diligence (CDD)/Know Your
Customer (KYC) regime for a CBDC must berisk-based and contemplate tiered
KYC access criteria fo meet the needs of diverse user groups.2 Some
jurisdictions have deployed CBDC wallets with different requirements for the

identification checks depending on the thresholds and daily/aggregate

6 Bahamian Dollar Digital Currency Regulation, 2021, Section 8(g) 2022-02-11-11-53-25-Bahamian-Dollar-
Digital-Currency-Regulations-2021-Final-Gazetted.pdf (centralbankbahamas.com).

7 Anti-Money Laundering Act, 2020 (Act 1044), Section 38.
8 Bank of Ghana, Design paper of the digital Cedi (eCedi) (2022), 25-27, bog.gov.gh/wp-
content/uploads/2022/03/eCedi-Design-Paper.pdf accessed 13 June 2023.
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tfransaction limits and determined the maximum account balances allowed

per fier.

The Central Bank of The Bahamas issued tiered holding and transactional limits
for its Bahamian Dollar Digital Currency, which categorised the maximum
amount to be held according to each tier and the maximum value of
transactions that may be conducted through each walllet for specific periods. ?
Its Tier | wallet is a basic wallet for individuals holding a maximum of $500, with

an aggregate transactional value of up to $1,500 each month.10

Its Tier Il wallet is a premium wallet for an individual, holding a limit of $8,000 and
a maximum fransactional aggregate value of up to $100,000 annually. ' Tier llI
and IV wallets are specifically for the government, or any financial institution

supervised by the central bank; there is no limit on the Tier IV wallet.!?

This concept will be even more seamless to infroduce in markets with a tiered
KYC and fransactional limit system ‘embedded in their mobile money

regulation, or the broader digital financial services space.
C. Custody

The legal liabilities pertaining to the custody chain of a CBDC, and the liabilities
of parties involved in the distribution cycle and process, must also be taken into

consideration.

Suppose the two-tiered system, which is the current cycle and means of cash
distribution for most jurisdictions, isto be replicated for the distribution of CBDCs.
Central banks, with the defined mandate and function to do so, will be
responsible for the minting, issuance, verification, redemption, regulation, and
governance of CBDCs. The commercial banks will distribute as they presently
do with cash. They will also, together with other duly regulated PSPs and
financial institutions, undertake other retail-level activities such as the provision

of accounts and wallets, onboarding of customers, ensuring compliance with

° Bahamian Dollar Digital Currency (Holding and Transactional Limits) Notice, 2022, Part II.
10 lbid. Part | and Part Il

1 bid.

12 |bid.
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AML/CFT and KYC rules, provision of merchant acceptance devices, and so

on.

Individuals and businesses will ultimately receive and use the CBDC, as well as

the devices and services, provided by financial service providers.

Each category of the above-mentioned may encounter some liability issues,
which must be assessed. Consideration must be given to the mode of

tfransmission of CBDCs from central banks fo commercial banks.

Depending on the technology used, there may be liabilities that central banks
need to consider. Some questions on fransmission, such as the

undermentioned, must be answered:

e Security of the channel through which the central bank may transmit the
CBDC to commercial banks;

e Whether or not the commercial banks will have digital vaults and the
associated endpoint security to receive the CBDC; or

e Whether the central bank will provide such vaults or use any other

means of transmission should be carefully considered.

The risks involved must be assessed, any legal liabilities arising discussed, and
mitigating measures provided. There must be discussions on regulations and

policies relative to consensus mechanisms and validation for transferring CBDCs.

Clear lines of accountability of financial institutions, PSPs, central banks, and users
must be well established. Deliberations on liabilities revolving around
programmable money, errors in payments, losses, revocation of transactions,
impossibility of revocation or contested transactions, double spending, defective
CBDCs, and their resultant outcomes need to be clear. For example, if a CBDC
note is defective, how is it handled? Where does liability begin and end for the
central bank versus commercial banks and PSPs in such cases¢ What are the

implications if the verifier network fails o identify a defective note?
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D. Cybersecurity

Deploying CBDC requires that a country has robust cybersecurity measures in
place, no matter the design or the technology used. As technology evolves, illicit
actors and hackers also find innovative ways of breaching the security of systems.
CBDC is currency; therefore, a CBDC infrastructure's cybersecurity cannot be
overstated. Evaluating a country’s existing cybersecurity regulations is necessary
to ensure its suitability for deploying its CBDC. Questions surrounding the adequacy
of technical frameworks providing or enhancing relevant policies that ensure a
sound digital ecosystem against fraud, technical failures, and breaches should be

considered and satisfactorily answered.

Compliance by financial service providers, FinTechs, and the central bank itself
with existing cybersecurity acts, guidelines, .and directives is crucial to minimising
security threats or vulnerability exposurés to the CBDC infrastructure or digital
wallets.’® Consideration should be givento: cybersecurity audits, for both financial
institutions and the central bank; preventive, defensive, and recovery measures
for anticipated security breaches; mandatory requirements to access CBDC
infrastructure; and detection and prohibition of counterfeiting CBDCs.'# Liabilities
for breach or non-compliance with such regulations should also be clearly stated,
including who bears the monetary cost for breaches and enforcement measures

given.

Discussions around digital identities, transaction verification, mitigating risks,
including identity theft, and the rights and responsibilities of users/consumers must
be well thought out. Domestic and global interoperability and cybersecurity
standard setting is an essential task. It is imperative that global cooperation
discussions prioritise these two aspects of CBDC deployment to ensure scalability

worldwide.15

13 Central Bank of The Bahamas, ‘Consumer-Centric Aspects of the Proposed Regulations for the Bahamian
Digital Currency’ (2021), 8-9 https://www.centralbankbahamas.com/viewPDF/documents/2021-03-26-12-00-
35-PSD-Policy-Paper-on-Consumers-Issues.pdf accessed 18 July 2023.

14 1bid.

15 Giulia Fanti et al, ‘Missing Key: The challenge of cybersecurity and central bank digital currency’ (June 15,
2022), Atlantic Council, https://www.atlanticcouncil.org/in-depth-research-reports/report/missing-

key/#chapter2 accessed 19 July 2023.
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E. Counterfeiting and Criminality

At present, legislation on cumrrency in various jurisdictions criminalises
counterfeiting, minting coins, and forging/producing paper notes to pass off as
currency and deceive others.'® Custody and possession of forgeries are also
criminalised.” These offences, which are categorised as first and second-degree
felonies, attract a penalty of imprisonment,'® and a person is still deemed liable

even when the counterfeit is imperfect.!?

There is no doubt that illicit actors will consider “counterfeiting” CBDC. However,
depending on the technology, such as centralised systems, cloud technologies,
public or permissioned distributed ledgers (DLT), this kind of counterfeiting will
revolve around double spending of CBDCs, cloning accounts, and hacking
cloneable functionalities in hardware devices, be it online or offine.? In The
Bahamas, for example, it is illegal to seek to “decrypt or decode or otherwise
penetrate the security or secrecy «of communication of transactions,” as relates to
the Bahamian Dollar Digital Currency or the DLT platform, without the express

consent of the Central Bank of The Bahamas.?!

In some jurisdictions, the evidence of a forged or false note is determined by the
signing of a certificate by the governor or deputy governor of the central bank to
prove conclusively that it is a false note.?2 This can be replicated with
considerations given to how a CBDC would be verified and authenticated as
valid. Penalties for counterfeiting and related acts that seek to defraud and the
nuances of what counterfeiting of a CBDC entails must be thoroughly evaluated
to provide adequate legislation and amendments to existing legislation on the

maftter.

16 Currency Act, 1964 (242), Section 6(1), Section 16.

17 |bid., Section 19.

18 Britannica, The Editors of Encyclopaedia, ‘counterfeiting’, Encyclopedia Britannica,
https://www.britannica.com/topic/counterfeiting accessed 28 August 2023.

1 Currency Act, 1964 (242), Section 6(2).

20 Cyrus Minwalla, ‘Security of a CBDC’ (2020), https://www.bankofcanada.ca/2020/06/staff-analytical-note-
2020-11/ accessed 13 June 2023.

21 Bahamian Dollar Digital Currency Regulation, 2021, Section 20 2022-02-11-11-53-25-Bahamian-Dollar-
Digital-Currency-Regulations-2021-Final-Gazetted.pdf (centralbankbahamas.com).

22 Currency Act, 1964 (242), Section 22A (1) and (2).
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F. Interoperability

Another critical regulatory aspect to weigh up is interoperability. With
interoperability, CBDC systems and infrastructure must be capable of interfacing
with other existing payment systems and, potentially, virtual assets. Depending on
the central bank’s mandate and function, CBDC may influence the central bank
housing the infrastructure. Financial service providers and allrelevant stakeholders
need systems that efficiently and seamlessly interconnect to exchange value and
information.2? This necessitates putting in place legal frameworks and guidelines
to succour standardisation of technical and procedural requirements and a

mutual recognition for identity verification for interoperability.
G. Cross-Border Legal Implications

A propagated benefit of CBDC has been the prospect of cross-border usage. As
countries navigate the deployment of CBDC, there is a need to evaluate the key
requirements that will facilitate the use of-CBDC across different jurisdictional and
international frameworks to enable cross-border payments. Different jurisdictional
legal frameworks must consider the implications and liabilities of parties in cross-
border transactions. Countries seeking to fransact across borders using CBDCs
must collaborate and ensure a transparent, enabling legal environment that
protects consumers, their privacy across jurisdictions, and fransacting
organisations, considering the peculiarity of CBDCs. It is also prudent to streamline
and deconflict pre-existing jurisdictional regulations that may hinder the scalability
of cross-border CBDC usage.?* Considerations should be given to guidelines
regarding exchange rates across jurisdictions since a CBDC will be denominated

in that specific country’s currency.

Complex terminologies and potentially conflicting definitions regarding CBDCs

across legal, financial, technological, and computational domains must be well

2 Bank of Ghana, Design paper of the digital Cedi (eCedi) (2022), 25-27, bog.gov.gh/wp-
content/uploads/2022/03/eCedi-Design-Paper.pdf accessed 13 June 2023.

24 Giulia Fanti et al, ‘Missing Key: The challenge of cybersecurity and central bank digital currency’ (June 15,
2022), Atlantic Council, https://www.atlanticcouncil.org/in-depth-research-reports/report/missing-

key/#chapter2 accessed 19 July 2023.
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navigated, especially when smart contracts and programmable money are being
considered for a CBDC.%

H. Dispute Resolution

Dispute resolution on CBDC-related issues must be well thought through. For
example, where should a dispute related to cross-border CBDCs be adjudicated?
Given the potential global reach of CBDCs, establishing clear jurisdictional rules
will be crucial to prevent conflicts between different legal systems. Due to the
anticipated transnational and international character of CBDCs, parties to a
dispute may reside in jurisdictions with distinct legal standards, norms, and
systems; therefore, consideration should be given to questions such as

which legal rules ought to govern CBDC disputes.

Consumer recourse mechanisms must be«well considered. For example, there
should be clear rules to resolve disputesiassociated with the provision of wallet
services.?6 Questions around recourse mechanisms a person has should there be
a refusal to accept CBDC transactions, even though it is legal tender, should be
addressed. There should also be legal considerations on how defective notes in
consumers’ possession, either locally on devices or in their accounts, will be
handled.

Further, depending on the technology used, for example, if smart contracts are
employed, disputes could emerge as a result of smart contract errors and/or
unforeseen results.? Deliberations on how these code-based contracts are
construed by a country’slegislation and the internationalcommunity must be well

evaluated.

It will be pertinent that adjudicators tasked with CBDC dispute resolution acquire
a thorough grounding in CBDC and a basic understanding of the functionalities

of the underlying technology, cryptography, and of digital currencies in general.

25 Alexander Hook, ‘Central Bank Digital Currencies: Definitions, Regulatory Challenges And Lessons Learned
From Digital Currency Law’ (2020) UNSWLawlJIStuS 3; (2020) UNSWLJ Student Series No 20-03.

26 Bahamian Dollar Digital Currency Regulation, 2021, Section 8(c) 2022-02-11-11-53-25-Bahamian-Dollar-
Digital-Currency-Regulations-2021-Final-Gazetted.pdf (centralbankbahamas.com).

27 Nhivh ‘5 common vulnerabilities in smart contract’ (CyStack, April 5, 2023) https://cystack.net/blog/5-
common-vulnerabilities-in-smart-contract accessed 21 July 2023.
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Educating the relevant stakeholders about harnessing and building expertise in
relevant fields of technology, which may be required in court and arbitration
proceedings, is necessary. It is vital to also cogitate on cooperation between

countries and cross-border enforcement regarding CBDC disputes.
Conclusion

The advent of CBDCs is a watershed moment in the history of currency and the
global economy. There are various legal factors to consider as central banks

worldwide evaluate the creation and use of CBDC:s.

CBDCs present a wide range of challenges, from the need to define their very
essence to the possible effects on privacy and traceability concerns, AML/CFT,
the complexity of cross-border transactions, cybersecurity, counterfeiting,
interoperability, dispute resolution, and the interaction with other financial

institutions and intermediaries.

The smooth and seamless operation of CBDCs«within national and international
legal frameworks depends on understanding its features, functionalities, and
proactively deliberating and providing practical legal solutions to crucial issues
this novelty may present. Considering the proliferation of CBDCs, it is more
important than ever to have a legal framework thatis flexible enough to keep up
with the pace of technological change while protecting the financial system’s

underlying values of trust, security, and fairness.

CBDC isstill inits nascent stages, with countries still researching, piloting, androlling
out to gain hands-on experience. Some of the regulatory issues and challenges
may currently be theoretical and hypothetical. Other issues may only materialise
during full deployment and live roll-out. Consequently, the emergence of clear
nationaland international legal frameworks may lag for a while pending concrete
exploration and development of CBDCs. Further, given the dynamic nature of
digital financial services and technology, countries must adopt a technology-

neutral and agnostic forward stance when crafting relevant laws.

As countries advance in their development and deployment of the various CBDC
projects, with the aim of harnessing the full potential of CBDCs and fulfilling related

currency objectives, it is necessary that there is an active legal dialogue for robust

13
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and clear regulatory rules essential to maximising the potential of CBDCs and

mitigating their legal risks.

DISCLAIMER: The views herein expressed are that of the authors and not those of

their institution.
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