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Abstract

This paper introduces Token Capital Adequacy Framework (TCAF), a risk-based
capital framework for stable value tokens such as stablecoins, deposit tokens, and to-
kenized cash. The framework provides an assessment of the capital needs given the
level of financial and non-financial risks that the issuer undertakes. Notably, TCAF
calculates loss absorbency capital that is needed for technological, infrastructure, and
operational risks in a context with rapidly developing innovations and limited histori-
cal loss data. We apply the framework to past stress events involving stablecoins and
show that TCAF is a more effective prudential tool than risk-insensitive or single factor
capital frameworks.
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1 Introduction

The concept of capital adequacy has long been a cornerstone in the traditional banking

sector, designed as a safeguard to ensure that institutions can withstand financial shocks,

maintain customer confidence, and prevent runs. As the landscape of tokenized finance

evolves, particularly with the emergence of stablecoins and other stable value tokens, recent

studies have highlighted concerns regarding secondary market price stability and run risks.1

Consequently, the design and application of capital frameworks for stable value tokens require

thorough examination and adaptation.

This paper introduces the Token Capital Adequacy Framework (TCAF), a risk-based

capital framework that provides a foundation for assessing the capital requirements of stable

value tokens. TCAF aims to assess the necessary capital to cover potential losses and enable

proactive management and rationing of risks in a context with various technological and

operational choices. The framework is designed to operate independently of requisite reserve

and liquidity standards, allowing for flexible application to a range of possible token back-

ings, including short-term fiat assets, vanilla credit exposures, crypto assets, and synthetic

backings.

This framework is grounded in four principles: First, it encourages ongoing enhance-

ments in risk management throughout the product life cycle and daily operations. Second,

it introduces accountability to decision makers based on their inputs into the risk assessment

process. Third, it ensures entities have adequate loss-absorbing capital to continue opera-

tions ("going concerns") or orderly unwind in event of extreme events. Fourth, it protects

the general public and regulatory bodies from spillover risks, while strengthening consumer

confidence and trust in regulatory systems for stable value tokens.

Throughout the paper, we will use the term stablecoin interchangeably with stable value

token, which encompasses a broader set of tokenized instruments, including tokenized de-
1See, for instance, d’Avernas, Maurin, and Vandeweyer (2022); Garratt and Shin (2023); Kosse, Glowka,

Mattei, and Rice (2023); Lyons and Viswanath-Natraj (2023); Ma, Zeng, and Zhang (2023).
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posits, deposit tokens, tokenized short-term Treasury funds, synthetic fiat currencies, and

tokenized cash.2 The difference between these terms depends on the asset-backing, regulatory

treatment, and legal structure of the issuer. Despite these differences, the key commonality

shared across these different constructs is the aim to provide stable values that can be trans-

ferred on distributed ledgers. We focus on this defining commonality and design a risk-based

framework from first principles that can be broadly applied to all stable value tokens that

have explicit promise of at par issuance and redemption.

Capital refers to a source of funding, usually in a form of shareholder’s equity, serving as

a buffer to absorb unexpected losses in the traditional banking context. It is the foundation

upon which the trust of depositors is built, enabling banks to continue operations during

economic downturns and unforeseen idiosyncratic or broader market stress events. For sta-

blecoins and other stable value tokens, capital serves similar functions but their tokenized

nature presents a unique set of risks and opportunities that require more purpose-built cap-

ital standards distinct from the Basel standards for banks. A key prudential distinction for

stable value tokens, especially payment stablecoins3, lies in their aim to maintain at least

a one-to-one value between the value of the reserve assets and the quantity of circulating

tokens. This is distinct from a bank’s balance sheet, which is designed to intermediate

credit and other market risks for its customers, including maturity transformation and other

asset-liability mismatches.

We highlight two important distinctions between stable value tokens and traditional bank

deposits aside from differences in their regulatory regime. These distinctions are significant

and underlie the need for a different set of capital and liquidity standards.
2Deposit tokens and tokenized deposits are blockchain-based money issued by banks (Deposit Tokens:

A Foundation for Stable Digital Money , 2023). The term "stablecoins" encompasses fiat-backed, crypto-
backed, and algorithmic stablecoins (Liao & Caramichael, 2022). Synthetic fiat currencies include tokens
that utilize derivative contracts to achieve stable values (Ethena Labs, 2024). Money market funds and
short-term Tresury funds that are tokenized and promise at par redemption, that is without swing pricing,
also fall under this category of stable value tokens.

3"Payment stablecoin" is a term that is referred to in proposed legislation, e.g. 118th Congress (2023).
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First, tokenization increases the likelihood of coordinated run risk on stable value claims

holding all else the same. This is because tokenization enables the ability to transfer and

trade the underlying values without the full control of the token issuer. Trading generates

a secondary market price, which provides an observable signal, rendering the issuer more

susceptible to runs.4 Transfers also can be observed if the ledger is public. The revelation of

information through observable public signals can cause "overreaction" in financial markets

and encourage market participants to coordinate a run in global games (Morris & Shin, 2001).

That is, if token holders observe large secondary market price declines or large redemption

volumes, they might also sell or redeem the token without regard to the fundamentals of the

asset backing, as their belief in the stability of the tokens depends on the belief of others.

In addition to price information revelation, transparency on collateral assets by stablecoin

issuers can also have ambiguous effects on run risks, notably with the potential to heighten

run risks if the holders’ priors about reserve quality or at par convertibility are low (Ahmed,

Aldasoro, & Duley, 2024).

This heightened likelihood for coordinated runs requires a differentiated approach to

managing financial risks relative to traditional banks. For instance, fiat-backed stablecoins

typically hold highly liquid assets, with minimum maturity mismatch and relatively little

credit exposure compared to banks precisely because of the heightened risk of runs. As such,

a stablecoin’s capital buffers for financial loss absorbency is also less than those of banks

given the resilience of the pool of assets that is segregated for the benefit of token holders.

For tokenized deposits with traditional loans and fractional reserve backings, tokenization

likely raises the run risk for the reasons discussed above, and therefore the capital needed for

tokenized deposit is likely more than that of traditional deposits even if the asset backings

for the two forms of deposits are the same. By their very nature, tokenized deposits import

the inherent asset-liability mismatch in a bank’s balance sheet, and as such they may also

require the application of similar capital and solvency regimes.
4Trading can occur even absent centralized or decentralized exchanges through over-the-counter means.
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Second, aside from financial risks, tokenization and the use of distributed ledgers also in-

troduces additional risk considerations with technology, infrastructure and operations. These

non-financial risks have been highlighted in regulatory public consultations and proposals.5

Additionally, the adoption of advanced cryptography, permanent record keeping, and trace-

able transactions can also reduce certain security and compliance risks.6 The challenges

with assessing capital on these risks, broadly termed "operational risks" in the traditional

banking terminology, are that there is both a lack of sufficient historical data on operational

losses and considerable dependency on the technology choices. In a context with rapidly

evolving and constantly upgrading infrastructure, technological choices on the part of the

issuer likely has a sizable impact on the loss absorbency capital that might be needed.

For these two key reasons above as well as the distinction from bank liquidity and credit

transformation activities, we eschew a direct application of Basel standards in favor of design-

ing of a capital framework that uniquely captures risks to stable value tokens.7 Specifically,

we call out comparisons of this framework against the fixed percentage capital framework

such as those under the Markets in Crypto-Assets Regulation framework introduced by the

European Union and also the framework proposed by the U.K. Financial Conduct Author-

ities. To be clear, our suggested risk-based framework can result in capital that is either

lower or higher than the fixed ratio proposals. The difference is in the aim of TCAF to not

only assess capital but also to provide a method for managing and rationing risks.

We note that a fixed ratio approach in stablecoin capital treatment would ignore impor-

tant lessons learned from known problems in past banking regulations. Historically, early

designs of bank capital were based on a fixed ratio approach. Specifically, the FDIC origi-

nally defined capital adequacy as having a ratio of better than one-tenth capital to total asset

in 1939 (Haubrich, 2020), but this fixed ratio approach was not officially implemented by

U.S. banking regulators until 1981 with the introduction of the leverage ratio, an unweighted
5Basel Committee on Banking Supervision (2022), Financial Conduct Authority (2023), European Par-

liament and the Council of the European Union (2023),Bank of England (2023)
6For a survey, see Singh and Singh (2016).
7For an example of a direct Basel capital implementation, see Catalini and Shah (2021).
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equity to total asset ratio. The problem with a fixed ratio approach is that it incentivizes

risk-taking by banks through asset substitution.8 That is, banks will choose to hold riskier

assets for the same amount of capital, as observed after the introduction of leverage ratio in

1981(Davison, 1997; Wall, 1989). Basel I attempted to address issues with risk-insensitivity

by introducing the risk-weighted assets with the primary focus on loans and credit risk.

However, the risk-weights are imprecise and can still lead to excess risk-taking even for as-

sets with zero risk-weighting (for instance, long-duration Treasury securities have significant

interest rate risk but have zero risk-weight) or through off-balance sheet exposures such as

derivatives. Basel II introduced the internal rating method for larger banking institutions

that relies on internal models. The problem, however, is that these models eventually be-

came so complicated and had to be calculated ex-post by large risk departments, rendering

it ineffective in being used to proactively ration and manage risks in the first place. This

led to further reforms after 2008, including the introduction of stress testing for the largest

banks.

TCAF is a framework that emphasizes risk-sensitivity over fixed ratios. Starting from

the principles of stress testing against the most adverse scenarios, this framework assesses

the risks associated with market value changes, credit exposure, as well as with technology,

infrastructure and operations. For market risks, it applies an extreme loss scenario approach

that also takes into consideration the market price impact from the liquidation of the asset

portfolio. The credit exposures are assessed also using a similar framework of stressing the

portfolio against the worst case credit outcomes. Finally, technology, infrastructure, and

operational risks are assessed through a value-at-risk approach on different risk scenarios

with significant input and feedback from key stakeholders within the token issuing firm. The

value-at-risk assessment introduces both accountability and iterative risk-rationing to key

decision makers that have significant influence over non-financial risk outcomes.
8For stable value tokens, the equivalent form of risk substitution might reside in non-financial risks, such

as technology choices, even if asset quality and liquidity requirements are in place.
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The output of TCAF is a dollar capital amount that scales non-linearly with balance

sheet size or token circulation. This is mainly because non-financial risks, which are inher-

ently less tied to balance sheet exposures, make up a significant part of the overall capital

need. Upfront investments and on-going choices over technology and infrastructure, such

as the type and number of blockchains on which tokens are deployed, the smart contract

parameters governing speed and size limits, and the extensiveness of compliance checks, are

all variables that have significant impact on risk outcomes but do not necessarily scale with

token circulation or balance sheet size. The choice set for asset backings, at least for fiat-

backed stablecoins, is relatively narrow and typically limited to instruments that are of high

quality and liquid, such as short-term T-bills and Treasury reverse repo contracts.9 As such,

the financial risk component that scales with balance sheet can be relatively small. Together,

these two components translate into a capital outcome that is more fixed dollar-based rather

than ratio-based.

A key contribution of this framework is to more accurately catalog, assess, and ration

operational risks. The focus on stakeholder inputs creates both more accountability for

those who are making operational and technology decisions and a stronger feedback loop be-

tween technology choices and capital requirements. This type of model can be more broadly

adopted by traditional financial intermediaries beyond the focus on tokenized assets, as oper-

ational risks, especially relating to cyber security, become increasingly important for financial

institutions even without considering the adoption of distributed ledger technologies.

The paper proceeds as follows. Section 2 provides background on capital and balance

sheet structure. Section 3 lays out the proposed capital framework in detail. This is followed

by application examples and discussion in Section 4 before concluding.
9For an in-depth discussion of fiat-backed stablecoin asset quality and liquidity, see, for instance, Liao

and Caramichael (2022). Not all fiat-backed stablecoins are backed by short-term, high-quality, liquid in-
struments. See, for instance, Griffin and Shams (2020) for discussions on USDT.
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2 Balance sheet structure

In the traditional banking context, capital generally refers to shareholder equity used to

absorb losses, ensuring that non-equity creditors, such as depositors, are repaid in full before

equity holders. Capital typically encompasses common equity, retained earnings, preferred

equity, and subordinated debt, which can absorb losses before any losses affect depositors and

senior unsecured creditors. It is a common misconception to consider capital as additional

asset holdings, though it is related since changes in the level of shareholder equity necessitate

equivalent changes on the asset side of the balance sheet due to double entry accounting.10

As it is on the liability side of the balance sheet, capital works in tandem with reserve

and liquidity requirements on the balance sheet assets but a capital standard by itself does

not dictate reserve holdings. Though stable value tokens should ideally hold liquid assets

as reserve, this paper focuses primarily on establishing a risk-sensitive capital standard that

takes into consideration the different types of asset holdings. By setting a requisite capital

requirement dependent on the portfolio of asset holding, the framework creates a feedback

loop that incentivizes upgrading of reserve liquidity and quality. Indeed, some fiat-backed

stablecoins have liquidity that surpasses those typical of banks by wide margins due to in

part considerations for a risk-sensitive capital standardLiao (2022).

Table 1 shows an archetypal balance sheet of a stable value token issuer. The balance

sheet is non-segregated or consolidated in that reserve assets and tokenized liabilities appear

together with corporate balance sheet items. We broadly equate capital to equity in this

stylized balance sheet, though the two have some subtle differences– for instance certain

subordinated debt and hybrid instruments such as contingent convertibles can be consid-

ered part of the capital despite not being equity. In fact, research on money market funds

specifically calls out the usage of subordinated debt as a form of capital to generate financial

stability benefits (Hanson, Scharfstein, & Sunderam, 2015).
10See Admati and Hellwig (2024) for discussions on the common misconceptions on capital.
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Table 1: Non-segregated Balance Sheet Structure

Assets Liabilities + Equity
Token reserve assets Tokenized Liabilities
Corporate assets Corporate Liabilities

Equity capital

Table 2: Segregated Balance Sheet Structure

Issuer balance sheet
Assets Liabilities + Equity

Corporate assets Corporate liabilities
Equity capital

Segregated reserve balance sheet
Assets Liabilities + Equity

Token reserve assets Tokenized liabilities
Reserve capital

In cases where there is significant activity beyond the issuance and management of tokens,

it may be safer from a micro-prudential perspective to separate token issuance and reserving

activities into a distinct balance sheet. This approach is illustrated in Table 2, which displays

the issuer’s balance sheets in a segregated structure. In this structure, the balance sheet for

the reserve (on the right) maintains its own reserve capital to protect against losses in reserve

assets. These token reserve assets are held for the benefit of ("FBO") the token holders and

are not considered assets of the issuer. The issuer’s main corporate balance sheet (on the

left) includes equity capital, which may provide an additional safeguard against operational

risks not directly related to financial risks on reserve assets. This method of segregating

balance sheets is commonly employed by financial institutions that offer custodial services.

While the segregated balance sheet structure is structurally safer, its use has been con-

troversial. Specifically, the U.S. Securities and Exchange Commission has recommended the

non-segregated balance sheet approach in its Staff Accounting Bulletin 121 Securities and

Exchange Commission (2022). Further regulatory clarity is needed on the treatment of FBO

accounts in its application to tokenized assets.
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3 Capital Framework

The capital framework presented in this paper aims to capture risk-based extreme loss for

stable value tokens involving novel technology infrastructure risks. This framework largely

rests on the principles of 1) incentivizing pro-active and continuous improvements in the risk

management practices throughout the product design and development cycle in addition to

day-to-day operations, 2) introducing accountability to risk owners through their choices and

inputs into the risk assessment process, 3) provisioning sufficient loss absorbency for "going

concerns" to ensure the continuity of operations, and 4) shielding regulatory authorities

and the public sector from spillover risks, while enhancing consumer protection and trust in

prudential frameworks for regulated stable value tokens.

The risk-based framework focuses the capital assessment toward identifying, quantifying,

and rationing current and emerging risks. The risks associated with new innovations in both

financial structure and technological choices are not fixed. These risks do not necessarily

scale linearly with balance sheet size, nor do they scale linearly with the size and complexity

of tech infrastructure, e.g. deployment on the number and types of blockchains with varying

length of operating history and technical specifics. There are also inherent advantages from

leveraging open technological infrastructure in financial services, including cyber resilience,

addressing technological obsolescence, as well as avoiding potential single sources of failure

observed in closed or proprietary systems. Therefore, it is important to evaluate the risks

of tokenized liabilities based on a risk-sensitive framework and avoid setting a fixed capital

ratio, which are common with traditional banks that typically face far fewer selection choices

over their technology infrastructure.

This framework further emphasizes accountability on the technology choices through the

necessary model inputs on non-financial risk assessment. Technology choices in the realms of

digital currency and distributed ledgers are not straightforward and do not necessarily have

a best practice or agreed upon approach. The process of choosing technologies, managing

private keys, and setting risk limits involves numerous trade-offs due to the absence of
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universally accepted standards or best practices. By requiring stakeholders to supply their

best estimates for model inputs for non-financial risk assessments, the framework ensures

accountability in decisions regarding technology and infrastructure. Moreover, it necessitates

a detailed recording and quantification of operational risks, which might not be as evident

without such a structured approach. This approach, moreover, builds a dynamic and risk-

adjusted regulatory approach with prudential and market regulators.

The focus on "going concerns" rather than "gone concerns" is important in utilizing cap-

ital buffers against adverse scenarios and instilling confidence in liability holders to prevent

run-like scenarios in the first instance, while limiting potential unfunded spillover effects to

prudential regulators, or worse, losses to token holders. This is in contrast with conventional

bank capital that is often focused on ex-post loss absorbency in the state that the business

is no longer viable, with capital often immobilized for use against buffering losses when the

firm is still in operation. This ’going concern’ focus also promotes a forward-looking per-

spective on risk minimization, rather than passively quantifying backward-looking histories

that might have less relevance to future losses.

The dynamic, transparent, and always-on nature of stable value tokens and digital asset

markets more generally necessitates a dynamic, closer to real-time capital and risk man-

agement model. Whereas bank risk can often be managed on a backward looking basis,

potential run risks or losses of confidence in digital assets require different levels of vigilance,

liquidity and capital to address the dynamic nature of these novel markets. Herein, the

aim of ensuring the "going concern" status of the token issuer, especially during periods of

duress, market or systemic risk, or in more systemic run scenarios, is the best way of ensuring

all token holders are able to redeem at par, while avoiding unnecessary or unfunded public

sector or banking sector spillover effects.

Table 3 provides a comparison of key features for common capital frameworks. His-

torically, capital regulations in the U.S. have varied as a dollar fixed amount, as a ratio
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Table 3: Comparison of Capital Frameworks and Their Key Features

Framework Risk-sensitive Forward-looking Incentivizes risk ra-
tioning & proactive
management

Fixed amount Not risk sensitive No No
Fixed ratio Minimum. Sensitive to bal-

ance sheet size only
No No

Business line vol-
ume/historical
loss

Limited. Assumes strong
auto-correlation and does
not differentiate between
technologies

No Limited. Past losses
influence behavior
shifts.

Risk-based fu-
ture loss

Yes. Sensitive to inputs &
periodic re-evaluations

Yes Yes. Capital costs di-
rectly factor into busi-
ness decisions that im-
pact risks

relative to deposits, as a ratio relative to assets, and as a ratio to risk-weighted assets.11 It is

well-known that a capital requirement based on a simple ratio that is not risk sensitive can

encourage banks to take on more risk in their portfolios, creating a distorted incentive for

asset substitution (Kim & Santomero, 1988). Historically, implementation of a simple ratio-

based regulatory approach in 1981 has led to more bank risk taking through the reshuffling

of their portfolio assets (Davison, 1997; Koehn & Santomero, 1980; Wall, 1989).

Relative to other alternatives, the risk-based approach is the most supportive of proactive

risk management. As with most economic decisions, it is the marginal rather than the

aggregate value that influences decision making. To incentivize the desired behavior of

proactive risk management, marginal capital for each incremental amount of risk influences

the choices of issuers much more so than an aggregated capital amount or a ratio.

We advise against implementing multiple constraints, such as employing a fixed ratio-

based method as a supplementary measure to a risk-sensitive framework. The rationale is

that multiple constraints likely would result in the fixed ratio becoming the dominant one,

consequently undermining the incentives for issuers to manage risks proactively. Research

in the banking context has also demonstrated that imposing several minimum equity capital
11For a historical perspective on capital implementation, see Haubrich (2020).
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requirements can lead to distortions, where banks engaged in identical activities are subject

to different binding constraints (Greenwood, Stein, Hanson, & Sunderam, 2017). The current

dominant paradigm in banking regulation exemplifies the problems with combining risk-

sensitive with risk non-sensitive frameworks. The supplementary leverage ratio, a fixed

ratio, initially designed as a backstop to risk-weighted ratios after the Global Financial

Crisis has become a binding constraint to large banks, and this constraint had led to asset

substitution that reduced the banks’ holdings and market makings of the comparably safe

Treasury securities in favor of riskier, more profitable assets (Duffie, 2017, 2018).

Compared to fixed ratio, fixed amount, and historical loss models, the risk-based future

loss models are more attuned to potential risks and adopt a forward-thinking approach. This

model facilitates the early detection and assessment of potential risk scenarios. It calculates

capital costs based on specific factors, enabling targeted risk management strategies. The

model incorporates both quantitative and qualitative data, requiring inputs from various

stakeholders within the issuing organization. This collaborative input collection underscores

the importance of accountability, crucial for accurately estimating significant losses and

managing risks effectively. In section 4, we assess the performance of this model relative to

other capital frameworks.

The model

In devising this capital risk model, we emphasize the following five goals:12

1. Provide "going concern" and "gone concern" loss absorbency.

2. Complement supervisory interventions on operational risk.

3. Be as simple as possible, yet realistic to reflect complexities of real-world tail risks.

4. Provide comparability across institutions and jurisdictions.

5. Provide incentives to minimize and mitigate negative externalities from risk events.
12These principals are adapted from Sands, Liao, and Ma (2018)
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This risk-based loss capital model categorizes losses into two types: financial, which

includes market and credit risks, and non-financial, which includes technology, infrastructure,

and operations (TIO) risks. For tokenized versions of traditional bank deposits, the model

can be partially adopted to address TIO risks while using the existing bank capital framework

for financial risks. This approach recognizes that bank balance sheets are typically more

complex than those of stablecoin issuers. Unlike segregated stable value tokens, holders of

deposit tokens bear the full risk associated with the bankâs balance sheet.

In the segregated balance sheet structure illustrated in Table 2, we differentiate between

capital allocated for financial risks and that for non-financial risks. Capital intended to mit-

igate financial risks is allocated to the segregated reserve balance sheet. This allocation is

crucial as it serves as a buffer against the volatility in the values of asset portfolios. More-

over, maintaining transparency about this capital is essential to ensure public confidence,

especially for token holders, when the composition of assets is disclosed. On the other hand,

capital set aside for non-financial risks is recorded on the issuer’s balance sheet. These non-

financial risks typically arise at the issuer level. Non-financial risk capital are designed to

provide a safety net against TIO losses that the issuer might incur also to ensure that the

Issuer can continue to provide the necessary services and support to manage the issuance

and redemption. This segregation ensures that different types of risks are addressed on the

appropriate balance sheets, reflecting their unique nature and origin.

We allow some level of correlation between the financial and non-financial risks but gen-

erally assume that the two types of risks are insufficiently correlated to be directly additive.

This view that financial and operational risks are generally uncorrelated has been a view

espoused by regulators and banks alike13.

Let capital for absorbing financial losses be denoted by κF and that of non-financial

(operational) losses be denoted by κO. Note importantly that both terms are expressed
13For instance, Federal Reserve Governor Christopher Waller stated in an interview, "... operational risk

bucket, which is mainly due to, like, lawsuits, cyberfraud. Those are things that don’t typically occur at
the same time as a financial meltdown due to a macroeconomic shock, so they’re not correlated with market
risk, trading risk ..." (Waller, 2023).
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in dollar amounts rather than as a ratio to account for the non-linear scaling with the

size of liabilities or assets. Total capital κT is a combination of κF and κO as a function

that is increasing in each input. That is, κT = f(κF , κO) with a function f(·) such that

f(x′, y) ≥ f(x, y) if x′ > x without loss of generality. One particular functional form

assuming some correlation between financial and non-financial risks is

κT = max (κF , κO) + ωmin (κF , κO) , (1)

where ω ∈ [0, 1] indicates the degree of overlap between the two losses. If there is minimum

correlation, that is ω = 0, the combination function collapses into

κT = max (κF , κO) . (2)

We take Equation 1 as our baseline function to combine financial and non-financial losses

due to its relative simplicity and flexibility for incorporating risk overlaps through the pa-

rameter ω. We leave the determination of this parameter to risk managers and/or regulators.

3.1 Financial risks

Capital for financial risks, denoted as κF , comprises provisions against market and credit

risk exposures, which we denote as κF,M and κF,C respectively. We assume conservatively

that market and credit risks have 100% correlation, i.e.

κF = κF,M + κF,C . (3)

This assumption is typical in most capital frameworks since a high degree of spillover between

market events and credit quality of institutions is possible.
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3.1.1 Market risk

κF,M denotes the capital buffer against losses due to market risks, which protect against

fluctuations in the value of the portfolio of marketable securities. For fiat-backed stablecoins,

the portfolio is primarily composed of short-term Treasury bills and Treasurys held pursuant

to short-term repurchase agreements. Despite the short maturity and relative liquid nature

of the backing-assets, small amount of market risks exists for even Treasury bills. Debt

ceiling impasses and unexpected increases in short-term rates are possible drivers of mark-

to-market losses in Treasury-bills, even though the very short duration ensures a quick pull

to par as the bills matures.

Typical market risk management frameworks apply portfolio-level stress testing for mark-

to-market losses, such as through a Value-at-Risk (VaR) model. Practically, TCAF takes

a more conservative and simple approach by shocking the portfolio of assets with extreme

historical loss scenarios.

In the case of fiat-backed stablecoins, we consider an extreme scenario that includes

sudden increases in yield. We measure this using the impact of a loss over a single day as

our standard. However, we can also conduct stress tests for losses extending over several

days. This approach is based on the assumption that, following a loss event, the duration of

the portfolio can be rapidly and effectively shortened by shifting assets into shorter-maturity

bills, overnight reverse repos, or demand deposits.

As an example, assuming a maximum duration of 3 months for asset backings and ap-

plying the largest historical single-day rate jump of 134 basis points (on May 4, 1981), we

obtain an extreme mark-to-market loss of around 34 basis points on the portfolio. If instead

the asset backing has an average duration of two weeks, then the mark-to-market loss would

only be around 5 basis points. This type of risk-based market stress-testing and capital

assessment help issuers to manage duration risk exposures within reasonable bounds.

Generalizing this approach, we can apply similar extreme market stress testing standards

to other stable value token backings, including deposit tokens, crypto-backed stablecoins and
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synthetic or algorithmic crypto dollars. Given a set of historical portfolio (simple) returns

{r1, r2, ..., rt}, we identify the most extreme historical loss, LM,min = min{r1, r2, ..., rt}, where

ri is the portfolio return in period i14, and it is calculated as the weighted return of individual

assets.

As some of the backing instruments are not as liquid as T-bills, we additionally apply

a liquidation price impact factor δp ≤ 0, measured as simple return, e.g. p1/p0 − 1, on the

overall portfolio’s market exposure eM . This portfolio aggregate liquidity price impact can

be further decomposed into that of individual assets. That is, δp =
∑

iwiδi, for different

individual portfolio asset holding i with weight wi and liquidation price impact δi. δi can

be estimated through financial econometric techniques relating to order flow impact, e.g.

Hasbrouck (1995). Section 4 shows an example of this estimation.

Combining the extreme loss component with the liquidation price impact component,

both expressed as returns, we arrive at the overall capital for market risks,

κF,M = − (LM,min + δp) eM . (4)

δp can be large for certain crypto asset backings or algo-stablecoins. For instance, in the

case of the Luna token that backed the algo-stablecoin Terra, δi likely approached −100%

since the redemption demand in Terra caused Luna to effectively loose all of its value.15 For

synthetic stablecoins composed of long-short positions, e.g. long ETH and short perpetuals

on ETH, it might be appropriate to calculate the price impact on individual instruments

trading in opposite directions, i.e. basis risk blowing out.
14The length of the period depends on the context. For fiat-backed stablecoins, it might be appropriate

to select single day or multi-day returns as the baseline, whereas for crypto-backed stablecoins with smart
contract based liquidation, it might be appropriate to select shorter time periods to reflect the immediacy
of liquidation.

15Hence, the price impact in simple return for a total loss of backing asset value is p1/p0−1 = 0/p0−1 = −1.
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3.1.2 Credit risk

Credit risks are introduced by bank counterparties that tokenized cash issuers utilize in

reserving and settling a portion of the asset backings as uninsured deposits. Issuers without

direct access to fiat settlement rails and central bank account have to utilize banks for

access to traditional settlement rails in fulfilling issuance and redemption demands against

fiat. Exposure to bank credit risk is unavoidable without direct central bank settlement

system access as issuers need to set aside enough same-day liquidity for timely redemption.

Therefore, there is an inherent trade off between credit risk and liquidity risk that issuers

have to manage. Furthermore, regulations in some jurisdictions require a minimum level of

credit exposure. For instance, the Markets in Crypto Assets (MiCA) regulation, a set of

European Union rules mandates a 30% minimum of asset backing for e-money tokens to be

held with credit institutions.16 Credit risks can also exist in some backing assets, such as

commercial papers, that were historically used by stablecoins.

We determined the buffer for credit losses, κF,M , through a probabilistic approach. De-

noting the total losses due to credit risk as the random variable, LC , we sum across credit

exposures to different depository institutions, each with deposit loss represented by LC,i.

LC =
∑
i

LC,i, (5)

where

LC,i = ιieiDi (6)

Bank i’s loss amount, LC,i reflects the realization of a loss event resulting in the bank’s

uninsured deposit becoming frozen (in addition to the bank entering into receivership). We

denote the haircut ratio given to frozen deposits as ιi, the dollar exposure of the issuer to
16The MiCA asset backing requirements for e-money tokens are an upgrade relative to existing e-money

in Europe rules but a downgrade relative to existing practices by most fiat-backed stablecoin issuers that
aim to reduce credit exposure to depository institutions.
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bank i as ei, and let Di be a Bernoulli random variable with probability pi of occurring,

reflecting the occurrence of loss event.

For practical calibration, pi is derived from traded credit instruments, e.g. as reflected

from the credit spread of bank i, or calculated from a Merton model.17 ιi is haircut for

deposits as priced by the secondary market, and typically can be assumed to be zero for

Global Systemically Important Banks (G-SIBs) due to their resolution regime that includes

living wills and orderly wind downs. For banks in tiers below GSIBs, ιi can range from 0.2 to

0.4 when the banks are under severe distress and face possible deposit withdrawal suspension.

ei is the dollar amount of deposit held by the issuer in the bank i minus deposit insurance

from FDIC or alternative insurance arrangements. These alternative insurance arrangements

could be private insurers with sufficient backing for their underwriting or insurance pools

among issuers as suggested by Carapella (2024).

We determine excess reserve buffers due to credit risk as a function, g(·), of the random

variable LC . That is

κF,C = g(LC), (7)

where g(·) can be the expectation function if bank exposures are sufficiently diversified

or a percentile function if adopting a VaR approach (e.g. 99.9% of LC) 18. In the most

conservative case in which deposit freezes across all bank exposures simultaneously all at

once, g(·) = max(·), and κF,C =
∑

i ιiei. We take this conservative case as a baseline when

there are insufficient diversification of uninsured bank deposit holdings for the issuer.
17Merton model assumes that debt is akin to a short put option. That is pi = N(−d2), where N is the

CDF and d2 = ln(V/D)+(r−σ2/2)T

σ
√
T

for asset value V , debt face value D, risk-free rate r, time to maturity T ,
and asset volatility σ. Bloomberg provides such estimates readily for different banks.

18For the VaR approach, κF,C = min {x | P (LC > x) ≤ 1− α}, where α is the confidence level and P is
the probability function.
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3.2 Technology, infrastructure, and operational risks

We present a model for operational risk loss estimation that balances between the require-

ment for data-input and the ability to capture sufficient complexity from tail risk events and

loss severity. Such a balance is needed in a setting with limited data on operational losses

without resorting to over-reliance on few subjective inputs. Furthermore, the model output

delivers sufficient intuition for not only the provisioning of capital but also diagnosing key

sets of risk event scenarios for improving technological and operational resilience.

This model for operational risk employs the Value at Risk concept to estimate severe

losses in rare tail events. VaR models are commonly used by risk professionals and reg-

ulatory bodies. This model relies on a joint fitting for loss severity, as captured through

’loss threshold’, and the corresponding frequency of losses as pairs of inputs.19 The ’loss

threshold’ refers to a value of losses, above which we would not expect the loss amount to

exceed with a probability that is higher than those established by a specific confidence level.

For instance, a 99% confidence level VaR is the threshold value such that the loss amount

from a risk event will not surpass with probability greater than 1%. This confidence level

corresponds to a loss event that occurs with one out of a hundred chance in a given period,

typically on an annual basis.

Formally defined, given a confidence level α and random variable LO representing the

total operational loss amount, the Value-at-Risk (VaR) at the confidence level α ∈ (0, 1)

is given by the threshold value l such that the probability that the loss LO exceeds l is no

greater than (1− α):

V aRα(LO) = min l|P[LO > l] ≤ 1− α. (8)
19More complex and frequently used models of operational risk fit the frequency distribution and severity

distribution separately. For instance, see Basel Committee on Banking Supervision (2015); Curti and Migueis
(2017); De Fontnouvelle, Jesus-Rueff, Jordan, Rosengren, et al. (2003). These models however require more
data input and calibration, and therefore cannot be appropriately applied.
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V aRα(LO) corresponds to the α-quantile of the distribution function of LO. That is,

given a cumulative distribution function (CDF) FLO
for the random variable LO, V aRα(LO)

is given by the inverse CDF, V aRα(LO) = F−1
LO

(α). Typical capital provision is set at the

99.9% annual VaR, representing a 0.1% chance that loss will exceed this value in any given

year.

The total operational loss amount LO is a summation of losses from risk event of different

types represented by the random variable Λi for event type i,

LO =
∑
i

Λi. (9)

These operational event types range from technology or security failures that may lead to

unauthorized issuance unique in the blockchain context, to failures of reconciliations and

illicit financial transactions that have counterparts in the traditional banking context. Ap-

pendix Table A1 shows a common set of risk categories for illustration of possible operational

loss events Λi.

We assume Λi is distributed as lognormal, a fat-tailed distribution that is commonly

used in tail-risk loss estimation.20 Each Λi is parameterized by the lognormal mean, µ, and

variance σ2. These parameters are estimated based on event scenario inputs from subject

matter experts. Specifically, the subject matter experts provide the size λ and associated

frequency ν of typical, severe, and extreme loss amounts associated with each event type i,

denoted by λi(ν). That is, there are three loss severity amounts and correspondingly three

frequencies. For instance, ν = 1/3, for a typical one-in-three chance loss in any given year

with corresponding dollar loss amount of λi(1/3). Similarly, for severe loss, e.g. ν = 1/10,

and extreme loss, e.g. ν = 1/30. These frequencies are in the typical time scale of one’s

typical professional and industry span (e.g. less than 30 years), which is much shorter than

tail losses that are rare in occurrences, e.g. once in 1,000 chance events, that are more
20Rare event losses can be generalized through Extreme Value Theorem (EVT). See discussion on EVT

and other common fat-tailed distributions in Basel Committee on Banking Supervision (2015); Embrechts,
Furrer, and Kaufmann (2003).
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difficult to provide subjective judgements on. These inputs are informed and augmented by

external data and observed events in the industry.

The model fit is achieved through the minimization of least square difference between the

subject matter expert inputs and model output. That is, for risk event type i, the parameters

µi and σi are estimated by

argmin
µi,σi

∑
ν

(F−1
µi,σi

(1− ν)− λi(ν))
2, (10)

where F−1
µi,σi

is the inverse lognormal CDF with mean of µi and variance of σ2
i .

The overall operational event loss amount LO is then simulated as a multivariate lognor-

mal distribution with a correlation matrix specifying the structure between different event

types based on expert judgment and data validation.2122 Alternatively, we can also calculate

LO by aggregating univariate lognormal distributions through Cholesky decomposition with

the same correlation matrix and arrive at the same result. The VaR at the 99.9% is given

by the sample quantile as expressed in Equation 8. In this simplified model, capital buffer

for operational risks is given as this VaR estimate at the 99.9% confidence level. That is,

κO = V aR0.999(LO). (11)

While this formulation works for a wide range of risk scenarios and operational losses,

we note that certain components of risk scenario losses are likely to be capped while other

components are likely uncapped in dollar amounts. For instance, additional staffing costs

to address identified shortcomings after the occurrence of a loss event are likely capped.

Similarly, legal costs are generally a capped amount. In contrast, restitution and compensa-

tion costs for certain catastrophic failures such as unauthorized minting are more likely to
21We apply 1,000,000 simulations. Increasing the number of draws does not materially affect the estimates.
22The correlation matrix is obtained through expert input as well as data from prior operational loss events

in the banking context. For instance, Cope and Antonini (2008) reported correlation estimates from a large
data set of banking operational losses and found that quarterly aggregate losses at the business line or event
type level are low, usually not exceeding 0.2. See also Abdymomunov and Ergen (2017).
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scale proportionally with the size of the token supply and therefore uncapped in fixed dollar

amount. To capture this difference between different subcomponents of losses, we introduce

an addendum to the above construct in the following subsection.

Size-invariant loss amounts

As some of the risk scenario losses scale with token supply size (e.g. restitution costs on

unauthorized minting) while others are invariant to both supply and the severity of events

beyond a certain loss amount (e.g. additional staffing costs), we separate loss amounts from

each scenario type i as either uncapped losses, Λi, or capped loss, Λi. Correspondingly,

these two categories of loss events aggregate to total uncapped loss LO and capped loss LO

following Equation 9.

For a capped loss estimate, we modify the distribution fitting procedure to account for a

maximum loss amount χi provided by the subject matter experts. We first fit a lognormal

distribution according to Equation 10 for each loss event type i. We then cap the distribution

at χi and rescale the probability density function so that the probability integrates to unity.

This capping of event losses reflects the fact that certain subcomponents of losses have a

maximum cap that is invariant to the event severity and token supply size.

After the estimation of VaR for the capped and uncapped losses separately (by applying

Equations 8), we then take the sum of the two VaR estimates to arrive at the total operational

risk capital.23 This procedure adds a size-invariant loss amount to Equation 11.

κO = V aR0.999(LO) + V aR0.999(LO) (12)

The choice of a direct summation for the two VaR values assumes conservatively a 100%

correlation between the capped and uncapped losses. The resultant κO is an amount that
23Uncapped losses do not necessarily have to scale linearly with balance sheet size. Non-linear scaling

volatility models such as CEV or SABR model could also allow additional degrees of freedom but require
more data calibration and model inputs.
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do not necessarily scale linearly with the severity of risk event or overall circulation of the

token.

3.3 Minimum Viability and Post-Stress Resolution Capital

A minimum viability capital buffer can be added to the risk-based loss absorbency capital

to preserve market confidence in the issuer’s ability to remain a going concern following

a severe stress event. This post-stress capital helps further bolster the financial resiliency

of the issuer. Minimum viability capital should cover the cost of on-going operations until

either the issuer either recovers from the stress event or winds down in an orderly manner.

This minimum viability capital should be tied to the issuer’s cost of operations for at least

three months in the going-concern state.

In the post-stress state, we advise that the focus should be on replenishing and rebuilding

dollars of equity capital rather than maintaining capital ratio. This view is articulated and

supported theoretically from Greenwood et al. (2017). We also emphasize a dynamic view

of capital that recognizes future profits as a source of capital, as recommended by Sarin and

Summers (2016).

In the resolution state, an appropriate amount of resolution capital is needed for the token

issuer to fully resolve itself and make the token holders whole on their claims to the reserve

assets. The cost of resolution depends on the complexity of the issuer, which blockchains

the tokens are deployed on, the size of circulation, the number of token holders, along with

other variables that are highly dependent on the issuer. Again, tying this resolution fund

to the expected operational expenses of the issuer in the resolution state, e.g. the core

operational expense, is the most practical and transparent approach. The goal is to reduce

negative externalities imposed on society as well as on prudential authorities lacking technical

proficiency that could plausibly take over an issuer in a receivership scenario.
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4 Applications and Discussions

In this section, we discuss how this framework would have assessed capital for different sta-

blecoins historically during periods of stress. Instead of calculating the total capital required

under each scenario, we focus on the most relevant portion of the capital assessment, i.e.

market, credit, or operational risks, to provide a lower bound of capital needs. This selec-

tive focus allows us to apply the methodology to the most salient issues for each stablecoin

during each historical stress scenario without collecting all data that are necessary for the

total capital assessment.

USDC, DAI during Silicon Valley Bank fallout

On March 10, 2023, Silicon Valley Bank (SVB) went into receivership soon after suffering

from a loss of confidence and large deposit outflows relating to losses on its hold-to-maturity

portfolio. Circle, the issuer of USDC, held $3.3 billion (or around 8%) of its over $40 billion

total reserve assets at SVB as uninsured deposits. Based on the TCAF framework, the

capital required at the time to support USDC associated with its credit risk exposure to

SVB would be determined by the product of the deposit exposure eSV B and the deposit

haircut ratio ιSV B. Since the recovery value of the SVB deposits before the announcement

of government intervention on Sunday March 12 was priced around 70-80 cents on the dollar

based on over-the-counter indicative pricing, we can set ιSV B = 0.25. Additionally, Circle

disclosed that it had also around $1 billion held at Customers Bank and $5.4 billion held at

the GSIB Bank of New York Mellon24. Assuming that ιCustomers = 0.25 and ιBNYM = 0 (as

it is a GSIB), the capital need associated with bank credit exposure, κF,C , would have been

around $1.08 billion.

Demonstrating that Circle had sufficient capital in a public manner might have stemmed

panic selling of USDC in illiquid secondary markets. Indeed, when Circle reaffirmed its po-

sition to "stand behind USDC and cover any shortfall using corporate resources, involving
24https://twitter.com/jerallaire/status/1634650306234515460
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external capital if necessary" on Saturday March 11, ahead of the government bailout an-

nouncement the following day, secondary market pricing of USDC recovered from its low of

86 cents to 98 cents shortly after the Circle statement release. This episode demonstrates

the importance of having capital that is both sufficient in size to cover potential losses and

also publicly visible and credible.

Moreover, the imposition of TCAF prior to the SVB fallout would likely have prevented

the concentration of credit exposure by adding the extra cost of capital. That is, Circle would

likely not have held $4.3 billion of deposits at SVB and Customers Bank in aggregate if it had

been required to have at least $1.08 billion of capital available. This type of proactive risk

management and rationing through a risk-sensitive capital framework can be consequential

in affecting the long-term success of token issuers.

In contrast to the risk-sensitive TCAF, a risk-insensitive fixed ratio approach, such as a

2% capital requirement under MiCA, would have been ineffective in preventing risk concen-

tration or mitigating a secondary market sell-off during stress periods. A fixed ratio capital

framework does not differentiate the capital treatment for reserve assets held in T-bills, Trea-

sury reverse repos, and bank demand deposits. Moreover, it does not distinguish between

reserves held at GSIBs, DSIBs, or smaller regional banks. Consequently, the marginal capital

cost of holding reserves at a smaller regional bank would be the same as holding reserves in

a GSIB or in the form of T-bills.

Additionally, the accumulation of credit risks can be significantly higher under a fixed

ratio capital framework. For instance, MiCA requires a 2% fixed capital treatment and

mandates that at least 30% of reserves be held in credit institutions. If 30% of the reserves

are held exclusively with smaller banks as demand deposits, the potential credit loss under

the risk-sensitive calibration would be 7.5%.25 If all 30% of the required credit exposure are

held with a single bank, a 2% capital would be insufficient to mitigate against a secondary

market sell-off or redemption run. Thus, MiCAâs fixed capital treatment, combined with
2530% multiplied by ι of 0.25.
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minimum credit institution exposures, increases the risks of stable value tokens compared to

the risk-based approach.

During the SVB fallout, the crypto-backed stablecoin, Dai, suffered almost the same

level of secondary market dislocation relative to USD due to its fixed 1:1 exchange rate

against USDC. On March 10, 2023, Dai had a circulation of around $5.2 billion that was

overcollateralized by $6.8 billion of other crypto tokens, including around $2.5 billion of

USDC.26 At the time, the market equity, represented by the market cap of the MKR token

was around $764 million. Technically, the amount of overcollateralization and capital would

have been sufficient to backstop Dai. Dai’s price dislocation against USD persisted because

its numeraire asset was not the dollar, but rather USDC. The guarantee of a 1:1 exchange

rate against USDC by the protocol, i.e. in the primary market, translated into arbitrage

across all secondary markets to ensure that Dai remained pegged to USDC.

Crypto-backed stablecoins

Crypto-backed stablecoins such as Dai are over-collateralized in their reserves holdings of

crypto assets and further supported by the values of their governance tokens. Their con-

struct resembles that of a reverse repurchase agreement typically seen in traditional fixed

income. Additionally, some predominantly fiat-backed stablecoins such as Tether, also hold

certain amount of crypt asset backing along with precious metal, corporate bonds, and other

investments as of Q4 2023.27

The largest risk, aside from smart contract risks, to crypto-backed stablecoins is the

fluctuations in the market values of the collateral asset. Dai, for instance, in its original

construct is overcollateralized at 150% with Ether. This amount of over-collateralization is

generally believed to be sufficient since large sell-offs in Ether historically were less than 50%.

However, the market impact of liquidating large amounts of Ether would also contribute to
26https://defillama.com/protocol/makerdao
27Tether Operations Limited (2024)
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potential losses. That is, in TCAF terms, both LM,min the extreme loss and δp the liquidation

market impact are determinants of the capital buffer needed.

To calculate the market impact of a sudden liquidation of the reserve asset portfolio δp,

we apply a standard methodology that estimates Kyle (1985)’s lambda that measures the

price pressure of net order flows. We take inspiration from Hasbrouck (1995); Makarov and

Schoar (2020) and regress Ether returns on the signed net volume observed across major

crypto exchanges at the daily level. That is,

rt = λst + εt, (13)

where rt is the daily return of Ether, st is the signed volume across major crypto exchanges

in ETH versus dollar and stablecoin pairs, and λ measures the price pressure of aggregate

order flow.

We conduct this estimation with recent data from July 2023 to March 2024. This estima-

tion, as presented in Table A2, shows that each standard deviation change in the signed daily

aggregate volume in ETH pairs (about 20,000 ETH or $40mm-$80mm during this sample

period) has a price impact of around 88 basis points unrestricted on net order flow direc-

tion and 107 basis points conditional on days with net selling pressure.28 We use the price

impact from selling days as the baseline since large liquidation would result in net selling

order flows. This translates into roughly a price impact of about 1.8 basis point for every

$1mm of ETH in net daily selling order flow.29 This amount of price impact is about two

times smaller than earlier estimates of price impact on Bitcoin in 2017-2018 from Makarov

and Schoar (2020).30 This is expected as the crypto market is much more mature than the

earlier sample period. Relative to the FX market, however, the price impact on ETH is
28We do not include decentralized exchanges volume in this calculation, noting that decentralized exchange

volume during this sample period made up for less than 10% of the centralized exchange volume (Block,
2024).

2920,000 ETH at the average price of around $3000 is $60mm. Divide 107 basis points by this amount to
arrive at 1.8 basis point per million dollar of price impact.

30Makarov and Schoar (2020) finds a price impact of about 4% for a purchase of 10,000 bitcoins in the
2017-2018 period, or roughly 4 basis points per $1mm order flow at the daily level.
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about twenty times larger, which is also expected since the FX market is highly liquid with

around $7 trillion of transactions per day.31

Given this estimated price impact, a hypothetical liquidation of a ETH-backed stablecoin

with a total circulation of $1 billion would result in a 18% decline in the price of ETH in

a single day. Liquidation of the overcollateralized portion of ETH would lead to even more

market price impact. This estimate assumes, perhaps generously, that price impact can

be extrapolated linearly. However, it is likely that liquidity declines non-linearly, and the

actual price impact could be even larger in the event of a large liquidation. Therefore, δp ≤

−0.18. With the worst single-day return for ETH historically being -43%, observed on March

13, 2020,32, market risk could potentially eliminate the entire 50% overcollateralization.

Considering this, TCAF would recommend a market risk capital of at least 11% for the

hypothetical $1 billion ETH-backed stablecoin.33 In the event of under-collateralization, the

protocol’s governance token, MKR, would serve as equity.

Since its inception, the Dai stablecoin has transitioned from being solely backed by cryp-

tocurrency assets to also incorporating significant real-world assets, notably short-term Trea-

sury securities, into its collateral. To evaluate Dai’s current structure, which includes over-

collateralization and Treasury holdings, it is necessary to apply a consistent methodology for

estimating the price impact of each asset when aggregating the total portfolio for liquidation

impact and stress testing. Furthermore, the growing similarities in portfolio consrtuct be-

tween traditionally crypto-backed stablecoins, like Dai, and fiat-backed stablecoins, such as

USDC and Tether, highlight the importance of implementing risk-sensitive capital measures

to mitigate the risk of devaluation or failure of these stable value tokens.
31Berger, Chaboud, Chernenko, Howorka, and Wright (2008) find a price impact of 5.4 bps and 7 bps in

euro-dollar and dollar-yen markets for a $100 million trade.
32The worst single-day return since 2016 was around -43% on March 13, 2020 according to Coingecko.
33Maximum historical mark-to-market of -43% plus 18% price impact minus 50% overcollateralization.
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Algo-stablecoin: Terra and Luna

Despite TCAF not specifically designed for synthetic stablecoins, the broad concepts cap-

tured by TCAF are translatable to this context. The algo-stablecoin Terra USD (UST) that

collapsed spectacularly in May 2022 provides an example of how TCAF might be applied

to synthetic stablecoins. Terra USD, as a stablecoin with a peg to the dollar, was designed

to be fully backed by a second related token Luna, which was allowed to fluctuate in value.

Large redemption of Terra from the staking protocol involved in the Terra ecosystem led to

massive selling of Luna tokens and a run on both tokens.34

The central problem of Terra-Luna’s construct is that the reserve asset of the algo stable

token in this context was of poor quality and poor liquid, being the exact opposite of the

high quality liquid asset that is desirable for supporting stable liability claims. Luna is

a poor quality reserve asset because it is a highly speculative and volatile token with little

sustainable cash flow, and it is also particularly illiquid — liquidity completely dried up once

a run started to occur on Terra. By design, more Luna is minted when UST is redeemed.

The minting of additional Luna dilutes the equity holders and is meant to support the debt

holder (UST holder), therefore part of the reserve asset also serves as a special form of

equity. Table 4 shows a representation of Terra’s balance sheet that shows Luna serving

both as reserve asset and partly as equity. Once the market cap value of Luna drops below

that of Terra, the stablecoin becomes underbacked and equity effectively is wiped out.35

Table 4: Terra algo stablecoin balance sheet on May 7, 2022 36

Assets Liabilities + Equity
Luna held as reserve asset: $26.6 UST $18.8 B

Equity held in Luna: $7.8B

A direct projection of TCAF onto the Terra token construct would have raised red flags

on the token’s market risk exposure. For one, the historical extreme returns or value-at-risk
34For a detailed anatomy of this run, see Liu, Makarov, and Schoar (2023).
35Note that here we do not differentiate between market and book equity. This is an appropriate approxi-

mation since the value of Luna is mechanically tied to the creation and redemption of UST, and as such the
entirety of value for Luna in circulation is drawn up on to eventually offset losses in Terra.

29



of the reserve asset portfolio was substantial given the volatility of Luna. For instance, Luna

lost around 75% of its value in a drawdown during a short five day period in May 2021,

almost one year prior to its larger collapse. This implies that LM,min ≤ −0.75. Additionally,

the self-reinforcing nature of the token mechanism design – from the selling of Luna, to

the loss in confidence and redemption of UST, to additional minting of Luna that dilutes

equity that further deteriorates the confidence of Luna and Terra holders – guarantees that

that market impact of liquidating the reserve portfolio would have been high. Empirically,

δp ≈ −1, that is, the liquidation of the reserve portfolio all at once led to a value decline of

nearly 100%. Adding the two components together, the market risk capital κF,M alone under

TCAF would have been greater than 175% of the liability, or around $33 billion at the peak

of Terra on May 7, 2022 immediately before its collapse.37 In contrast, Luna’s total market

cap on that day was $26.6 billion, or an effective capital of only $7.8 billion, $25 billion

short of the minimum market risk capital that TCAF would have imposed. Generalizing

this calculation, TCAF would require that the ratio of Luna’s market cap value to UST’s

market cap to always remain above 2.75, a level that was only periodically achieved in Terra’s

history (see Appendix Figure A1).

Synthetic crypto dollars, USDe

Another type of crypto-backed stable value token does not rely on overcollateralization but

instead uses hedging instruments to protect against portfolio value fluctuations. This ap-

proach is similar to how banks use interest rate swaps to hedge against duration mismatches

between assets and liabilities.

USDe is an example of this type of stable value token.38 The token is backed by Lido-

staked ETH and hedged with ETH perpetual contracts on centralized exchanges. There are
37This is a naive application of Equation 4, recognizing that capital greater than 100% here is a result

of mechanically adding the extreme loss and portfolio liquidation price impact. Even though portfolio loss
cannot be greater than 100%, the extra buffer also cushions against the selling of the excess backing, which
also have poor quality and liquidity.

38See Ethena Labs (2024) for details.
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three main financial risks: 1) a basis risk between ETH and stETH, 2) a basis risk between

ETH and ETH perpetuals, and 3) counter party credit exposure.

Both types of basis risks can be measured using a worst-case stress test as with other

market risks. Even though both basis spreads have strong mean reversion, persistent de-

viation particularly during a period of negative funding rate on ETH perpetuals can raise

the risks of a run given the transparency in the pricing of these basis spreads. To avoid a

situation of suspension in resumptions or gates, token holders might preemptively run at

the first sign of perp funding rate turning negative or observed congestion for withdrawal in

Lido staked ETH. This is similar to worries about preemptive run with money market funds

that have been examined in the past (Cipriani, Martin, McCabe, & Parigi, 2014).

The counterparty credit exposure is another possible risk vector. Specifically, even if

collateral can be held at third-party custodians outside of the exchange, the risk is that

conditional on a counter party default, the issuer would lose the exposure to the short ETH

hedging contracts and might not be able to replace the short ETH exposure immediately.

This is a form of quanto risk that is well known in the foreign exchange context.39.

For calibrating a capital buffer, we focus on quanto risk exposure. Specifically, we ex-

amine the scenario of a major counterparty defaulting and triggering a market-wide sell-off,

using the historical example of FTX’s collapse in November 2022. On November 10, 2022,

ETH experienced a single-day decline of approximately 18%, following a 15% decline the

previous day. Replacing the short ETH perp exposure might have been challenging due to

uncertainties regarding the counterparty’s solvency and its true hedge exposure. FTX did

not file for Chapter 11 protection until November 11th, despite freezing customer assets on

November 9th and 10th. If the issuer had a quarter of its overall short ETH perp exposure

with FTX at that time, it would have suffered an 8% decline40 in asset portfolio value over

two days, potentially triggering a run. Additionally, the estimated price impact of selling a

large ETH portfolio is at least 18% for a $1 billion liquidation, as estimated by Equation
39For instance, see Kremens and Martin (2019) and Augustin, Chernov, and Song (2020)
40(18+15)/4
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13. Given that the liquidation of stETH is likely significantly more difficult than ETH, the

framework suggests a minimum capital buffer of at least 26% for quanto risk alone.41 Non-

financial risk exposures associated with the smart contract would likely necessitate additional

capital in this context.

5 Conclusion

This paper introduced the Token Capital Adequacy Framework (TCAF), a risk-based ap-

proach on assessing capital for stable value tokens such as stablecoins and deposit tokens. We

emphasize that a risk-sensitive approach is needed to address unique risks that exist in this

context such as heightened run risks and technological vulnerabilities. TCAF advocates for

stress testing, stakeholder involvement, and active risk management, aligning with the dy-

namic nature of tokenized assets. This framework addresses both financial and non-financial

risks, encouraging a proactive, iterative, and accountable risk management approach. While

primarily designed for tokenized assets, TCAF’s core concepts can also benefit traditional

financial intermediaries, especially as operational and cybersecurity risks gain prominence.

In conclusion, the rapid evolution of digital finance necessitates adaptive frameworks like

TCAF to ensure financial stability and trust in digital assets, requiring ongoing adaptation

to technological and market developments.

418% from direct loss in exposure and 18% from further ETH liquidation.
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Table A1: Technology, Infrastructure, and Operations Risk Scenarios

Risk Category Explanation
Unauthorized token
issuance (internal and
external threat)

Unauthorized issuance and distribution of tokens by either internal
employees or external entities (e.g., foreign government, rogue orga-
nization) due to the circumvention of control measures established
by the token issuer, leading to the unverified/unbacked issuance in
active circulation.

Disruption in token is-
suance or redemption
services

A malfunction, coding error, misplacement of access keys, or inter-
ruption in the system/technology responsible for the issuance and
redemption of tokens prevents these processes from functioning cor-
rectly.

Technical failure of re-
serve reconciliation

A failure in transferring fiat reserves among different accounts (e.g.,
for liquidity, holding, custody) as dictated by operational stan-
dards, causing a discrepancy between the assets backing the re-
serves and the tokens in circulation.

Inaccuracy in transac-
tions

Errors in the processing of transactions related to tokens or cur-
rency, including incorrect transaction amounts or sending funds to
the incorrect recipient.

Failure or secu-
rity breach of the
blockchain

The blockchain network’s functioning is compromised due to exces-
sive transaction loads or an attack, leading to the interruption of
transaction processing. Potential causes include network attacks,
substantial blockchain disruptions, or critical infrastructure vulner-
abilities.

Failure or error
from external service
providers

Connection issues with banks, intermediaries, or custodial services
lead to inaccessibility of fiat funds or tokens, caused by events such
as bankruptcy, cybersecurity breaches, or system failures, including
issues with settling reserves.

Illicit transactions Issuer experiences a breakdown in controls or fails to implement suf-
ficient controls that leads to a failure to comply with BSA/AML and
OFAC sanctions requirements and/or leads to a failure to blacklist
token addresses once required by regulatory authorities in a timely
manner. The result is an adverse regulatory outcome including an
enforcement action and fine.

Loss or compromise of
digital assets

Digital tokens are lost or stolen due to actions by internal or exter-
nal threats, natural catastrophes, armed conflicts, or other signifi-
cant unexpected events.

Breach of customer in-
formation security

Unauthorized access and misuse of operational or client data (e.g.,
financial details, personal information) by internal or external en-
tities, breaching federal or state privacy laws.
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Table A2: Price impact on ETH

This table shows the estimated price impact of signed volume on the daily return of ETH.
Daily (log) return is expressed in basis points. Signed volume is expressed as standard
deviations. Each standard deviation is 19,624 Eth. The left column shows the unrestricted
sample with both positive and negative signed daily net volume as the independent variable.
The middle column shows the sample restricted to positive daily net volume, and the right
column shows the sample with only negative daily net volume.The data is from APIs of major
crypto exchanges (Binance, Bitfinex, Bitstamp, Bybit, Coinbase, Gateio, Kraken, MEXC,
OKX, and Upbit). The sample period is from July 2023 to March 2024.

Dependent variable:

logret

(unrestricted) (sv > 0) (sv < 0)

sv_sd 87.819∗∗∗ 92.102∗∗∗ 106.609∗∗∗
(10.029) (21.904) (19.848)

Constant 32.611∗∗∗ 20.423 51.746∗∗∗
(10.081) (24.227) (18.471)

Observations 260 105 155
R2 0.229 0.147 0.159
Adjusted R2 0.226 0.138 0.153
Residual Std. Error 161.716 (df = 258) 175.981 (df = 103) 151.718 (df = 153)

∗p<0.1; ∗∗p<0.05; ∗∗∗p<0.01
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Figure A1: Algo-stablecoin Terra and reserve token Luna

This figure shows the market caps of the algo stablecoin Terra USD (UST) and the associated
reserve token Luna. Panel A shows the market caps. Panel B shows the ratio of the market
caps. The blue teal line in Panel B indicates the implied level of market cap ratio to achieve
minimum capital calculated under TCAF. The data is from Coingecko.

Panel A: Market caps of UST and Luna

Panel B: Ratio of Luna to UST market cap
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