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Abstract: Policymakers around the world have outsourced the detection of money laundering,
market manipulation, and other financial crimes to the private sector. This approach, commonly
referred to as the gatekeeper model, obligates companies to monitor their own clients and report
suspicious activity. Unfortunately, however, the model is not working. Gatekeepers incur fines
at an alarmingly consistent rate for performing ineffective surveillance, and evidence suggests
that the vast majority of financial crime goes undetected. There is a general consensus that these
failures reflect the inherent conflict of interest of the gatekeeper model. But observers also agree
that transferring these surveillance responsibilities to regulators would raise serious privacy
concerns. This paper proposes a third way. It advocates for a new program in which Licensed
Detection Agents (LDAs) are empowered to monitor financial transactions and rewarded for
reporting suspicious activity to regulators. The LDA program would create a competitive
market for detection, flipping the perverse incentives of the gatekeeper model while preserving
customer privacy. In so doing, the program would solve what I refer to as the Detection
Trilemma. The paper introduces this trilemma, reviews existing incentivization programs, and
outlines how empowering LDAs would improve regulators’ capacity to generate actionable
information on suspicious activity.
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Introduction

In July 2020, the Chief Compliance Officer of Binance received a disturbing email. The
cryptocurrency exchange had just been informed that one of its customers was associated with
a designated terrorist group: the Islamic State of Iraq and Syria (ISIS).! Binance would normally
be expected to freeze their accounts and submit a confidential report of their activity to the U.S.
Treasury Department.? But this was a ‘VIP’ client. Therefore, the Chief Compliance Officer
instructed their staff instead to “[o]ffboard the user but let him take his funds and leave. Tell
him that third party compliance tools flagged him.”® This was not an isolated incident. Binance
failed to report more than 100,000 suspicious transactions over six years and regularly tipped
off VIP clients when they were the subject of a law enforcement inquiry.* For these (and other)
deficiencies, the exchange would eventually plead guilty to willfully violating its obligations to
protect the financial system from criminal activity.> As the Acting Assistant Attorney General
emphasized upon the announcement of the plea agreement: “...financial institutions are the
gatekeepers for the safety and security of our financial system.”®

These firms are, indeed, on the frontlines of the war against illicit finance. Over the last

century, policymakers around the world have outsourced the detection of money laundering,

! Financial Crimes Enforcement Network, In the Matter of Binance Holdings Limited, (2023),
https://www.fincen.gov/sites/default/files/enforcement action/2023-11-21/FinCEN_Consent Order 2023-

04 FINALS08.pdf (last visited Jul 4, 2024), at 47.

2 Binance was operating as an (unregistered) Money Service Business during the relevant time period and thus
was obligated to submit a Suspicious Activity Report (SAR) without disclosing that submission to the person(s)
involved in the report. See Financial Crimes Enforcement Network, Money Services Business (MSB) Suspicious
Activity Reporting, (2024), https://www.fincen.gov/money-services-business-msb-suspicious-activity-reporting
(last visited Aug 23, 2024). U.S. financial institutions are also normally expected to block (i.e., “freeze”) assets
possessed by designated terrorist organizations and/or those on the Specially Designated Nationals and Blocked
Persons (SDN) list. See Federal Financial Institutions Examination Council, Office of Foreign Assets Control,
(2024), https://bsaaml.ffiec.gov/manual/OfficeOfForeignAssetsControl/01 (last visited Aug 25, 2024).

3 Financial Crimes Enforcement Network, supra note 1, at 47.

41d. at 10-15, 43.

SId.

6 Nicole M. Argentieri, Binance and CEO Plead Guilty to Federal Charges in $4B Resolution, (2023),
https://www.justice.gov/opa/video/binance-and-ceo-plead-guilty-federal-charges-4b-resolution (last visited Aug
22,2024).
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market abuse, and other financial crimes to the private sector.” This approach is often referred
to as the gatekeeper model.® The basic idea is that private firms, like bodyguards at a nightclub,
are well-positioned to guard access to the financial system and report suspicious transactions to
regulators. Gatekeeper obligations have spread across the globe.® And efforts are underway to
extend such obligations — traditionally reserved for financial institutions — to lawyers, real estate
agents, and a wide variety of other service providers.°

There is just one problem: the model is failing. It is estimated that financial institutions
spent more than $200 billion on financial crime compliance costs in 2023.! Yet less than one
percent of global money laundering is detected, let alone confiscated, leading one scholar to

suggest it may be the world’s “least effective policy experiment.”'? Equally abysmal detection

" The enlistment of financial institutions to detect criminal activity can be traced back to the United Kingdom’s
Blockade Ministry. During World War I, UK-incorporated banks were required to report client transactional data,
thereby enhancing the capacity of the Ministry to detect any efforts to circumvent their economic blockades of
Germany, Austria-Hungary, and the Ottoman Empire. See NICHOLAS MULDER, THE ECONOMIC WEAPON: THE
RISE OF SANCTIONS AS A TOOL OF MODERN WAR (2022). On the more recent expansion of Anti-Money Laundering
and Anti-Market Abuse obligations, see Stavros Gadinis & Colby Mangels, Collaborative Gatekeepers, 73 WASH.
LEE LAW REV. 797 (2016); JANET AUSTIN, INSIDER TRADING AND MARKET MANIPULATION: INVESTIGATING AND
PROSECUTING ACROSS BORDERS (2017).

8 For background, see Reinier H. Kraakman, Gatekeepers: The Anatomy of a Third-Party Enforcement Strategy,
2 J. LAW ECON. ORGAN. 53 (1986); JOHN C. COFFEE, GATEKEEPERS: THE PROFESSIONS AND CORPORATE
GOVERNANCE (2006); Sung Hui Kim, Gatekeepers inside Out, 21 GEO J LEG. ETHICS 411 (2008); Rory Van Loo,
The New Gatekeepers, 106 VA. LAW REV. 467 (2020).

% J.C. Sharman, Power and Discourse in Policy Diffusion: Anti-Money Laundering in Developing States, 52 INT.
STUD. Q. 635 (2008); David Bach & Abraham L. Newman, Transgovernmental Networks and Domestic Policy
Convergence: Evidence from Insider Trading Regulation, 64 INT. ORGAN. 505 (2010); AUSTIN, supra note 7; Julia
C. Morse, The Bankers’ Blacklist, CORNELL UNIVERSITY PRESS (2022); Van Loo, supra note 8.

10 See, e.g., Norton Rose Fulbright, Private Equity Firms to Face Increased Scrutiny of Their AML Procedures
and How They Deal with AML Issues, NORTON ROSE FULBRIGHT (2020), https://www.nortonrosefulbright.com/en-
us/knowledge/publications/b5862cb5/private-equity-firms-to-face-increased-scrutiny-of-their-aml-procedures
(last visited Apr 4, 2024); Danielle Knight, Possible New AML Regulations for Real Estate Sector Will Require
Extra  Diligence, ~THOMSON  REUTERS  INSTITUTE  (2022), https://www.thomsonreuters.com/en-
us/posts/investigation-fraud-and-risk/aml-real-estate-sector/ (last visited Apr 4, 2024); TRANSPARENCY
INTERNATIONAL, Stop American Complicity in Russian and Other Foreign Corruption: Pass the Enablers Act,
(2022), https://us.transparency.org/app/uploads/2022/07/ENABLERS-Act-4.13.22.pdf.

11 FORRESTER, True Cost Of Financial Crime  Compliance  Study, 2023,  (2023),
https://risk.lexisnexis.com/global/en/insights-resources/research/true-cost-of-financial-crime-compliance-study-
global-report. Much of this is spent on staffing, as exemplified by the Netherlands where 20% of the banking sector
is dedicated to AML. See Risk & Compliance, The Netherlands Has Twice as Many Compliance Officers as
Community Police: Is RegTech the Answer to Better Compliance?, RISK & COMPLIANCE PLATFORM EUROPE
(2021), https://www.riskcompliance.biz/news/the-netherlands-has-twice-as-many-compliance-officers-as-
community-police-is-regtech-the-answer-to-better-compliance/ (last visited Nov 16, 2023).

2 Ronald F. Pol, Anti-Money Laundering: The World’s Least Effective Policy Experiment? Together, We Can Fix
It, 3 POLICY DES. PRACT. 73 (2020). See also Ronald F. Pol, Anti-Money Laundering Effectiveness: Assessing
Outcomes or Ticking Boxes?, 21 J. MONEY LAUND. CONTROL 215 (2018); Lanier Saperstein, Geoffrey Sant &
Michelle Ng, The Failure of Anti-Money Laundering Regulation: Where Is the Cost-Benefit Analysis, 91 NOTRE

4
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rates have been estimated for insider trading and market manipulation. One study suggests that
for every prosecuted case of ‘closing price’ manipulation, just one of many methods, there are
308-326 cases that are either undetected or not prosecuted.'® It has also been estimated that we
fail to detect two-thirds of corporate fraud.'*

There are numerous contributing factors to these failures.'® Gatekeeper obligations, for
example, are not always clearly specified.’® And regulators often lack the necessary resources
to investigate every report of potentially suspicious activity.!” But no factor is more problematic
than the inherent conflict of interest at the heart of the gatekeeper model. The system requires
private firms to monitor their own clients, creating a conflict between their simultaneous desires
to maximize profit and comply with their regulatory obligations. Research, journalism, and
more than $62 billion of fines have demonstrated, perhaps unsurprisingly, that gatekeepers have

an alarming propensity to prioritize the former over the latter.'®

DAME REV 1 (2015); Miriam Goldby, Anti-Money Laundering Reporting Requirements Imposed by English Law:
Measuring Effectiveness and Gauging the Need for Reform, J. BUs. LAW 367 (2013). But also see Joras Ferwerda,
The Effectiveness of Anti-Money Laundering Policy: A Cost-Benefit Perspective, in THE PALGRAVE HANDBOOK
OF CRIMINAL AND TERRORISM FINANCING LAW 317 (2018). Assessing the overall effectiveness of Anti-Money
Laundering regulations is a complicated task due in part to a lack of concrete objectives/measurement standards,
see Matthew Collin, /llicit Financial Flows: Concepts, Measurement, and Evidence, 35 WORLD BANK RES. OBS.
44 (2020).

13 Carole Comerton-Forde & Talis J. Putning, Stock Price Manipulation: Prevalence and Determinants, 18 REV.
FINANCE 23 (2014). See also WALTER MATTLI, DARKNESS BY DESIGN (2019); CHAINALYSIS, The 2023 Crypto
Crime Report, (2023), https://www.chainalysis.com/blog/2023-crypto-crime-report-introduction/ (last visited Jul
4, 2024); Anirudh Dhawan & Talis J Putnins, 4 New Wolf in Town? Pump-and-Dump Manipulation in
Cryptocurrency Markets, 27 REV. FINANCE 935 (2023).

14 Alexander Dyck, Adair Morse & Luigi Zingales, How Pervasive Is Corporate Fraud?, REV. ACCOUNT. STUD.
(2023).

15 It is also important to acknowledge that the definition of success is contested. One might argue, as Whitehouse
does, that “the cost of compliance is increasing rapidly but it would be a brave person who steps up to say that it
is too high a price to pay for countering terrorism and serious crime” Antony Whitehouse, 4 Brave New World:
The Impact of Domestic and International Regulation on Money Laundering Prevention in the UK, 11 J. FINANC.
REGUL. COMPLIANCE 138 (2003), quoted in Ferwerda, supra note 6, 319. The argument presented here is not,
however, that the price is too high. Rather, it is that there are opportunities to improve the payment structure to
incentivize more effective reporting.

16 See, e.g., Ilaria Zavoli & Colin King, The Challenges of Implementing Anti-Money Laundering Regulation: An
Empirical Analysis, 84 MOD. LAW REV. 740 (2021).

17 See, e.g., Alex Zerden & Leland Smith, Operationalizing a Doctrine for U.S. Economic Statecraft, WAR ON THE
ROCKS (2024), https://warontherocks.com/2024/04/operationalizing-a-doctrine-for-u-s-economic-statecraft/ (last
visited Aug 22, 2024); Matthew Collin, What the FinCEN Leaks Reveal about the Ongoing War on Dirty Money,
BROOKINGS (2020), https://www.brookings.edu/articles/what-the-fincen-leaks-reveal-about-the-ongoing-war-on-
dirty-money/ (last visited Aug 22, 2024).

18 The $62 billion figure derives from a combination of two figures cited in recent Fenergo reports. See Fenergo,
Reading Between the Fines: A Deep Dive into Financial Institution Penalties in 2022, (2022),

5
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But what is the alternative? One option is to empower regulators to perform surveillance
themselves. Unlike private gatekeepers, regulators would possess properly aligned incentives
to perform effective monitoring. Such positive incentives would, however, come at the cost of
privacy protection. There has long been conflict between privacy protection and the objectives
of law enforcement in the digital era.'® Empowering regulatory agencies to directly surveil our
every financial move would, for many, constitute a violation of the former.?® And, indeed, prior
attempts to implement such systems have faced fierce political backlash from privacy advocates
concerned about government overreach.?

This paper contends there is a third way. It proposes the creation of a new program in
which Licensed Detection Agents (LDAs) are empowered to surveil financial transactions and
rewarded for reporting suspicious activity to regulators. The LDA program is inspired by the
demonstrable success of whistleblower incentivization programs. But unlike whistleblowers,
LDAs would not be undertaking the great personal risk of reporting their employers. Nor would
they operate secretly. Rather, these independent firms would obtain regulatory authorization to

surveil financial transactions for the purpose of detecting criminal schemes. Regulators would

https://resources.fenergo.com/webinars/reading-between-the-fines (last visited Nov 18, 2023); FENERGO, AML
Enforcement Actions Surge in 2023, (2023), https://resources.fenergo.com/reports/aml-enforcement-actions-
surge-in-2023#main-content (last visited Aug 22, 2024). Note that this figure does not include fines imposed for
market abuse compliance failures. Relevant research includes MICHAEL FINDLEY, DANIEL NIELSON & J.C.
SHARMAN, GLOBAL SHELL GAMES (2014); Michael Findley, Daniel Nielson & J.C. Sharman, Causes of
Noncompliance with International Law: A Field Experiment on Anonymous Incorporation, 59 AM. J. POLIT. SCI.
146 (2015); HAIM BODEK & STANISLAV DOLGOPOLOV, THE MARKET STRUCTURE CRISIS: ELECTRONIC STOCK
MARKETS, HIGH FREQUENCY TRADING, AND DARK POOLS (2015); GLOBAL ALGORITHMIC CAPITAL MARKETS:
HIGH FREQUENCY TRADING, DARK POOLS, AND REGULATORY CHALLENGES, (Walter Mattli ed., 2018); MATTLI,
supra note 13. Relevant reporting includes the leaks of data examined by consortiums of investigative journalists,
such as FREDERIK OBERMAIER & BASTIAN OBERMAYER, THE PANAMA PAPERS (2017).

19 See, e.g., Matthew N. Kleiman, Right to Financial Privacy versus Computerized Law Enforcement: A New
Fight in an Old Battle Comment, 86 NORTHWEST. UNIV. LAW REV. 1169 (1991).

2 See Tamara Dinev, Paul Hart & Michael R. Mullen, Internet Privacy Concerns and Beliefs about Government
Surveillance — An Empirical Investigation, 17 J. STRATEG. INF. SYST. 214 (2008); Haejung Yun, Gwanhoo Lee &
Dan J Kim, 4 Chronological Review of Empirical Research on Personal Information Privacy Concerns: An
Analysis of Contexts and Research Constructs, 56 INF. MANAGE. 570 (2019).

2L See, e.g., Warren Stephens & Paul C. Reilly, The SEC Wants to Spy on Your Portfolio, WALL STREET JOURNAL,
Sep. 24, 2023, https://www.wsj.com/articles/the-sec-wants-to-spy-on-your-portfolio-surveillance-cat-investors-
616737¢c2 (last visited Apr 4, 2024). Nevertheless, some regulators have achieved this capability for the purpose
of identifying market abuse, see Miles Kellerman, Market Structure and Disempowering Regulatory
Intermediaries: Insights from U.S. Trade Surveillance, 15 REGUL. GOV. 1350 (2021).

6
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facilitate LDA access to such data where possible (e.g., where regulators possess independent
access to consolidated transactional databases). In other scenarios, financial institutions would
allow LDAs to monitor client transactions in return for certain legal guarantees and in a manner
that protects the privacy of innocent parties. Where suspicious transactions are identified, LDAs
would submit reports of that activity to regulators in return for monetary rewards. Specifically,
LDAs would receive payment for each report and a percentage share of any penalties, seizures,
and/or disgorgements of ill-gotten gains.

Who exactly would act as LDAs? There are numerous possibilities, but the most likely
candidates are consultancies and software providers. Certain consultancy firms, such as those
specializing in forensic accounting and regulatory investigation, possess the skills needed to
perform financial surveillance. Further, there is a highly competitive market for financial crime
detection software.?? Private gatekeepers purchase this software but possess perverse incentives
to operate such programs inefficiently. Under the LDA program, software providers would have
the opportunity to apply their own products to real-world data in return for rewards. Such
rewards would have the added benefit of strengthening commercial incentives to innovate and
produce more effective software solutions.

The LDA program would, in sum, flip the perverse incentives that undermine financial
crime detection. By granting LDAs access to transactional data and providing rewards for tips,
regulators would create a competitive market for detecting illicit activity. This is similar to the
concept of bounty hunting, in which the state incentivizes private actors to capture criminals on
their behalf. But this is not the wild west. LDAs would be licensed by regulators and thus subject
to their continual oversight. Further, their licensing would be conditional on maintaining certain

operational standards, including, crucially, those pertaining to the protection of client data. Thus

2 Fortune Business Insights, Anti-Money Laundering Software Market Size & Share, FORTUNE BUSINESS INSIGHTS
(2023), https://www.fortunebusinessinsights.com/anti-money-laundering-software-market-107106 (last visited
Dec 13, 2023).
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it would provide a controlled method by which regulators can utilize the power of self-interest
to achieve socially beneficial outcomes.

The LDA program is not, of course, a cure-all for financial crime. It features risks that
must be sufficiently mitigated, and implementing such a program undoubtably presents certain
country-specific legal complications that are beyond the scope of this paper. Further, the LDA
program cannot control for post-reporting issues, such as a regulatory agency’s failure to follow
up on legitimate tips. But, if designed carefully, the LDA program would improve an essential
component of the enforcement process. Specifically, it would provide regulators with a more
effective method of generating actionable information on criminal schemes.

The remainder of this paper is structured as follows. Section I outlines our current
surveillance predicament, which I refer to as the Detection Trilemma. I contend that existing
forms of surveillance can only provide two of the following three desirable policy elements at
one time: data access, positive incentives, and privacy protection. The LDA program, however,
delivers all three elements simultaneously. After establishing the theoretical basis for the LDA
program, Section II reviews the history of monetary incentivization programs, their institutional
features, and empirical studies of their effectiveness. Section III follows with an outline of the
LDA program. This section covers the program’s licensing and data access provisions, reward
structure, and key operational risks (and how they can be mitigated). It then proceeds to discuss
how the program could be applied to improve the detection of market manipulation and money

laundering. Section IV concludes.

1. The Detection Trilemma

How should we detect financial crime? There are various approaches, or what might be

referred to as institutional arrangements, which could be utilized. Ideally, the selected
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arrangement would feature three desirable elements: data access, positive incentives, and
privacy protection. Data access refers to the capacity of the relevant detection agent(s) to
observe information that might lead to the identification of financial crime. Positive incentives
refer to whether those detection agents are incentivized to detect criminal schemes. The
opposite situation would be one where detection agents face perverse incentives to underinvest
in detection capabilities or simply ignore suspicious activity. Finally, privacy protection refers
to whether the institutional arrangement used for detection protects the privacy of innocent
parties from unnecessary intrusion by the state.??

Existing institutional arrangements for detection can, I contend, offer no more than two
of these three elements at any one moment in time. Therefore, we face what I refer to here as a
Detection Trilemma (Figure 3). Trilemmas derive from economic decision-making theory and
represent situations in which tradeoffs must be made between desirable but mutually exclusive
policy attributes. The most well-known version is the Mundell-Fleming model, which theorizes
that countries cannot simultaneously feature fixed exchange rates, free-flowing capital, and
independent monetary policy.?* The concept has subsequently been applied to explain tradeoffs
in a wide variety of policy arenas.?® Here it is used to demonstrate that no existing institutional
arrangement for detection can offer the ‘Holy Trinity’ of data access, positive incentives, and
privacy protection. The following sub-sections will discuss these tradeoffs and how the LDA

program offers a superior solution.

23 The state is not the only actor which can impinge on personal privacy. To the contrary, there is active debate
over the implications of “surveillance capitalism,” whereby private firms spy on customers, sell personal data, and
transform that data into marketable product, see SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM
(2019). For the purpose of this paper, however, focusing on privacy vis-a-vis the state is justified. Private
companies, by virtue of providing products and services, possess by definition access to the personal financial data
of their customers. Therefore it is not possible to conceive a system for financial crime detection where personal
financial data is completed shielded from the view of private financial institutions. It is, however, possible to
conceive of systems that protect the unnecessary sharing of that data with the state, and, in so doing, afford higher
levels of privacy protection.

24 See Maurice Obstfeld, Jay C Shambaugh & Alan M Taylor, The Trilemma in History: Tradeoffs among
Exchange Rates, Monetary Policies, and Capital Mobility, 87 REV. ECON. STAT. 423 (2005).

2 See, c.g., DANI RODRIK, THE GLOBALIZATION PARADOX: WHY GLOBAL MARKETS, STATES, AND DEMOCRACY
CAN’T COEXIST (2011); Jeffrey L Dunoff & Mark A Pollack, The Judicial Trilemma, 111 AM. J. INT. LAW 225
(2017); Chris Brummer & Yesha Yadav, Fintech and the Innovation Trilemma, 107 GEO LJ 235 (2018).

9
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Figure 3: The Detection Trilemma
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Bold text refers to desirable institutional elements. Italicized text refers to existing detection approaches. Each
existing detection approach only provides the two adjoining institutional elements.

A. Gatekeeper Surveillance

Let us start with the predominant institutional arrangement used for detecting financial crime:
gatekeeper surveillance. The term ‘gatekeeper’ has traditionally referred to private firms with
an enforceable duty to “prevent misconduct by withholding support.”?® Existing research has
often focused on the gatekeeping duties of professional service providers like lawyers, auditors,
and credit-rating agencies.?” These ‘ancillary’ gatekeepers are generally obligated to withhold

their services from clients when certain risks are present, thereby shutting off their access to

% Kraakman (n 5), at 54.
27 COFFEE, supra note 8; Kraakman, supra note 8; Van Loo, supra note 8; Kim, supra note 8.

10
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relevant markets.?® Here, however, we are focused on private actors with more extensive legal
obligations to continuously monitor client activity at scale (acting, in essence, as extensions of
law enforcement). Thus “gatekeeper surveillance” refers here to an institutional arrangement in
which states rely on banks, exchanges, and other private actors to continuously surveil their
clients and report suspicious transactional activity.

Private gatekeepers possess, by definition, data access because they are facilitating the
transactions themselves.?® Gatekeeper surveillance also offers privacy protection vis-a-vis the
state. Because gatekeepers possess exclusive access to customer data, they can choose whether
to disclose that data to regulators or third parties. One exception are situations in which law
enforcement issue subpoenas (or their legal equivalent) to gatekeepers, forcing them to hand
over confidential information about customer transactions.*° But such subpoenas are relatively
infrequent, ad-hoc events. Overall, gatekeeper surveillance as an institutional form of detection
offers a high level of privacy protection.

What gatekeeper surveillances does not offer are positive incentives. This institutional
arrangement relies on private firms to monitor their own customers. As discussed above, this is
an obvious conflict of interest. Not every gatekeeper succumbs to this conflict. And, indeed, it
is reasonable to assume that the great majority of financial service professionals have no interest
in dealing with criminals. Nevertheless, existing evidence suggests an alarming propensity for

gatekeepers to prioritize profitability over their regulatory obligations.

B Kim (n 5), at 415. The useful term, ‘ancillary gatekeeper’ is used by Van Loo (n 5), at 470.

2 One complication is that gatekeepers can only closely surveil transactions occurring through their own systems
(as opposed to those of rival financial institutions). Therefore, they cannot fully observe complex schemes in which
criminals utilize accounts at multiple financial institutions. This problem has led to increasing efforts to consolidate
detection at the national and international levels, see Kellerman, supra note 21; Miles Kellerman, Supranational
Detectives? Transnational Market Abuse and the Politics of Surveillance Delegation in the EU, 31 J. EUR. PUBLIC
PoLICY 452 (2024).

30 For a more detailed discussion of this process and its privacy implications, see Camille C. Bent & Kerri-Ann
Bent, The Intersection of GDPR, US Discovery and Technology in the Financial Crime Discipline, in THE GDPR
CHALLENGE 179 (Amie Taal ed., 2021).

11
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Take, for example, enforcement actions. Financial institutions have incurred more than
$62 billion in civil fines for AML and sanctions control deficiencies since 2007.3! Recidivism

is rampant.?

Deutsche Bank, for instance, received civil penalties related to these deficiencies
in 2003, 2004, 2013, 2015, 2017, 2020, and 2023.%3 Enforcement data is equally stark when it
comes to market abuse. Trading venues have been repeatedly penalized for having insufficient
controls in place to detect and prevent insider trading and market manipulation.®* One striking
example is the penalization of Credit Suisse’s U.S. brokerage business. In the early 2010s, the
firm offered Direct Market Access (DMA), a service which allowed clients to transact on third-
party trading venues through Credit Suisse’s existing accounts.®® Credit Suisse, as a gatekeeper,
was obligated to monitor its DMA clients’ activity to ensure they were not using the brokerage’s
accounts to engage in abusive behavior.*® But for years it implemented no such checks.?’ As a
result, Credit Suisse’s clients were free to engage in more than 50,000 instances of spoofing,
layering, and other manipulative actions.>®

Researchers, journalists, and think tanks have generated countless additional examples
of gatekeepers failing to fulfil their regulatory obligations.*® And, indeed, many gatekeepers

consider fines as a cost of doing business. One 2022 survey found that 75% of U.S. firms choose

to incur AML fines and make violations “all the time” or “regularly.”*’ But this is not just about

31 Fenergo, supra note 18; FENERGO, supra note 18.

32 Joel Slawotsky, Reining in Recidivist Financial Institutions, 40 DEL. J. CORP. LAW 280 (2015).

33 Data obtained from Good Jobs First, Violation Tracker, (2024), https://violationtracker.goodjobsfirst.org/ (last
visited Aug 23, 2024).

3 MATTLI, supra note 13.

% Financial Industry Regulatory Authority, In the Matter of Credit Suisse Securities (USA) LLC, (2019),
https://www.finra.org/sites/default/files/2019-12/credit-suisse-awc-122319.pdf (last visited Aug 23, 2024).

% Id.

37 1d. at 1-2.

B Id.

3 See, e.g., FINDLEY, NIELSON, AND SHARMAN, supra note 18; Findley, Nielson, and Sharman, supra note 18;
OBERMAIER AND OBERMAYER, supra note 18; GLOBAL ALGORITHMIC CAPITAL MARKETS: HIGH FREQUENCY
TRADING, DARK POOLS, AND REGULATORY CHALLENGES, supra note 18; MATTLI, supra note 13; Transparency
International, Gatekeepers Asleep on the Job, (2020), https://www.transparency.org/en/blog/gatekeepers-asleep-
on-the-job (last visited Aug 23, 2024); DAN MCCRUM, MONEY MEN (2023).

40 COMPLY ADVANTAGE, The State of Financial Crime 2022, (2022), https://get.complyadvantage.com/the-state-
of-financial-crime-2022 (last visited Aug 23, 2024), at 33.
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violations which generate news headlines. Conflicts also emerge through more subtle decisions,
such as underinvesting in compliance controls, cutting corners on procedures, and tolerating
poor cultures.*! These issues all emanate from the simple observation that there is an inherent
conflict of interest at the heart of the gatekeeper model. But there is another institutional form

of detection that does feature positive incentives: government surveillance.

B. Government Surveillance

Government surveillance describes a type of institutional arrangement in which public agencies
directly surveil financial transactions to identify suspicious activity. One example is the EU’s
Agency for the Cooperation of Energy Regulators (ACER). This agency possesses the capacity
to directly surveil the trading of energy and energy-related derivative contracts across the EU
for the purpose of identifying market abuse.*? Another example is the Consolidated Audit Trail
(CAT), a centralized database which empowers the U.S. Securities and Exchange Commission
(SECQ) to directly surveil securities trading.*® Unlike private gatekeepers, agencies like ACER
and the SEC possess positive incentives to detect financial crime.** This task forms part of their
mandates. And unlike compliance staff of financial institutions, who may face intense internal
pressures to ignore suspicious activity, public agency staff would normally be encouraged to

perform effective surveillance.

1 To provide a very specific example, financial institutions are generally obligated to identify and verify the Source
of Wealth (SOW) for each customer. Where compliance staff lack sufficient information to fulfil this requirement,
they will generally need to reach out to the customer for more information. But what do you do if the customer
does not respond? In many organizations, they allow relationship managers — the individuals who perform services
for customers and have a direct financial interest in maintaining their accounts — to simply attest that they have
known the customer for a certain number of years and thus have no concerns. Such subtle procedural decisions
can allow profit-minded staff to brush aside the concerns of compliance.

42 See Kellerman, supra note 29.

3 For more details on the CAT, see Kellerman, supra note 21.

4 Like any government agency, there is of course the possibility of corruption which would disrupt this positive
incentive structure. Generally speaking, however, incentives are correctly aligned in this arrangement to encourage
the detection of financial crime.
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Further, government surveillance ensures that the primary actors performing monitoring
— public agencies — have access to the relevant data. But it is precisely this data access which is
also the fundamental issue with government surveillance: privacy. Allowing public agencies to
directly monitor citizens’ financial transactions increases the risk that the privacy of innocent
parties is violated during the surveillance process.*® And, indeed, this has often been the primary
objection raised by privacy advocates to granting public agencies the capacity to directly surveil
financial transactions.*® Therefore, the positive incentives offered by government surveillance
come at the cost of privacy protection. But there is a third type of existing institutional detection

arrangement which features both of these benefits: corporate monitors.

C. Corporate Monitors

Corporate monitors are individuals assigned to supervise improvements to a company’s internal

compliance controls.*” Though rooted in English law, corporate monitors are an American legal

concept.*® They generally arise when U.S. prosecutors believe a private company has engaged

% Various steps can be taken to improve data protection, such as minimizing the number of individuals with access
and ensuring strong IT controls are in place. But such measures do not alter the fact that this system allows agents
of the government to directly surveil private financial transactions. On the conflict between privacy protection and
law enforcement objectives, see Kleiman, supra note 19; DAVID LYON, THE ELECTRONIC EYE: THE RISE OF
SURVEILLANCE SOCIETY (1994); Peter P Swire, Financial Privacy and the Theory of High-Tech Government
Surveillance, 77 WASH ULQ 461 (1999); Yves Poullet, The Fight against Crime and/or the Protection of Privacy:
A Thorny Debate!, 18 INT. REV. LAW COMPUT. TECHNOL. 251 (2004); Peter P. Swire, Privacy and Information
Sharing in the War on Terrorism, 51 VILLANOVA LAW REV. 951 (2006); Dinev, Hart, and Mullen, supra note 20;
HENRY FARRELL & ABRAHAM L. NEWMAN, OF PRIVACY AND POWER (2019); Nicholas Anthony, The Right to
Financial Privacy, CATO INSTITUTE (2023), https://www.cato.org/policy-analysis/right-financial-privacy (last
visited Apr 4, 2024).

46 See, e.g., David R. Burton, Why the SEC’s Consolidated Audit Trail Is a Bad Idea, THE HERITAGE FOUNDATION
(2019),  https://www.heritage.org/monetary-policy/commentary/why-the-secs-consolidated-audit-trail-bad-idea
(last visited Feb 6, 2024).

47 Paraphrased from Vikramaditya Khanna & Timothy L. Dickinson, The Corporate Monitor: The New Corporate
Czar, 105 MICH. LAW REV. 1713 (2007).

48 Id. Similar programs exist in other jurisdictions. In the UK, for example, the Financial Conduct Authority can
impose so-called Section 166 reviews of a company by a ‘skilled person’ which is functionally equivalent to the
U.S. concept of a corporate monitor. See Financial Conduct Authority, Skilled Person Reviews, (2024),
https://www.fca.org.uk/about/how-we-regulate/supervision/skilled-persons-reviews (last visited Feb 6, 2024).
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in criminal activity.*® Rather than immediately bringing criminal charges, those prosecutors can
defer those charges in return for the company making certain improvements to their compliance
controls. The legal term for such arrangements is a Deferred Prosecution Agreement (DPA).%
If the company fails to make such improvements, prosecutors retain the option to bring charges
at a later date (hence the term ‘deferred”). Corporate monitors are hired as objective third parties
to oversee this process and produce progress reports, thereby allowing prosecutors to determine
if companies are holding up their end of the deal.

But corporate monitors are not simply observing. They also often perform inspections
of compliance controls to evaluate progress. This is no small task. Corporate monitors, who are
often former prosecutors, surround themselves with lawyers and consultants dispatched around
the world to perform onsite evaluations. These evaluations may involve requesting samples of
customer data to determine whether Customer Due Diligence (CDD), Transaction Monitoring
(TM), and other compliance controls were implemented correctly. In the course of performing
these inspections, monitorship teams may identify suspicious client activity that the monitored
company failed to detect or disclose. The monitor would normally be expected to report such
activity to the relevant government agency.® Therefore, corporate monitorships serve as an
indirect institutional form of detection.

This institutional form offers privacy protection because corporate monitors obtain and

analyze customer data with strict confidentiality, sharing that data with the state only where

legitimate suspicions are present. Further, monitors possess largely positive incentives to report

49 For a more detailed examination of monitorship forms and practices, see Veronica Root Martinez, Public
Reporting of Monitorship Outcomes, 136 HARV REV 757 (2022).

%0 Craig S. Morford, Selection and Use of Monitors in Deferred Prosecution Agreements and Non-Prosecution
Agreements with Corporations, (2008),
https://www.justice.gov/sites/default/files/dag/legacy/2008/03/20/morford-useofmonitorsmemo-03072008.pdf
(last visited Jul 4, 2024). Another form is the Non-Prosecution Agreement (NPA). The primary difference between
them is whether formal charging documents are (DPA) or not (NPA) filed with a court prior to the agreement.

51 The precise conditions under which such reporting would occur, in addition to whether such activity would also
be reported to the company, is normally outlined in individual agreements and subject to various circumstantial
factors, see Id. at 7.
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suspicious client activity uncovered during their inspections. One source of these incentives is
the monitorship agreement itself, which may outline explicit (and in some cases court-ordered)
obligations to report such activity.%? Failing to fulfil these obligations would, therefore, risk the
loss of the contract. It might also plausibly be interpreted as a criminal act if the monitor and/or
specific individuals take steps to shield suspicious activity from the government. Either scenario
would pose devastating reputational costs, reducing the chances of winning further monitorship
contracts in the future.*® Successfully reporting such activity, in contrast, would be expected to
improve these chances by signaling the monitor’s competence.>*

Some observers have expressed concerns that monitors may be incentivized to be lenient
on firms in the hope of acquiring future business.>® There are, however, mitigating measures in
place to deter this incentive, both through reviews of potential conflicts during the selection
process and post-project “cooling off” periods in which the monitor cannot do further business
with the relevant company.®® And, for the reasons outlined above, succumbing to any sort of
inducement to hide suspicious client activity uncovered during inspections would be extremely
risky for monitorship staff. Thus it is reasonable to conclude that corporate monitors possess
largely positive incentives to report suspicious activity.

But what monitors do not possess is full access to all relevant data. When performing
inspections, monitors generally request data for a sample of clients. Thus they are only capable
of detecting suspicious activity within a small sub-set of the full client population. Further, they
are generally only able to view documentation made available by the company in response to

their data requests. The company can, therefore, attempt to hide suspicious activity by secretly

52 Veronica Root Martinez, ‘Constraining Monitors’ (2016) 85 Fordham L. Rev. 2227, at 2229; Root Martinez (n
37), at 787.

8.

5 Cristie Ford and David Hess, ‘Can Corporate Monitorships Improve Corporate Compliance’ (2008) 34 J. Corp.
L. 679; Root Martinez (n 37), at 788.

% See, e.g., Ford and Hess, supra note 54.

% See NEIL BAROFSKY ET AL., Client Alert: DOJ Clarifies Monitorship Factors and Monitor Selection
Considerations, (2023), https://www.jenner.com/en/news-insights/publications/client-alert-doj-clarifies-
monitorship-factors-and-monitor-selection-considerations (last visited Jul 2, 2024).
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withholding certain documentation. Thus corporate monitorships, as an institutional form, only
provide an ad-hoc method of detection. They can generate actionable information for the state
only if such information happens to arise in their data samples.

But this is not an issue for the LDA program. Unlike corporate monitors, LDAs would
have continuous, independent access to relevant transactional data for the purpose of identifying
suspicious activity. And this data access would not come at the cost of positive incentives or
privacy protection. LDAs would only submit reports to regulators where legitimate suspicions
are present, mitigating the risk that the privacy of innocent parties is violated during the
surveillance process. Further, LDAs would possess positive incentives to perform effective
detection in the form of monetary rewards. Thus, in sum, the LDA program would solve the
detection trilemma. And, as the next section details, there is both historical and empirical

precedent for the use of monetary incentives to identify criminal schemes.

II. Incentivization Programs: History and Practice

“In short, sir, | have based the fourth, fifth, sixth, and seventh sections of [The False Claims Act] upon
the old-fashioned idea of holding out a temptation, and ‘setting a rogue to catch a rogue,” which is the
safest and most expeditious way I have ever discovered of bringing rogues to justice.”’

— U.S. Senator Jacob M. Howard (1863)

For more than a thousand years, states have offered financial incentives to private actors
to help identify criminal schemes. In the year 695, for example, the English King of Kent
decreed that anyone who reports that another laborer is working during the Sabbath would be
entitled to half the value of the imposed fine.%® Such programs would gradually develop into

the common law concept of qui tam, short for a Latin phrase meaning, “he who prosecutes for

57 Jacob M Howard, ‘Frauds in Military Claims’ (37th US Congress 3 D S ESS 955-56, 1863) The Congressional
Globe <https://memory.loc.gov/ammem/amlaw/lwcglink.html>, quoted in Ryan Winkler, ‘The Civil False Claims
Act and Its Unreasonably Broad Scope of Liability: The Need for Real “Clarifications” Following the Fraud
Enforcement and Recovery Act of 2009’ (2012) 60 Cleveland State Law Review, at 537.

%8 Charles Doyle, Qui Tam: The False Claims Act and Related Federal Statutes, CONGR. RES. SERV. (2013),
https://crsreports.congress.gov/product/pdf/R/R40785/5 (last visited Jul 4, 2024).
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himself as well as for the King.”®® Numerous American colonies would adopt this concept,
offering incentives for reports of the fraudulent sale of bread, late night parties, pretending to
be a magistrate, and even catching mackerel out-of-season.®°

The most comprehensive and long-lasting implementation of the qui tam concept began
during the American civil war. In 1863, U.S. Senators sought to address widespread contractor
fraud impacting the Union Army. It was reported that shells, for instance, were arriving filled
with sawdust rather than explosive materials.®* The solution was The False Claims Act, which,
among other things, allowed private persons known as ‘relators’ to file lawsuits against other
private persons defrauding the U.S. government.®? If relators were successful, they were entitled
to half the penalty and recovered cost.®® Thus, in the spirit of qui tam, relators were able to sue
on behalf of both themselves and the King (the federal government). The government, in turn,
used this program to compensate for its limited operational capacities.®*

Legal battles and constitutional challenges gradually reduced the number of relator suits
during the late 19" and early-mid 20" century.®® This all changed, however, with amendments
to the False Claims Act in 1986. Responding to widespread defense contractor fraud, Congress
increased the maximum financial incentives, set guaranteed minimum rewards, and eliminated
certain barriers to bringing suits.%® It also clarified that the government must be provided with

an opportunity to bring forward the suit itself. Relators first submit their “disclosure statement”

to the Department of Justice (DOJ), which can then decide whether to prosecute the case itself

S Id.

80 Jd. at footnote 18.

61 OPENING STATEMENT OF HON. CHARLES E. GRASSLEY, (1985), hitps:/kkc.com/wp-
content/uploads/2020/03/FCA-hear-j-99-52-1985.pdf (last visited Jul 4, 2024).

%2 Doyle, supra note 58.

3 1d. at 6.

8 Claire M Sylvia, The False Claims Act: Fraud Against The Government (Thomson West 2004), quoted in
Winkler, supra note 57.

% Steve France, The Private War on Pentagon Fraud Litigation, 76 ABA J. 46 (1990).

8 Jd; Doyle (n 46).
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as a direct plaintiff.’” If the DOJ passes on this opportunity, the relator may still bring the suit
forward independently in the name of the U.S. government. In either case, the relator is entitled
to a proportion of any successfully collected damages.

Since the passage of the 1986 amendments, the Act has paid off handsomely for both
the government and relators (Figure 1). From 1987 to 2023, the government awarded relators,
in inflation-adjusted numbers, $12.2 billion in return for $71.9 billion in successfully obtained
settlements and judgments. If one were to think of relator share rewards as an investment, the
U.S. government has made a return of 490%.°8 The program has been so successful, in fact, that
numerous U.S. states, from California to Louisiana, have established their own state-level gui
tam systems.69 Nevertheless, there are criticisms. It has been argued, for instance, that the False
Claims Act incentivizes employees to hoard evidence of misconduct for suits rather than seek
solutions internally.”® Critics have also alleged that the False Claims Act has generates a cottage
industry of ‘parasitic’ lawyers helping their clients bring repeated suits to simply make money

or perhaps even disadvantage competitors.’!

57 U.S. DEPARTMENT OF JUSTICE, False Claims Act Cases: Government Intervention in Qui Tam (Whistleblower)
Suits, (2012), https://www justice.gov/sites/default/files/usao-
edpa/legacy/2012/06/13/InternetWhistleblower%?20update.pdf (last visited Jul 4, 2024).

8 This is, however, just a thought exercise, as the terminology of returns on investment is an awkward fit for qui
tam recoveries and relator rewards. For example, it does not capture the administrative costs incurred by the U.S.
government of conducting investigations and legal proceedings. And, of course, relator rewards are granted after
a successful case rather than being invested beforehand and allowed to appreciate.

% Hollie Parrish, The Cost of Qui Tam Suits: An Empirical Analysis of State False Claims Act, 42 J. LEG. PROF.
277 (2017).

0 For a review, see Thomas Carson, Mary Ellen Verdu & Richard E. Wokutch, Whistle-Blowing for Profit: An
Ethical Analysis of the Federal False Claims Act, 77 J. BUS. ETHICS 361 (2008).

"I David Freeman Engstrom, ‘Harnessing the Private Attorney General: Evidence from Qui Tam Litigation’ (2012)
112 Columbia Law Review 1244, at 1274-85.
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Figure 1: False Claims Act Recoveries and Relators Awards, FY1987-2023
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These criticisms have, however, generally taken the form of legal opinion rather than empirical
analysis. There are few empirical studies of the False Claims Act, and those studies that do exist
have employed various methodological approaches that preclude easy comparison. Generally,
however, the results have indicated that qui fam provisions are an effective method of
encouraging whistleblowing.”® As one study summarizes of the existing literature, “...benefit—
cost estimates of the False Claims Act suggest that their purely monetary benefits largely
outweigh their costs.”’”* But the qui tam process is not the only method by which states

incentivize private citizens to produce information on financial crime. More common, in fact,

2U.S. Department of Justice, Fraud Statistics, (2023), https://www.justice.gov/opa/media/1339306/d1?inline (last
visited Jul 4, 2024).

8 Alexander Dyck, Adair Morse & Luigi Zingales, Who Blows the Whistle on Corporate Fraud?, 65 J. FINANCE
2213 (2010); Aiyesha Dey, Jonas Heese & Gerardo Perez-Cavazos, Cash-for-Information Whistleblower
Programs: Effects on Whistleblowing and Consequences for Whistleblowers, 59 J. ACCOUNT. RES. 1689 (2021);
Carson, Verdu, and Wokutch, supra note 70; Engstrom, supra note 71. But also see Thuy Nguyen & Victoria
Perez, Privatizing Plaintiffs: How Medicaid, the False Claims Act, and Decentralized Fraud Detection Affect
Public Fraud Enforcement Efforts, 87 J. RISK INSUR. 1063 (2020).

4 Theo Nyrerdd and Giancarlo Spagnolo, ‘Myths and Numbers on Whistleblower Rewards’ (2021) 15 Regulation
& governance 82, 91.
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are programs where those citizens are rewarded not for bringing independent legal claims but

rather sending confidential reports of misconduct to regulators.

A. Whistleblower Incentivization Programs

Programs to incentivize whistleblowing have proliferated across the world to tackle tax fraud,
securities fraud, and other forms of financial crime.”® South Korea has rewarded reports of tax

1.7® The U.S. Internal Revenue Service (IRS) runs a similar program.’’ From

evasion since 195
2003 to 2023, the IRS distributed approximately $1.5 billion in rewards to collect $9.1 billion
in unpaid taxes (Figure 2). Following the 2008 financial crisis, Congress also empowered the
Securities and Exchange Commission (SEC) and Commodity Futures Trading Commission
(CFTC) to reward whistleblowers for reports of market misconduct.’® Neither the SEC nor the
CFTC publish yearly statistics on the monetary value of penalties and disgorgements obtained
as a result of whistleblower tips.’”® But the benefits may be (cautiously) inferred from the total
monetary value of whistleblower rewards. In FY2023, for example, the SEC and CFTC issued

approximately $600 million and $16 million, respectively, to whistleblowers.

® CAITLIN MASLEN, Whistleblower Reward Programmes, (2018),
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Whistleblower-Reward-Programmes-2018.pdf
(last visited Jul 4, 2024).

76 KOREAN NATIONAL TAX SERVICE, Tax Whistleblower Reward Program Republic of Korea National Tax
Service, (2019), https://constantinecannon.com/wp-content/uploads/2019/07/South-Korea-Tax-Whistleblower-
Reward-Program.pdf (last visited Jan 15, 2024).

" For background, see Yehonatan Givati, Of Snitches and Riches: Optimal IRS and SEC Whistleblower Rewards,
55 HARV. J. LEGIS. 105 (2018).

78 Caroline Bradley, Rewards for Whistleblowing, in RESEARCH HANDBOOK ON INTERNATIONAL FINANCIAL CRIME
602 (Barry Rider ed., 2015); David Engstrom, Bounty Regimes, in RESEARCH HANDBOOK ON CORPORATE CRIME
AND FINANCIAL MISDEALING (Jennifer Arlen ed., 2018).

7 The author submitted Freedom of Information Act Requests to both Commissions. The SEC was unable to fulfill
the request without payment for additional research. The CFTC confirmed that the Commission does not calculate
what portion of sanctions obtained are attributable to a whistleblower.

8 U.S. SECURITIES AND EXCHANGE COMMISSION, Securities and Exchange Commission Office of the
Whistleblower Annual Report to Congress for Fiscal Year 2023, (2023), https://www.sec.gov/files/fy23-annual-
report.pdf (last visited Jul 4, 2024); U.S. COMMODITIES AND FUTURES TRADING COMMISSION, Whistleblower
Program 2023 Annual Report, (2023), https://www.whistleblower.gov/sites/whistleblower/files/2023-
10/FY23%20Customer%?20Protection%20Fund%20Annual%20Report%20t0%20Congress.pdf (last visited Jan
31, 2024).
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Figure 2: IRS Rewards and Recoveries, FY2003-2022
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Empirical studies have corroborated that monetary rewards incentivize whistleblowers to come
forward.®? This is intuitive. And regulators have lauded the impact of such programs.® In 2016,

for example, the SEC’s Director of Enforcement noted:

I often speak of the transformative impact that the program has had on the Agency, both
in terms of the detection of illegal conduct and in moving our investigations forward

quicker and through the use of fewer resources. The success of the program can be seen,

81 U.S. Internal Revenue Service, Whistleblower Office Annual Reports | Internal Revenue Service, (2023),
https://www.irs.gov/compliance/whistleblower-office-annual-reports (last visited Jan 15, 2024).

8 Jeffrey V. Butler, Danila Serra & Giancarlo Spagnolo, Motivating Whistleblowers, 66 MANAG. SCI. 605 (2020);
Maria Bigoni et al., Fines, Leniency, and Rewards in Antitrust, 43 RAND J. ECON. 368 (2012); Kelly Richmond
Pope & Chih-Chen Lee, Could the Dodd—Frank Wall Street Reform and Consumer Protection Act of 2010 Be
Helpful in Reforming Corporate America? An Investigation on Financial Bounties and Whistle-Blowing Behaviors
in the Private Sector, 112 J. BUS. ETHICS 597 (2013); Yin Xu & Douglas E. Ziegenfuss, Reward Systems, Moral
Reasoning, and Internal Auditors’ Reporting Wrongdoing, 22 J. BUS. PSYCHOL. 323 (2008); Paul Andon et al.,
The Impact of Financial Incentives and Perceptions of Seriousness on Whistleblowing Intention, 151 J. BUS.
ETHICS 165 (2018). See also Christina Parajon Skinner, Whistleblowers and Financial Innovation, 94 NCL REV
861 (2015).

8 Stephen M Kohn, ‘Monetary Rewards for Wildlife Whistleblowers: A Game-Changer in Wildlife Trafficking
Detection and Deterrence’ (2016) 46 Environmental law reporter 1, 10056..
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in part, in the over $107 million we have paid to 33 whistleblowers for their valuable
assistance, in cases with more than $500 million ordered in sanctions. But it can also be

seen in my daily interactions with enforcement teams who when I ask the question of

how an investigation began, often respond by pointing to a whistleblower.®*

Nevertheless, concerns have been expressed about the ethical consequences of offering rewards
to whistleblowers. Some scholars have theorized that such rewards may “crowd-out” intrinsic
ethical motivations, inadvertently leading to fewer internal reports.®® Empirical evidence of this
phenomenon has, however, been mixed at best, and is primarily based on experimental designs
rather than real-life reporting outcomes.®® But this concern does highlight that the design of
incentivization programs naturally impacts their effectiveness. Various aspects of program
design, including the size of rewards, minimum thresholds, and timeliness of reward decisions
are all likely to have an impact on whistleblowing decisions.?’

Equally important are the procedures in place to guard the confidentiality of reports and

protect whistleblowers from retaliation.®® And, indeed, lack of such protections has long been

an impediment to the timely reporting of wrongdoing.8® Whistleblowers take on great personal

8  Andrew Ceresney, The SEC’s Whistleblower Program: The Successful Early Years, (2016),
https://www.sec.gov/news/speech/ceresney-sec-whistleblower-program (last visited Jan 16, 2024).

8 Leslie Berger, Stephen Perreault & James Wainberg, Hijacking the Moral Imperative: How Financial Incentives
Can Discourage Whistleblower Reporting, 36 AUDIT. J. PRACT. THEORY 1 (2017); Alisa G. Brink, D. Jordan Lowe
& Lisa M. Victoravich, The Effect of Evidence Strength and Internal Rewards on Intentions to Report Fraud in
the Dodd-Frank Regulatory Environment, 32 AUDIT. J. PRACT. THEORY 87 (2013); Yuval Feldman & Orly Lobel,
The Incentives Matrix: The Comparative Effectiveness of Rewards, Liabilities, Duties, and Protections for
Reporting lllegality, 88 TEX. LAW REV. 1151 (2010).

% Berger, Perreault and Wainberg (n 72) conducted a study in which participants were provided with hypothetical
scenarios and asked whether some other hypothetical person would blow the whistle. They find that if the size of
the fraud was too low to qualify for monetary rewards, participants predicted that it was less likely the fraud would
be reported and more likely that it would be delayed than if the program never mentioned any prospect of monetary
incentives. Thus the results are constrained to specific conditions and reflect assessments of hypothetical events
rather than real-life reporting outcomes. Feldman and Lobel (n 72) also employ an experimental design, finding
that small bounties may decrease reporting where the expected moral outrage of the misconduct is also anticipated
to be low. They note, however, that larger rewards appears to eliminate any evidence of the crowding out effect.
8 Elletta Sangrey Callahan & Terry Morehead Dworkin, Do Good and Get Rich: Financial Incentives for
Whistleblowing and the False Claims Act, 37 VILLANOVA LAW REV. 273 (1992); Nyrerdd and Spagnolo, supra
note 74.

8 Cynthia P. Guthrie & Eileen Z. Taylor, Whistleblowing on Fraud for Pay: Can I Trust You?, 2 J. FORENSIC
ACCOUNT. RES. A1 (2017).

8 Rashmi Chordiya et al., Organizational Protection for Whistleblowers: A Cross-National Study, 22 PUBLIC
MANAG. REV. 527 (2020).
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risk to come forward, including social ostracization, loss of employment, and even the threat of
assassination.’® Large monetary rewards are designed to compensate for these risks. But even
where large awards are present, protecting the confidentiality of the whistleblower both during
and after an investigation takes place is paramount.

These concerns are driven by the fact that traditional whistleblowing is a secret exercise
that imposes costs on one’s employer. The LDA program, in contrast, features neither of these
elements. It would empower licensed actors to monitor customer data — with the full knowledge
and cooperation of the relevant financial institutions — to identify suspicious activity carried out
by third parties. In this sense, LDAs resemble another type of actor incentivized to track down

criminals on behalf of the state: bounty hunters.

B. Bounty Hunting Programs

Bounty hunting is an ancient practice. Unlike qui tam or whistleblower programs, in which
private actors are rewarded for, respectively, engaging in lawsuits or reporting information of
wrongdoing, bounty hunting generally involves capturing or killing some target (see Table 1
for a summary of these distinctions). In 16™ century Iceland, for instance, bounties were paid
for killing ravens which were considered pests.? Similar rewards have been offered throughout
history to control wildlife populations and eliminate invasive species.? Florida, for example,
runs contests to reward those who can kill the most lionfish, an invasive species whose rapid

growth disrupts the ecosystem of coral reefs.%

% Kate Kenny & Marianna Fotaki, The Costs and Labour of Whistleblowing: Bodily Vulnerability and Post-
Disclosure Survival, 182 J. BUS. ETHICS 341 (2023); Associated Press, After Killings, Calls to Protect South
Africa’s Whistleblowers, VOICE OF AMERICA (2023), https://www.voanews.com/a/after-killings-calls-to-protect-
south-africa-s-whistleblowers/7071791.html (last visited Jan 16, 2024).

91 Mari Pohja-Mykri, Timo Vuorisalo & Sakari Mykri, Hunting Bounties as a Key Measure of Historical Wildlife
Management and Game Conservation: Finnish Bounty Schemes 1647—1975, 39 ORYX 284 (2005).

2.

% Hannah Hoag, Bounty Hunters, 513 NATURE 294 (2014).
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U.S. bail bondsmen are an infamous example of bounty hunters. This practice is rooted
in the American West of the 19" century, where private citizens — glorified in countless cowboy
movies — were rewarded for tracking down alleged criminals and delivering them to law
enforcement to stand trial.** Contemporary bail bondsmen are similarly empowered to use force
to capture alleged criminals who have failed to appear in court or breached some aspect of their
agreement with a bail provider (referred to as a ‘surety’ company). Bail bondsmen are highly
controversial and have been criticized for their excessive use of force and limited legal

accountability.®® And the system of for-profit bail upon which it is based is outlawed in most

countries, and thus bail bondsmen are now a uniquely American phenomenon.*®
Table 1: Comparing Detection Incentivization Programs
Program Type Principal Agent Target Mechanism Reward
Qui Tam U.S. DOJ Private citizens Criminals Private lawsuit Per‘ce.:ntag.e of
civil claim
Whistleblower
Reward Regula?ory Private citizens Criminals Report Percentage of
agencies penalty
Programs
Bail Bondsmen Surety Llcen§§d private A.lle.ged Capture Percent.age of
companies citizens criminals bail
Wildlife Bounty Governrpent Private citizens Invasllve Kill Fixed reward
Hunting agencies species
Bug Bqunty PI'lVatG.: Private citizens IT e Report Fixed reward
Hunting companies vulnerabilities
Licensed Detect Regulato Licensed private Percentage of
& Y p Criminals Report penalty / Fixed

Agents agencies companies
g & P reward

Note: These characteristics are simplifications and may vary by specific program.

% Stuart H. Traub, Rewards, Bounty Hunting, and Criminal Justice in the West: 1865-1900, 19 WEST. HIST. Q.
287, 19 (1988). Similar incentivization programs existed in the pre-abolition period to reward private citizens for
capturing escaped slaves, see Sally E. Hadden, Slave Patrols, HARVARD UNIVERSITY PRESS (2003). This serves as
a reminder that the morality of incentivization programs depends not just on their design but also the purposes to
which they are applied.

% Rebecca R. Fisher, The History of American Bounty Hunting as a Study in Stunted Legal Growth, 33 N. Y. UNIV.
REV. LAW Soc. CHANGE 199 (2009).

% Adam Liptak, Illegal Globally, Bail for Profit Remains in U.S., THE NEW YORK TIMES, Jan. 29, 2008,
https://www.nytimes.com/2008/01/29/us/29bail.html (last visited Jan 17, 2024).
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Another adopter of bounty hunting programs is the tech industry. Numerous companies like
Uber and Microsoft offer cash rewards for “bug bounty hunting,” in which users — often self-
identified ‘white-hat’ hackers — identify and report IT vulnerabilities.®” Google, for example,
has paid over 15,000 people more than $45 million for reporting such issues and broadcasts a
leaderboard of Bug Hunter A-listers.?® The top Google bug hunter, as of January 17", 2024,
was from China and goes by the username ‘blunt.” But despite the name, bug bounty hunting
cannot be equated to bail bondsmen or wildlife bounty hunting. Participants are not actually
hunting a target. They are, instead, using their technological skills to identify vulnerabilities
that could be exploited by criminal actors.

The LDA program, like bounty hunting, incentivizes private actors to ‘hunt’ for possible
criminal activity. It also shares with bail bondsmen a requirement for those private actors to be
licensed (as opposed to qui tam suits or standard whistleblowing reward programs where such

licensing is not required).%

But unlike bail bondsmen, LDAs would not be licensed to capture
alleged criminals, let alone use physical force to do so. Rather, they would only be empowered
to monitor transactional activity and report suspicions to regulators. Those regulators, in turn,
would retain responsibility for enforcement. Thus the program does not fit neatly into existing
categories of incentivization programs. It represents a new approach, one combining elements
of whistleblower reward programs and bounty hunting to facilitate a market-based mechanism

for generating actionable information on criminal schemes.'®

9 Yuni Li & Ling Zhao, Collaborating with Bounty Hunters: How to Encourage White Hat Hackers’ Participation
in Vulnerability Crowdsourcing Programs through Formal and Relational Governance, 59 INF. MANAGE. 103648
(2022).

% Google, Google and Alphabet Vulnerability Reward Program (VRP) Rules | Google Bug Hunters, (2024),
https://bughunters.google.com/about/rules/6625378258649088/google-and-alphabet-vulnerability-reward-
program-vrp-rules (last visited Jan 17, 2024).

9 Lawyers bringing forth qui tam suits must, of course, be qualified. But their clients need not be.

10 Other new proposals have been presented by Coffee (n 28) , who discusses the possibility of filing
whistleblower reports into a central databank; encouraging whistleblowers to pursue qui tam actions when agencies
do not act; and forcing companies under DPAs to contribute money to a fund specifically designed for
whistleblower payments. These proposals are creative and deserve further debate. They are, however, very
different from the LDA system proposed here, which would create a new class of professional firms licensed to
actively surveil third-party transactional activity. Another scholar who has proposed a market/licensing
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II1. The Licensed Detection Agent Program

The primary objective of the LDA program is to incentivize the delivery of actionable
information on suspicious financial transactions to regulators. It would achieve this objective
by creating a new category of private firms who are (a) licensed to directly surveil financial
transactions and (b) compensated for reporting suspicious activity. Each of these elements will
be discussed in the remainder of this section. This will be followed by an analysis of key
operational risks and how they can be effectively mitigated. The section concludes with a
preliminary overview of how the LDA program could be applied in practice to help generate

actionable information on market manipulation and money laundering.

A. Licensing and Data Provision

The program would involve the creation of a new category of private firms licensed to operate
as LDAs. Licensing is ubiquitous in financial services.'% Banks, brokers, wealth advisors, and
other firms are required to obtain authorization from regulatory agencies before offering certain
products or services. Further, there is precedent for licensing private firms to perform regulatory
duties. In the U.S., for example, the SEC grants special legal designations to certain exchanges
and associations to operate as Self-Regulatory Organizations (SROs). This empowers SROs

such as Nasdaq to enforce their own rulebooks on customers and impose fines.'% It also grants

mechanism, albeit for the very different task of rulemaking, is Gillian K. Hadfield, More Markets, More Justice,
148 DAEDALUS 37 (2019).

101 For an early treatment of the theoretical benefits of licensing, see Thomas G. Moore, The Purpose of Licensing,
4 J.LAwW ECON. 93 (1961).

102 See, e.g., Nasdaq, Role of an Exchange: Enforcement, NASDAQ (2021), https://www.nasdaq.com/articles/role-
of-an-exchange%3A-enforcement-2021-02-05 (last visited Feb 7, 2024).
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SROs legal immunity from civil liability for any issues that arise while performing these “quasi-
governmental” and “quasi-judicial” functions.®®

LDAs would be licensed to conduct direct surveillance on transactional data (the precise
scope of which would depend on the targeted crime). This licensing would carry certain legal
obligations, including those pertaining to appropriate internal controls and the strict protection
of personal data. Firms would submit applications demonstrating that they possess the staffing,
knowledge, capacity, resources, and planning to fulfil these obligations.*® Following approval,
regulatory agencies would oversee LDAs and retain the right to suspend or cancel their licenses
in response to rule violations. Regulators might also seek the capacity to impose monetary fines
on LDAs as another mechanism for enforcing these standards.

Regulators would, where possible, facilitate LDAs’ access to transactional data for the
purpose of performing surveillance. Where regulatory agencies do not possess such access, they
will require gatekeepers to make their transactional data available to LDAs for the purpose of
performing surveillance. The precise scope of private firms required to make their data available
to LDAs will depend on the targeted financial crime, context-specific factors, and operational
considerations. In some situations, for example, it may be impractical to facilitate LDA access
to the transactional data of every bank in a specific jurisdiction. Regulators might instead focus
only on the largest gatekeepers for efficiency purposes. This would be more easily achieved in
countries such as the Netherlands where banks already share transactional data for the purpose
of spotting complex forms of money laundering.’%® Figure 4 provides a stylized depiction of

how the LDA program would be organized in both scenarios.

103 Rohit A Nafday, From Sense to Nonsense and Back Again: SRO Immunity, Doctrinal Bait-and-Switch, and a
Call for Coherence, 77 UNIV. CHIC. LAW REV. 847 (2010); Jennifer M Pacella, If the Shoe of the SEC Doesn’t Fit:
Self-Regulatory Organizations and Absolute Immunity, 58 WAYNE LAW REV. 201 (2012).

104 Regulators might also choose to require that individual LDA staff are licensed to perform surveillance activities,
similar to the individual licenses and examinations required to perform certain trading and brokerage services in
the U.S. (e.g., the Series 7 exam to trade securities).

105 This is facilitated through an organization called Transactie Monitoring Nederland (TMNL), see Transactie
Monitoring Nederland, TMNL in Brief, TRANSACTIE MONITORING NEDERLAND (2024), https://tmnl.nl/en/about-
tmnl/tmnl-in-brief/ (1ast visited Feb 7, 2024). In June 2024, TMNL announced that it would be ceasing some of its
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Figure 4: Stylized LDA Program Structure

N Reports of Suspicious Activity

A

Regulator / Licensed Detection
Law Enforcement Agents (LDAs)

J Compensation for Reports -

Provision of Data Access for LDAs

Relevant

Option 1: Regulator provides direct access :
Transactional Data

Option 2: Gatekeepers provide access

This figure simplifies operational components to depict the primary actors and mechanisms.

Where private firms are compelled to make their transactional data available to LDAs, these
arrangements will be governed by confidentiality agreements similar to those used when such
data is made available to corporate monitors, independent auditors, and other third-party service
providers.1% LDA access is, however, more complex as it necessitates the provision of direct,
continuous access to such data. It will likely be prohibitively complicated to provide such data
on a real-time basis. Rather, it would more likely be provided on at least a 7+1 basis, meaning
24 hours after the transactions occur.’?” LDAs will also have to work with firms to ensure that

their surveillance software accurately ingests transactional data.%®

operations due to apparent inconsistencies with new EU-level anti-money laundering laws, see Paul O’Donoghue,
Shock as Dutch Banks’ AML Coalition, TMNL Winds down Operations, to Explore Model to Operate under New
EU Law, AML INTELLIGENCE, Jul. 2, 2024, https://www.amlintelligence.com/2024/07/news-shock-as-dutch-
banks-aml-coalition-tmnl-winds-down-operations-to-explore-new-model-to-operate-under-eu-law/ (last visited
Jul 4, 2024).

196 Covering items such as data protection, preventing the unlawful sharing of such data, and, naturally,
prohibitions on exploiting any inside information obtained through surveillance.

197 There is substantial precedent for employing this standard for financial surveillance (e.g., the CAT).

108 This process would be eased by establishing common data formatting standards. There is substantial precedent
for such standards in financial regulation. One example is the EU’s Markets in Financial Instruments Directive II
(MiFID II), which contains common transaction reporting standards. It is plausible that the LDA program would
indirectly encourage the creation of such standards.

29



Work in Progress: Please do not Cite without Permission (Kellerman)

The presence of LDA surveillance would not eliminate private gatekeepers’ existing
obligations to monitor for suspicious activity. LDAs are not, in other words, replacing financial
institutions” TM functions. This is for two primary reasons. First, LDAs are third-party firms
and thus could cease their operations at any time (e.g., in response to bankruptcy). Relying on
these firms exclusively would, therefore, present the risk that no one is performing surveillance
if LDAs discontinue their monitoring. Second, reliance on LDAs would incentivize gatekeepers
to weaken their controls and shift blame when misconduct occurs. Further, gatekeepers, like all
firms, must retain a basic obligation to report criminal activity.

It is important, however, that gatekeepers benefit from certain protections in return for
LDAs monitoring their customer data. Specifically, they should not be subject to civil penalties
for any compliance failures that LDAs observe in the course of their surveillance. This is
integral to ensuring that LDAs are focused on the ultimate target of interest — criminal actors —
rather than gatekeepers themselves. The reverse scenario would pit LDAs against gatekeepers,
providing the latter with incentives to disrupt the former’s operations and engage in retaliatory

actions (replicating some of the issues of traditional whistleblowing).1%°

B. Reporting and Reward Structure

Following the identification of suspicious transactional activity, LDAs would submit reports of
that activity to regulators in return for monetary rewards. These rewards would take two forms:
(a) payments for individual reports and (b) percentage shares of any civil penalties, seizures,
and/or disgorgements of ill-gotten gains obtained as a result of those reports. The latter mimics

traditional whistleblower incentivization programs. While the precise percentages would likely

109 Such a scenario may also pose high political hurdles to passing the legislation necessary for implementing LDA
programs. If programs were presented in a manner where LDAs are, in effect, also monitoring gatekeepers, we
can expect those firms to voice strong opposition.
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vary based on multiple factors, the SEC’s standard of 10-30% of monetary rewards (provided
the sanctions exceed $1 million) is an appropriate guidepost. Regardless of the specifics, there
should be no cap on the total reward to maximize the financial incentive. The SEC, which has
no cap, set a record in 2023 by awarding $279 million to one whistleblower.''° The prospect of
such large payouts is the primary incentive for firms to operate as LDAs.

But large payouts take time. Regulatory investigations may take many months or years
to conclude, and thus there is a sizeable time gap between LDA reports and their obtainment of
rewards. Some prospective LDAs may view this as an unattractive proposition. It would require
LDAs to incur the costs of performing surveillance in the present with only the possibility of
large payouts in the future. To address this issue, the LDA program also distributes short-term
payments for individual reports.

These payments should be structured to incentivize LDAs to produce a relatively small
quantity of in-depth investigative reports. Existing forms of reporting, such as the Suspicious
Activity Report (SAR) for money laundering and the Suspicious Transaction and Order Report
(STOR) for market abuse, already feature elements of investigation. These reports must include
details on the event and the reasons for suspicion, necessitating that gatekeepers perform at least
a preliminary internal analysis of the relevant activity.''!

LDAs would be expected to perform more intensive investigations of suspicious activity
before submitting their report. This might include open-source research, documentation review,
and perhaps even interviews with gatekeeper employees in accordance with existing standards

of corporate investigation.!*? But unlike some corporate investigations, it would be essential

10 U.S. Securities and Exchange Commission, SEC Issues Largest-Ever Whistleblower Award, (2023),
https://www.sec.gov/news/press-release/2023-89 (last visited Feb 8, 2024).

"l See, eg, UK FINANCIAL  CONDUCT  AUTHORITY, STOR  Template,  (2024),
https://www.handbook.fca.org.uk/techstandards/MAR/2016/reg_del 2016 957 oj/annex01.html?date=2021-01-
01 (last wvisited Jul 6, 2024); FFIEC, Appendix L: SAR Quality Guidance, (2024),
https://bsaaml.ffiec.gov/manual/Appendices/13 (last visited Jul 6, 2024).

112 For background, see Sarah Helene Duggin, Internal Corporate Investigations: Legal Ethics, Professionalism
and the Employee Interview, 2003 COLUMBIA BuS. LAW REV. 859 (2003).
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that the third-party individual and/or firm is not aware (“tipped oftf”) that they are the subject
of an LDA inquiry. By performing these tasks, LDAs would complete as many of the initial
investigatory steps as possible, delivering a report which regulators and law enforcement can
use to get a head start on their own investigations.

Regulators would mandate the performance of these more intensive investigative efforts
as a requirement for short-term payments.''® They might also require that the individual staff
involved in producing these reports are licensed private investigators.'** These high standards
would disincentive overreporting. Further, regulators would have the capacity to enforce those
standards through suspensions/revocations of LDA licenses and potentially even the issuance
of monetary penalties. LDAs would, in turn, be compensated more generously for performing
these steps and producing in-depth reports. While the exact total would likely depend on various
factors, the existing market for corporate investigations would provide plausible baselines for
determining standardized payment structures.

The primary advantage of this reward structure is that it would discourage overreporting
and incentivize LDAs to produce a smaller quantity of in-depth reports. Regulators would also
benefit from LDAs performing certain preliminary investigative steps, potentially allowing law
enforcement to save costs and make quicker progress. The LDA program is not, however, free
from risk. As the next section discusses in greater detail, there are certain operational risks that

must be mitigated in order for the program to be successful.

113 One exception might be suspicious activity indicative of terrorist financing which may pose an immediate threat
to the public. It would be reasonable to expect LDAs to report such activity immediately rather than waiting to
undertake a more intensive investigation of the underlying transactions.

114 See, for example, Netherlands Enterprise Agency, License for Private Security or Detective Agency,
https://business.gov.nl/regulation/licence-private-security-organisation/ (last visited Jul 6, 2024).

32



Work in Progress: Please do not Cite without Permission (Kellerman)

C. Key Risks and Mitigating Measures

The LDA program, like all policy proposals, features operational risks. Here I focus on five
particularly pertinent risks: (1) overreporting; (2) selective reporting; (3) conflicts (4) regulatory
capture; and (5) market structural issues. As each sub-section demonstrates, there are measures

available to mitigate each of these risks and maximize the program’s effectiveness.

1. Overreporting

First, there is a risk that the reward structure of the program would incentivize LDAs to submit
large quantities of spurious reports in return for short-term payments. Such overreporting could
potentially overwhelm regulators, who generally have limited time and resources, rendering the
LDA program counterproductive. And, indeed, many regulators are already dealing with similar
issues. Financial Intelligence Units (FIUs), public agencies responsible for processing SARs,
have faced tremendous increases in reporting volumes.!*® These trends are generally attributed
to a practice known as “defensive reporting,” in which gatekeepers submit large quantities of
low-quality reports to mitigate the risk of being penalized.!®

The risk of overreporting would, however, be mitigated by the requirement for LDAs
to perform in-depth investigations prior to submission. These high standards, coupled with the
possible requirement that individual staff are licensed private investigators, would incentivize
the production of a smaller quantity of reports. Regulators would also possess the capacity to

suspend/revoke LDA licenses and potentially impose monetary penalties where firms submit

115 Qee, e.g., JACOB DENMAN & BRETT WOLF, Suspicious Activity Reports Surge; 2023 Filings on Pace for Another

Record, (2023), https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/special-report-
suspicious-activity-reports/ (last visited Jul 8, 2024).
116 Id.
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spurious reports that waste time and resources. But the requirement to submit in-depth reports

does present another risk which must be discussed: selective reporting.

2. Selective Reporting

The obligation for LDAs to submit in-depth reports is designed in part to avoid the problem of
overreporting. But by purposefully prioritizing depth over breadth, this structure creates another
risk: selective reporting. LDAs can be expected to make (commercially-minded) judgment calls
on which cases of suspicious activity to prioritize. This might include consideration of whether
sufficient contextual information is available to produce in-depth reports. One might also expect
LDAs to prioritize cases which they believe are most likely to produce the largest civil penalties,
seizures, and/or disgorgements down the line. The risk, here, is that LDAs subsequently choose
not to report other legitimately suspicious activity with less reward potential.

But there is a relatively simple mitigating measure available. The program could require
that LDAs, where they choose not to proceed with the investigation of a specific alert, share
that alert with the relevant gatekeeper. That gatekeeper would, in turn, be able to report the
activity through standard procedures such as the SAR and STOR.*’ Thus regulators would
continue to be alerted of all suspicious activity regardless of whether LDAs make
commercially-minded judgment calls to prioritize specific cases.

Further, it is important to note that LDA commercial incentives are not, in themselves,
a problem. Focusing on cases which may produce larger payments down the line is tantamount
to prioritizing investigations of major criminal schemes. This is a positive thing. And regulators

would benefit from LDAs utilizing their expertise to “filter” suspicious activity and determine

117 This would force LDAs to make relatively quick judgment calls (which is positive) to ensure that gatekeepers
can fulfil their obligations to submit such reports without delay. Note that there is also a possibility that gatekeepers
recognize the same suspicious activity through their own TM functions.
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which cases are most worthy of further investigation. Thus, with the aforementioned measure
in place to mitigate the risk of selective reporting, the commercial incentives of LDAs can be

viewed not as a bug but rather a positive feature of the system.

3. Conflicts

Another potential risk of the program is that LDAs identify suspicious activity undertaken by
individuals or firms with whom they have existing commercial relationships. In such situations,
there is a risk that LDAs are conflicted, possessing incentives to ignore (or decline to report)
suspicious activity undertaken by these actors. This risk is likely proportional to the size of the
firm acting as an LDA. Smaller LDAs are less likely to have conflicts. Large multinational
corporations, in contrast, are more at risk of have pre-existing commercial relationships with
individuals or firms subject to their surveillance activities.

Consultants, accountants, and investigation professionals have long dealt with similar
conflicts of interest.!8 And they have developed a wide range of mitigating practices applicable
to the LDA program.!'® One particularly relevant measure is to establish informational barriers
between business units.??® Firms with multiple business units have long employed this control
to mitigate the risk of insider trading, conflicts of interest, and the confidentiality of corporate

investigations.!?! Information barriers are far from perfect; there are numerous well-publicized

118 See, e.g., Maria Ishaque, Managing Conflict of Interests in Professional Accounting Firms: A Research
Synthesis, 169 J. BUS. ETHICS 537 (2021).

119 See, e.g., INTERNATIONAL ETHICS STANDARDS & BOARD FOR ACCOUNTANTS, Handbook of the International
Code of Ethics for Professional Accountants, (2023), https://ifacweb.blob.core.windows.net/publicfiles/2024-
03/2023%20IESBA%20Handbook%20-%20Updated%203-26-24 0 0.pdf#page=48.99.

120 For background, see Lei Herzel & Dale E. Colling, The Chinese Wall and Conflict of Interest in Banks, 34 BUS.
LAWYER 73 (1978).

121 Andrew F. Tuch, Financial Conglomerates and Information Barriers, 39 J. CORP. LAW 563 (2013); Stainslav
Dolgoplov, Insider Trading, Chinese Walls, and Brokerage Commissions: The Origins of Modern Regulation of
Information Flows in Securities Markets Insider Trading Symposium - January 27, 2007, 4 J. LAW ECON. POLICY
311 (2007); S. Burcu Avci, Cindy A. Schipani & H. Nejat Seyhun, Eliminating Conflicts of Interests in Banks:
The Significance of the Volcker Rule, 35 YALE J. REGUL. 343 (2018).

35



Work in Progress: Please do not Cite without Permission (Kellerman)

examples of information slippage.'?? But, where carefully maintained, they remain an option
for mitigating conflict risks.

In the context of LDASs, it would be sensible for firms to establish informational barriers
between their surveillance function and other business units. What is key is that the subjects of
LDA investigations are not shared with staff of other units who may have personal commercial
incentives to undermine these efforts. Companies could also spin-off their LDA functions into
separate corporate entities to solidify these barriers. Ernst and Young has recently debated a
similar split of their auditing and consultancy businesses to avoid the commercial limitations
placed on each unit by conflict concerns.'?® Regulators also have options. They could mandate,
as a condition of licensing, that LDA entities are not simultaneously involved in the provision
of other products or services that might pose unmanageable conflict of interest. This measure
would effectively eliminate conflict risk, though regulators may need to consider whether such
a heavy handed requirement might also disincentivize LDA participation. Regardless, there are
numerous public and private measures available to mitigate the risk that LDA surveillance is

undermined by conflicting business relationships.

4. Regulatory Capture

A similar risk, and one that might be considered another form of conflict, is the possibility that

LDAs are subject to regulatory capture by gatekeepers. Regulatory capture generally refers to

the process by which special interests influence state regulations.?* But in policy areas such as

22
123 This proposal is, however, on pause at the time of writing, see Santiago Bedoya Pardo, EY Calls off Audit &
Advisory Split, THE ACCOUNTANT, Apr. 12, 2023, https://www.theaccountant-online.com/news/ey-calls-off-audit-
advisory-split/ (last visited Jul 10, 2024). See also Mark Maurer, PwC to Limit Consulting Services It Offers to
U.S. Audit Clients, WALL STREET JOURNAL, Sep. 11, 2023, https://www.wsj.com/articles/pwc-to-limit-consulting-
services-it-offers-to-u-s-audit-clients-5¢843b7c (last visited Jul 10, 2024).

124 See Ernesto Dal Bo, Regulatory Capture: A Review, 22 OXF. REV. ECON. POLICY 203 (2006).
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financial crime, where complex layers of private regulation intersect with public rules, capture
can also occur between firms. The primary risk here is that LDAs succumb to the influence or
inducement of gatekeepers to perform ineffective monitoring, withhold reports, and/or ignore
suspicious activity undertaken by specific actors.

This regulatory capture risk is, however, mitigated by the underlying incentive structure
of the LDA program. For LDAs, the primary incentive for participating is to generate reports
that will lead to short-term payments and the prospective of large long-term rewards. Incurring
the cost of performing surveillance but not submitting such reports would, therefore, defeat the
purpose of acting as an LDA. There remains, however, the risk that LDAs are induced to ignore
only the suspicious activity of specific actors while continuing to develop reports pertaining to
other cases. Regulators can mitigate this risk by explicitly establishing the obligations for LDAs
to report suspicious activity and mechanisms to enforce these rules. As alluded to above, this
would include the capability to suspend LDA licenses, revoke licenses, and potentially impose
monetary penalties. And, where regulators require that individual LDA staff are licensed, they
too would be subject to the loss of that license where they succumb to any sort of inducement
to purposefully ignore suspicious activity. Such actions might also be considered criminal acts
in some jurisdictions (e.g., if the inducement involves bribery), providing yet another mitigant

to the risk of regulatory capture.

5. Market Structural Issues

The LDA program would create a new competitive market for producing investigative reports
on suspicious activity. This “product” would be demanded by regulatory agencies and supplied
by LDAs. The structure of that market, including the quantity of buyers and suppliers and their

relative market shares, has important implications for the efficiency with which that product is
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ultimately produced. Here I will consider two pertinent market structural risks, which we can
refer to as supply-side concentration and demand-side competition.

The former refers to the risk that LDAs would consolidate, leading to monopolistic or
oligopolistic supply-side conditions. This could have various negative consequences. Lack of
competition may, for example, reduce LDA incentives to innovate and provide the highest
quality reports. Regulators, in turn, would be in a weak position to enforce their standards if
they are reliant on a monopolistic LDA.?® An important step to mitigating this risk is to ensure
that the LDA incentivization structure is entrant-friendly. One way the program achieves this
is by (a) requiring licensing and (b) compelling gatekeepers to make their data available to any
licensed LDA. This process helps level the playing field. Currently, many (particularly larger)
gatekeepers, such as global banks and exchanges, maintain internal lists of approved product
and services providers with whom they are willing to do business. The purpose of these lists is
to manage risk, but they can reduce competition by raising barriers to entry for new firms which
may wish to compete with large incumbents on contracts. The LDA program’s licensing process
would eliminate this barrier and make it easier for smaller firms to compete. Further, there are
additional mitigating options available, such as anti-trust provisions which could plausibly be
applied to the LDA market in extreme concentration scenarios.

Finally, there is a related risk that must be considered: competition between regulators
(i.e., demand-side competition). LDAs would likely encounter suspicious activity that relates
to two or more jurisdictions simultaneously. There is a risk, therefore, that LDAs seek to play
regulators against one another for superior payments. Unlike traditional markets, demand-side
competition in the LDA market is undesirable. To mitigate this risk, regulators should consider

coordinating their payment structures and establishing that it is not possible to compete amongst

125 This negotiating disadvantage would be less severe where regulators and LDAs access a consolidated pool of
data. Regulators would, in this scenario, have the option of discontinuing LDA rewards and concentrating on their
own independent detection capabilities.
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one another for LDA reports. Such agreements could be negotiated within, and overseen by,
existing international organizations such as the Financial Action Task Force (FATF) and the

International Organization of Securities Commissions (I0OSCO).

D. Applications to Money Laundering and Market Manipulation

This subsection outlines two potential applications of the LDA program: the detection of money
laundering and market manipulation. The nature of these crimes differ but the manner in which
suspicious transactions are identified is fundamentally similar. Private gatekeepers generally
construct rules-based scenarios which generate alerts when transactions fall below or rise above
specific pre-set thresholds.'?® Classic examples include abnormally large transactions or newly
observed patterns with no clear economic purpose.*?’

Gatekeepers struggle with designing these alert parameters in a manner that minimizes
false positives and false negatives. False positives are erroneous indications of suspicious
activity — essentially false alarms — that waste valuable time and resources. False negatives, in
contrast, are erroneous indications that specific activity is not suspicious. Finding the right
balance is challenging. But because gatekeepers seek to minimize compliance costs, there is a
common bias toward minimizing false positives (and the subsequent work needed to analyze
each alert) at the risk of missing legitimately suspicious patterns. There are numerous additional
pitfalls in the post-alert investigation process. Compliance staff might, for example, reach out

to client relationship managers for further insight into specific alerts. Those managers may, in

turn, explain away suspicious activity to avoid any disruption to the client relationship and the

126 Julie Gerlings & Ioanna Constantiou, Machine Learning in Transaction Monitoring: The Prospect of xAl,
(2022), http://arxiv.org/abs/2210.07648 (last visited Apr 5, 2024).

127 There is substantial interest in the capacity of artificial intelligence to improve the efficiency of these systems,
see Zhiyuan Chen et al., Machine Learning Techniques for Anti-Money Laundering (AML) Solutions in Suspicious
Transaction Detection: A Review, 57 KNOWL. INF. SYST. 245 (2018); Jingguang Han et al., Artificial Intelligence
for Anti-Money Laundering: A Review and Extension, 2 DIGIT FINANCE 211 (2020).
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revenue it generates. Similar pressures may lead firms to withhold submitting reports of such
activity to regulatory agencies.

The LDA program would reverse these perverse incentives. LDAs would apply their
own surveillance software (whether proprietary or purchased from third parties) and possess
positive incentives to utilize that software effectively. One clear application is the identification
of insider trading and market manipulation. LDAs would be empowered to apply their software
to monitor orders and transactions on particular exchanges and trading venues. LDAs could
also be provided with the opportunity to monitor consolidated databases of trading activity
occuring on multiple venues. One example is the CAT which consolidates U.S. national trading
of equities and options contracts.'?® The SEC already allows U.S. SROs to access the CAT, and

this could be extended to LDAs (Figure 5).

Figure 5: Stylized Example of LDA Incorporation into CAT Plan

7\ Reports of Suspicious Activity

Securities and
Exchange Commission
(SEC)

Licensed Detection
Agents (LDAs)

Y

_/  Compensation for Reports .

Consolidated Audit Trail
(Managed by FINRA)

Industry Data ——  >»{ [ Consolidated Data on
Members / Exchanges Reporting Equities and Options
Trading

Note: FINRA refers to the Financial Industry Regulatory Authority, a U.S. SRO which currently serves as the
CAT Plan Processor. This figure greatly simplifies the CAT data reporting architecture.

128 CAT NMS, Approved CAT NMS Plan, (2016), https://www.catnmsplan.com/wp-content/uploads/2017/03/34-
79318-exhibit-a.pdf (last visited Jul 5, 2024).
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Similar arrangements could be established to facilitate LDA surveillance of bank transactional
data for the purpose of identifying money laundering. Like market manipulation, LDAs could
monitor the transactional data of specific banks or, where possible, consolidated databases of
transactions occuring through multiple institutions. An example of the latter is Transaction
Monitoring Netherlands (TMNL), an initiative of the five largest Dutch banks to share data as
a means of more effectively detecting cross-bank schemes.*?® TMNL maximizes two desirable
attributes of a surveillance regime: data access and privacy protection. What is misses, however,
are positive incentives. Allowing LDAs to surveil TMNL’s database would fill this gap and
help facilitate the generation of actionable information on suspicious activity.

As these examples demonstrate, the LDA program would be particularly effective where
transactional data is pooled at the national or international level. Complex schemes to launder
illicit proceeds or manipulate prices are often perpetrated through accounts held at multiple
financial institutions.**® Where possible, the combining of this data would enhance the utility
of the program. Namely, it would allow LDAs to connect the dots between transactions which
appear innocent in isolation but actually form part of a larger criminal conspiracy.

But the program can also achieve substantial gains within single corporate groups. Large
corporations are often fractured into smaller business units with separate compliance functions
performing siloed surveillance. LDAs would have the opportunity to break down these siloes
and identify previously-unrecognized suspicious patterns involving transactions occurring via
separate business units.** This is no small thing. BNP Paribas, for example, serves millions of
customers across 63 countries and territories.!3? The LDA program would provide firms with

financial incentives to determine more efficient methods of combining these national datasets

129 Transactie Monitoring Nederland, supra note 105. But see O’Donoghue, supra note 105.

130 See, e.g., Kellerman, supra note 29; AUSTIN, supra note 7.

131 International information-sharing may be complicated by differences in data protections laws which are beyond
the scope of this paper.

132 BNP Paribas, BNP Paribas Worldwide, BNP PARIBAS (2024), https://group.bnpparibas/en/group/bnp-paribas-
worldwide (last visited Jul 11, 2024).
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to identify complex international schemes.**® Allowing LDAs to develop such capabilities, even
within just one global financial institution, would constitute a substantial improvement in our

collective capacity to detect financial crime.

IV. Conclusion

In April 2021, Dutch bank ABN AMRO announced that it was entering into a 480
million Euro settlement with prosecutors for AML compliance failures.'® “Regretfully,” CEO
Robert Swaak commented, “I have to acknowledge that in the past we have been insufficiently
successful in properly fulfilling our important role as a gatekeeper.”** But ABN is not alone.
Virtually every major bank in the Western world has been penalized — in some cases with comic
regularity — for failing to protect the financial system from money laundering, terrorist
financing, sanction evasion, and other criminal schemes.!® Equally disheartening trends can be
observed in capital markets, where exchanges and other venues have incurred regular penalties
for failing to stamp out manipulative trading behavior.**’

There are numerous contributing factors to these failures. The rules themselves are not
always clear. Nor is the task itself straightforward. Analyzing transactional information to spot
suspicious activity is complicated, particularly given that complex criminal schemes generally

involve the use of multiple financial institutions. Compliance staff across the world wrestle with

these challenges. But the most fundamental impediment to their success is not the criminals —

133 It is also worth considering how LDAs themselves could develop the capacity to identify connections between
separate corporate groups. Where LDAs perform surveillance on the underlying clients of multiple gatekeepers,
they could plausibly draw cross-institutional connections, identifying suspicious activity occuring through the use
of accounts at, for instance, multiple banks. Whether LDAs would be allowed to combine such personal data for
the purpose of performing surveillance is, however, another question.

134 ABN AMRO, ABN AMRO Accepted Settlement Offer in the Anti-Money Laundering Investigation in the
Netherlands, (2021), https://www.abnamro.com/en/news/abn-amro-accepted-settlement (last visited Apr 8, 2024).
135 17

136 Slawotsky, supra note 32; PIERRE-HUGUES VERDIER, GLOBAL BANKS ON TRIAL: U.S. PROSECUTIONS AND THE
REMAKING OF INTERNATIONAL FINANCE (2020).

137 SCOTT PATTERSON, DARK POOLS (2012); MICHAEL LEWIS, FLASH BOYS (2014); MATTLI, supra note 13.
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it is the perverse incentive structure they inhabit. Private gatekeepers have no interest in acting
as extensions of law enforcement. Their most powerful stakeholders (far more powerful than
the average compliance officer) are interested in one thing: profit. And gatekeeper obligations
generally tend to contradict that goal.'®® Therefore, it is not surprising that a system built on
foxes guarding hen houses is failing to produce results.

But the issue is not the involvement of private firms per se. It is, more specifically, the
structure of their incentives. This paper has proposed a new system in which Licensed Detection
Agents — roughly equivalent to corporate bounty hunters — would surveil financial transactions
and be rewarded for reporting suspicious activity to regulators. The LDA program would create
a new competitive market for detection in which independent firms would have positive
incentives to perform effective monitoring. In so doing, the program would solve what this
paper has referred to as the Detection Trilemma: the inability of existing regimes to
simultaneously feature data access, privacy protection, and positive incentives. Unlike the
gatekeeper model, LDAs would possess properly aligned incentives to perform effective
detection. And unlike government-led surveillance, the LDA program would preserve the

privacy of innocent parties. It is, in sum, a third way, one that would aid the fight against

138 One exception are situations in which firms can distinguish themselves from competitors by advertising their

regulatory status and strong controls against illicit activity. See, e.g., MATTLI, supra note 13. This has been
particularly prevalent in cryptocurrency markets, where a growing number of firms have advocated for regulation
as a means of encouraging greater participation. See Miles Kellerman & Jack Seddon, Into the Ether or the State?
Legibility Theory and the Cryptocurrency Markets, BUS. POLIT. 1 (2024). These opportunities are, however, less
present in more mature markets where regulatory obligations are standardized. Further, representations of strong
controls may be contradicted in practice. One example is the penalization of ITG POSIT. ITG represented to its
customers that information on their trading intensions would be kept confidential and protected from “predatory”
traders who might seek to exploit that knowledge. In reality, ITG was the predator. It ran a confidential internal
trading desk, termed Project Omega, which had access to customer trading intensions and utilized that information
to carry out profitable strategies. See U.S. Securities and Exchange Commission, In the Matter of ITG INC. and
ALTERNET SECURITIES, INC., (2015), https://www.sec.gov/litigation/admin/2015/33-9887.pdf (last visited Aug
23, 2024). Finally, compliance professionals often argue that investing in controls is cheaper than having to incur
the costs of enforcement actions in the future. Unfortunately, however, the leaders of many financial institutions
do not appear to think this way. See COMPLY ADVANTAGE, supra note 40. This likely reflects in numerous cases
short-termism, or what has been referred to as ‘managerial myopia.” See Lynne L. Dallas, Short-Termism, the
Financial Crisis, and Corporate Governance, 37 J. CORP. LAW 265 (2011).
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financial crime by providing regulators with a more effective method of generating actionable
leads on suspicious activity.

The LDA program is not, of course, a panacea. It features risks and its implementation
would necessitate wrestling with legal and political complications not considered here. But such
efforts are worthwhile. The current system is hugely inefficient, imposing enormous costs on
the private sector in return for very poor rates of successful detection. And these costs have in
some cases been explicitly passed on to consumers.**® Further, the system is forcing regulators
to divert their limited resources to policing gatekeepers rather than their actual targets: terrorists,
drug traffickers, and other criminal actors.X It is essential, therefore, that scholars continue to
explore new creative solutions.

This paper has proposed one such solution in the form of the LDA program. But there
are myriad ways in which the program could be adjusted. One possible alternative would be to
allow gatekeepers themselves to select and compensate LDAs (which, while raising new kinds
of conflict concerns, would alleviate the need for public agencies to pay for reports of suspicious
activity). Another possibility would be to adjust the payment structure to incentivize LDAs to

deliver large quantities of simplified data rather than in-depth reports.}*! Further, there may be

139 See, e.g., NOS, Bedrijven, Stichtingen En Kerken Moeten van Banken Meebetalen Aan Witwasonderzoek, NOS,
Dec. 27, 2022, https://nos.nl/artikel/2457797-bedrijven-stichtingen-en-kerken-moeten-van-banken-meebetalen-
aan-witwasonderzoek (last visited Jul 11, 2024).

140 This reflects the principal-agent problem. Namely, a situation where the preferences of the principal and agent
may diverge and there is an asymmetry of information. The former must expend resources on monitoring the latter
if it wishes to know whether they are carrying out their assigned task. See Joseph E Stiglitz, Principal and Agent,
in ALLOCATION, INFORMATION AND MARKETS (J. Eatwell, M. Milgate, & P. Newman eds., 1989); Kathleen M
Eisenhardt, Agency Theory : An Assessment and Review, 14 ACAD. MANAGE. REV. 57 (1989). The situation can
also be represented in the language of Regulator-Intermediary-Target (R-I-T) theory. Rs employ /s to reach their
ultimate 7s. But because there is preference divergence and information asymmetry between Rs and /s, the former
will have to spend resources on monitoring the latter. If these monitoring costs are too high, it may undermine the
benefits of employing intermediaries. For background, see Kenneth W. Abbott, David Levi-Faur & Duncan Snidal,
Theorizing Regulatory Intermediaries: The RIT Model, 670 ANN. AM. ACAD. POL. SOC. ScI. 14 (2017).

141 The Netherlands Financial Intelligence Unit (FIU) provides a unique example of this approach. Unlike most
FIUs which receive SARs or their equivalent, the Netherlands-FIU also collects “Objective Indicators” which are
essentially key data points. See FIU-THE NETHERLANDS, 2021 Annual Review, (2021), https://www.fiu-
nederland.nl/wp-content/uploads/2023/02/FIU-Annual-Review-2021.pdf (last visited Aug 23, 2024).
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opportunities to apply similar incentivization mechanisms to the detection of other phenomena,
such as cybercrime and the spread of infectious disease.

Exploring these possibilities would be an excellent direction for future scholarship. As
this paper has sought to emphasize, the primary impediment to detecting financial crime is not
technological. Nor is it the ingenuity of criminal actors. It is, instead, the misaligned incentives
of the gatekeeper model, in which we expect private firms to suppress their commercial desires
and act as extensions of law enforcement. But incentives can be crafted. And we all stand to
benefit from further research on how policymakers can more effectively engage in that craft to

achieve socially beneficial outcomes.
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