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Abstract 

In March 2026, researchers at Google Quantum AI published resource estimates showing 

that the elliptic-curve cryptography used by Bitcoin, Ethereum, and many other major 

blockchains could be broken with far fewer quantum-computing resources than 

previously believed. The authors validated their estimates through a zero-knowledge 

proof while withholding the underlying circuits. Within two months, an independent 

researcher reproduced the circuits and a public challenge improved on them. The 

quantum threat to digital assets has moved from a remote theoretical concern to a 

concrete migration problem. At the same time, U.S. policymakers are integrating 

quantum-vulnerable blockchain infrastructure into the financial system through federally 

regulated stablecoins, chartered crypto institutions, exchange-traded products, and 

tokenized securities. This Article examines the collision between those policy 

trajectories. It argues that financial stability should govern the response and that the 

federal objective should be containment of transmission from a failing legacy network 

into regulated finance. Congress should create a quantum-resilience perimeter under 

which covered intermediaries, stablecoin issuers, investment products, and market 

infrastructures may, after a defined transition, operate only through networks and digital-

asset arrangements certified as quantum-resilient. Qualification should require protection 

of every material cryptographic function and a credible plan to prevent mass 

unauthorized monetization of assets controlled by deprecated credentials. Protocol 

communities would retain authority to choose the technical method, including migration, 

quarantine, recovery, rate limits, issuer-led reissuance, or permanent unspendability. 

Nonqualified networks could continue through self-custody and peer-to-peer use, but 

they would remain outside regulated custody, collateral, derivatives, tokenized markets, 

and U.S.-regulated dollar channels. The proposal thus protects financial stability without 

directing consensus rules or prohibiting private ownership. 
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I. Introduction 

On March 31, 2026, a team from Google's Quantum AI unit, joined by computer 

scientists at Stanford and Berkeley, and by Justin Drake of the Ethereum Foundation, published a 

paper revealing that functional quantum computers are closer than most had believed possible.1 

While the science underlying the paper is highly technical, its implications for cryptocurrency 

are easy to understand. The security of Bitcoin, Ethereum, and virtually every other 

cryptocurrency rests on a mathematical asymmetry. Anyone can see a user's public key, but no 

classical computer on earth can work backward from it to the private key, the secret that 

authorizes spending. The Google researchers showed that a sufficiently powerful quantum 

computer collapses that asymmetry, and that "sufficiently powerful" is far more modest than the 

field had assumed: fewer than half a million physical qubits, nearly a twenty-fold reduction from 

prior estimates.2 A machine of that size could lift a public key off the blockchain, derive the 

private key in minutes, and send the associated coins wherever its operator liked.3 Recognizing 

how dangerous their own result was, the authors took the unusual step of validating it through a 

cryptographic zero-knowledge proof, a method that lets outsiders confirm the claim without 

learning the details needed to reproduce it.4 Bloomberg covered the paper the day it appeared, 

under a headline warning the crypto industry that its migration deadline was 2029.5 

 
1 Ryan Babbush et al., Securing Elliptic Curve Cryptocurrencies Against Quantum Vulnerabilities: Resource 

Estimates and Mitigations (arXiv:2603.28846v2, Apr. 15, 2026), https://arxiv.org/abs/2603.28846 [hereinafter 

Google Quantum Paper]. The paper was first posted to arXiv on March 31, 2026; this Article cites the revised 

version of April 15, 2026. 
2 Google Quantum Paper, supra note 1, at 4, 7. 
3 Google Quantum Paper, supra note 1, at 4, 8. 
4 Google Quantum Paper, supra note 1, at 6–7. 
5 Isabelle Lee & David Pan, Google Paper Warns Crypto on Quantum Risk Ahead of 2029 Timeline, BLOOMBERG 

(Mar. 31, 2026), https://www.bloomberg.com/news/articles/2026-03-31/google-paper-warns-crypto-on-quantum-

risk-ahead-of-2029-timeline. 



The finding did not stand alone for long. The same day, a startup called Oratomic, 

working with researchers at Caltech and Harvard, published a companion paper claiming that 

Shor's algorithm, the quantum algorithm that breaks modern public-key cryptography, could be 

run "with as few as 10,000 reconfigurable atomic qubits."6 Two months after that, a French 

academic working alone reproduced, and slightly improved upon, the very circuits Google had 

withheld.7 The secrecy had bought sixty days. As Part II details, the trajectory of quantum 

cryptanalysis now looks less like a debate than a countdown. 

Post-quantum cryptography exists, and it can in principle be deployed across blockchain 

systems.8 The difficulty is implementation. A bank, payment network, or government agency has 

management, a budget, and a regulator. A public blockchain ordinarily has none of those things. 

Changing a protocol requires coordination among developers, miners or validators, exchanges, 

custodians, issuers, and users who share no hierarchy and often disagree about both the threat 

and the cure. Further problems arise from legacy assets whose owners cannot act. The Google 

researchers estimate that approximately 2.3 million quantum-vulnerable bitcoin may be 

dormant.9 Those balances cannot migrate themselves. A protocol can still determine whether 

legacy signatures remain valid, whether the balances are quarantined, or whether they become 

permanently unspendable, but each response requires a collective decision before the threat 

materializes. 

 
6 Madelyn Cain et al., Shor’s Algorithm Is Possible with as Few as 10,000 Reconfigurable Atomic Qubits 

(arXiv:2603.28627, Mar. 30, 2026), https://arxiv.org/abs/2603.28627. 
7 André Schrottenloher, Optimized Point Addition Circuits for Elliptic Curve Discrete Logarithms 

(arXiv:2606.02235, June 1, 2026), https://arxiv.org/abs/2606.02235. 
8 NIST finalized its first three post-quantum cryptography standards in August 2024. See NAT’L INST. OF 

STANDARDS & TECH., FIPS 203, 204, 205 (Aug. 2024). For the migration framework applicable to financial 

institutions, see infra Part IV.A. 
9 Google Quantum Paper, supra note 1, at 5. 



This is where public policy enters, and with it the question at the heart of this Article: 

what, if anything, should policymakers do about a technology that threatens to unravel the 

cryptographic foundations of an asset class Americans now hold in their brokerage accounts, 

their retirement plans, and, increasingly, their banks? The challenge is that policymakers are 

expanding the role of quantum-vulnerable blockchain infrastructure in the financial system just 

as the quantum threat is becoming increasingly credible. During the second Trump 

Administration, the federal government has embraced cryptocurrency and blockchain technology 

with great enthusiasm. Congress passed the Guiding and Establishing National Innovation for 

U.S. Stablecoins Act, better known as the GENIUS Act, which created a federal regulatory 

framework for the issuance of dollar denominated stablecoins that live on quantum-vulnerable 

blockchains.10 The Comptroller of the Currency has approved national trust bank charters for a 

parade of crypto firms.11 And the Chairman of the Securities and Exchange Commission 

("SEC"), Paul Atkins, has declared again and again that America's capital markets are moving 

"on-chain," predicting the shift could arrive within "a couple of years," and he is hastening that 

arrival by directing his agency to dismantle the market-structure rules standing in the way.12 If 

Chair Atkins is right, then the whole of our capital markets, from 401(k)s down to money market 

funds, is being wired into infrastructure whose cryptographic foundations face a rapidly 

approaching expiration date. 

Bitcoin supplies the clearest and hardest case because its exposed dormant balances are 

unusually large and its governance is resistant to change. The broader problem, however, is not 

Bitcoin-specific. Quantum risk appears at three distinct layers: the base protocol, including 

 
10 Guiding and Establishing National Innovation for U.S. Stablecoins Act (GENIUS Act), Pub. L. No. 119-27, 139 

Stat. 419 (2025). 
11 See infra Part III.B. 
12 See infra Parts III.C–D. 



transaction and consensus signatures; the application layer, including stablecoin administrative 

keys, bridges, oracles, Layer 2 systems, and tokenized securities; and the intermediary layer, 

including custody wallets, deposit addresses, proof-of-reserves keys, and internal 

authentication.13 A regulatory response aimed only at one coin or one signature scheme would 

therefore miss much of the financial exposure. 

The contradiction comes into focus when one compares what the government demands of 

itself with what it asks of the crypto markets it champions. On June 22, 2026, President Trump 

signed an executive order requiring federal agencies to migrate their high-impact systems to 

post-quantum cryptography on a hard deadline: key establishment by December 31, 2030, and 

digital signatures by December 31, 2031.14 That was an acceleration of roughly five years from 

the government's prior 2035 target.15 For the crypto markets, by contrast, the sum total of 

congressional attention is a single section of a pending bill announcing that quantum readiness 

should be achieved "not through regulation, but through voluntary, market-driven measures."16 

Federal systems get deadlines, while crypto markets get encouragement. That gap is the policy 

contradiction this Article sets out to address. 

This Article brings the public-law and financial-stability implications of that collision 

into a literature that has remained predominantly technical.17 The present moment is unusual 

 
13 See Google Quantum Paper, supra note 1, at 22–34; COINBASE INDEP. ADVISORY BD. ON QUANTUM COMPUTING 

& BLOCKCHAIN, QUANTUM COMPUTING & BLOCKCHAIN 21–48 (Apr. 21, 2026) [hereinafter COINBASE POSITION 

PAPER]. 
14 Exec. Order No. 14,412, § 4(b), 91 Fed. Reg. 38,483 (June 22, 2026) (“Securing the Nation Against Advanced 

Cryptographic Attacks”). 
15 Compare Exec. Order No. 14,412, supra note 14, § 4(b) (setting deadlines of December 31, 2030 for post-

quantum key establishment and December 31, 2031 for post-quantum digital signatures), with NAT’L SEC. AGENCY, 

Commercial National Security Algorithm Suite 2.0 (CNSA 2.0) (updated advisory), 

https://media.defense.gov/2025/May/30/2003728741/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS.PDF [hereinafter 

CNSA 2.0 Advisory] (contemplating a government-wide transition by 2035). 
16 Digital Asset Market Clarity Act of 2025, H.R. 3633, 119th Cong. § 506(b)(2) (as reported by S. Comm. on 

Banking, Hous. & Urban Affairs, June 1, 2026) (Calendar No. 423) [hereinafter Senate CLARITY]. 
17 The technical literature is canvassed in Part II. For the leading contributions, see Google Quantum Paper, supra 

note 1, and COINBASE POSITION PAPER, supra note 13. 



because the federal government is simultaneously accelerating two technologies whose policy 

trajectories intersect. The Department of Commerce is investing billions of dollars in quantum 

computing.18 The SEC and other financial regulators are accelerating the use of blockchain 

infrastructure in regulated markets. Yet no agency has been assigned responsibility for 

reconciling the two agendas. 

The argument proceeds from a single premise: the preservation of financial stability 

should organize the federal response. In this Article, financial stability does not mean 

guaranteeing the price of bitcoin, ether, or any successor asset. It means insulating the payment 

system, capital markets, banks, custodians, and systemically important market infrastructure 

from the runs, forced liquidations, collateral impairment, settlement failures, and institutional 

losses that could follow the collapse of a quantum-vulnerable legacy network.  

This Article proposes a federal quantum-resilience perimeter. Congress should provide 

express authority for a phased regime under which covered intermediaries may conduct regulated 

digital-asset activity only through qualified quantum-resilient networks and arrangements. 

Qualification should extend to every material cryptographic function and should require a 

credible plan to address legacy assets whose deprecated credentials could otherwise be exploited 

at scale. The statute should remain blockchain-agnostic and outcome based. Protocol 

communities would choose the technical response. Individuals would remain free to possess, 

self-custody, develop software for, operate nodes on, and transact peer to peer through a 

nonqualified network. The federal consequence would be exclusion from regulated custody, 

stablecoins, investment products, collateral, derivatives, tokenized securities, and dollar 

settlement. 

 
18 See infra Part IV.C. 



The Article proceeds as follows. Part II explains quantum risk across protocol, 

application, and intermediary layers. Part III shows how stablecoins, exchange-traded products, 

and tokenized market infrastructure have transformed that risk into a potential source of financial 

contagion. Part IV documents a government that understands the quantum threat but has imposed 

no binding quantum-readiness duties on digital-asset markets. Part V surveys architecture-

specific migration and legacy-asset containment tools. Part VI explains why financial stability 

requires containment rather than price support or universal adoption. Part VII develops the 

constitutional and administrative framework for a prospective market-eligibility rule that 

preserves self-custody. Part VIII proposes the federal quantum-resilience perimeter in 

operational detail. Part IX concludes. 

Nothing in the argument depends on predicting a particular Q-day.19 It depends on three 

propositions: cryptographically relevant quantum computers are now an engineering possibility 

with an uncertain timetable; migration across decentralized protocols and their dependent 

applications requires years of coordinated work; and the United States is increasing the financial 

system's reliance on quantum-vulnerable infrastructure in the meantime. If those propositions 

hold, early action expands the room for notice, testing, international coordination, and 

constitutional design. 

II. Understanding Quantum Risk in Digital Assets 

A. A Brief Primer: Public-Key Cryptography and Quantum Computing 

 
19 “Q-day” refers to the point at which a cryptographically relevant quantum computer first becomes capable of 

defeating the public-key cryptography securing modern digital assets. 



To own bitcoin is to know a secret. Every blockchain account is controlled by a pair of 

mathematically linked numbers: a public key, which functions like an account number and is 

visible to the world, and a private key, which functions like an unforgeable signature and must be 

known only to the owner.20 When a user spends cryptocurrency, her wallet software uses the 

private key to generate a digital signature; the network verifies the signature against the public 

key and, satisfied, records the transfer. The whole edifice rests on a one-way street. Deriving the 

public key from the private key is trivial. Deriving the private key from the public key is, for any 

classical computer, effectively impossible. The relevant mathematics for most cryptocurrencies 

is the elliptic curve discrete logarithm problem ("ECDLP"), a cousin of the prime-factorization 

problem underlying RSA encryption, the protocol that has long secured bank transfers and 

internet commerce.21 The security comes from the extraordinary amount of computation required 

to solve these problems. As the key grows larger, the required work increases so rapidly that a 

classical computer that could crack a small key in a second could require millennia to crack one 

of the size used in modern cryptography.22 

Quantum computers attack this asymmetry at its root. A classical computer processes 

information in bits, either a zero or a one. A quantum computer processes information in qubits, 

which, by the strange but experimentally settled rules of quantum mechanics, can exist in a 

"superposition" that simultaneously represents zero, one, and every weighting in between. In 

1994, the mathematician Peter Shor showed how the additional instructions available to a 

 
20 Google Quantum Paper, supra note 1, at 12–13. 
21 RSA security rests on the difficulty of factoring the product of two large prime numbers: multiplying the primes 

together is easy, while recovering them from the product would take a classical computer longer than the age of the 

universe for key sizes in current use. Elliptic curve cryptography achieves comparable security with far smaller keys 

by relying on the difficulty of the discrete logarithm problem over elliptic curves. See Zeeya Merali, Which 

Problems Will Quantum Computers Solve — and When?, SCI. AM. (May 19, 2026), 

https://www.scientificamerican.com/article/which-problems-will-quantum-computers-solve-and-when/. 
22 Merali, supra note 21. 



quantum computer could be assembled into an algorithm for solving factoring and discrete 

logarithm problems.23 For these particular problems, Shor’s algorithm allows a sufficiently 

powerful quantum computer to reach in a practical amount of time answers that would take a 

classical computer effectively forever to find. 

Shor's algorithm has been mathematically valid for three decades. What it has lacked is 

hardware. Qubits are exquisitely fragile and prone to errors from even tiny disturbances in their 

environment. Running Shor's algorithm at cryptographically relevant scale therefore requires 

error correction: using many imperfect physical qubits together so that their errors can be 

detected and corrected, producing a much more reliable "logical" qubit.24 The machine that can 

do this at scale has a name in the technical literature: a cryptographically relevant quantum 

computer, or "CRQC." 

Experts genuinely disagree about when a CRQC will arrive, and some doubt that one 

ever will. MIT's William Oliver expects useful large-scale machines in roughly twenty years; 

other physicists refuse to predict at all.25 But with each technical breakthrough, the number of 

experts who view a CRQC as inevitable continues to grow. John Martinis, who led the Google 

team that first demonstrated "quantum supremacy" in 2019, puts it bluntly: "If you are worried 

about RSA encryption, as you should be, I might say it could be broken in five to 10 years."26 

And the direction of travel is unmistakable. Estimates of the resources needed to break RSA-

 
23 By “additional instructions,” I mean computational operations that have no classical analogue, such as creating 

superpositions and manipulating them through quantum interference. Like all computer programs, quantum 

algorithms are built by combining available operations, but only a limited class of computational problems is known 

to benefit from these uniquely quantum operations. 
24 Adam Becker, Quantum Computing Is Reaching Its Make-or-Break Moment, SCI. AM. (May 19, 2026), 

https://www.scientificamerican.com/article/quantum-computing-is-reaching-its-make-or-break-moment/ (explaining 

that each logical qubit has conventionally required on the order of 100 to 1,000 physical qubits). 
25 Becker, supra note 24 (quoting physicist Alaina Green: “I don’t know, and I’m unwilling to make a prediction, 

and I would be very surprised if you found any [physicist] who would.”). 
26 Merali, supra note 21. 



2048 have fallen from roughly twenty million physical qubits in 2019, to one million in 2025, to 

as few as ten thousand reconfigurable atomic qubits in the March 2026 Oratomic paper.27 The 

question is no longer whether such a machine can be built, but who builds it first and what they 

do with it. 

B. The Google Quantum AI Paper: Methodology and Why It Is Credible 

Against that backdrop, the March 2026 Google paper deserves the careful attention of 

policymakers, for three reasons: who wrote it, what it found, and, above all, how it proved what 

it found. 

The paper's nine authors include six researchers at Google Quantum AI, among them 

Craig Gidney, whose resource estimates have defined the field for a decade; Dan Boneh, the 

Stanford cryptographer whose textbook trained a generation; and Justin Drake, a senior 

researcher at the Ethereum Foundation.28 The paper represents the combined judgment of the 

industrial laboratory closest to the hardware, leading academic cryptographers, and a senior 

Ethereum researcher whose own blockchain the paper identifies as vulnerable. 

As for the substance of the paper, Google's researchers dramatically reduced the 

estimated quantum resources required to break the elliptic curve cryptography protecting Bitcoin 

and Ethereum. Their analysis concluded that a sufficiently capable quantum computer could 

derive a user's private key in a matter of minutes using fewer than half a million physical qubits, 

a nearly twenty-fold reduction from prior estimates.29 Just as important as the reduction in 

hardware requirements was the reduction in execution time. Because much of the computation 

 
27 Cain et al., supra note 6; see also Merali, supra note 21 (reporting Oxford cryptographer Artur Ekert’s assessment 

that new low-qubit-count findings “are credible and have caused a stir”). 
28 Google Quantum Paper, supra note 1, at 1. 
29 Google Quantum Paper, supra note 1, at 4, 7. 



can be performed before a target public key is even observed, the final computation can be 

completed in roughly nine minutes on average.30 That is shorter than the average interval 

between Bitcoin blocks, meaning a sufficiently powerful quantum computer could, in principle, 

steal funds from a transaction before it is permanently recorded on the blockchain. The 

significance of that possibility is discussed in Section D below. 

Finally, the authors concluded that publishing the actual circuit designs would be 

irresponsible, because the designs are, functionally, a weapon. But unverifiable claims may breed 

complacency, and the authors worried that "if the community overestimates the resources 

required, the perceived 'safety margin' may lead to a dangerous 'wait-and-see' attitude."31 Their 

solution was a cryptographic zero-knowledge proof: a published mathematical artifact that lets 

any third party verify, without trusting Google and without learning the circuit designs, that the 

authors truly possess circuits of the claimed size that correctly perform the computation.32 They 

described the choice to publish estimates while withholding mechanics as "a matter of public 

responsibility."33 The paper's central claims are therefore cryptographically verifiable, and they 

have been verified. 

Why do cryptocurrencies, among all the systems that rely on vulnerable cryptography, 

deserve first attention? The paper gives two reasons. First, in pursuit of efficiency and scale, 

blockchains standardized on elliptic curve keys "almost an order of magnitude smaller than those 

of RSA at a similar security level," which means "a smaller CRQC is required to break them."34 

 
30 Google Quantum Paper, supra note 1, at 8. 
31 Google Quantum Paper, supra note 1, at 6. 
32 Google Quantum Paper, supra note 1, at 6–7. The proof was generated using the SP1 zero-knowledge virtual 

machine and verified against more than nine thousand randomized test inputs. Id. app. A at 54–57. The authors note 

the irony that the proof system itself relies on elliptic curve cryptography and “is inherently vulnerable to the very 

quantum attacks analyzed in this work.” Id. at 57. 
33 Google Quantum Paper, supra note 1, at 6. 
34 Google Quantum Paper, supra note 1, at 3. 



Thus, crypto falls first. Second, "unlike traditional finance which generally employs multiple 

safeguards, blockchains tend to offer no recourse against fraudulent transactions enabling 

unrecoverable theft with a forgery of a single digital signature."35 A bank wire can be clawed 

back. A fraudulent card charge can be reversed. A bitcoin transaction is final. The system's 

celebrated feature, irreversibility without intermediaries, becomes a fatal flaw against a quantum 

adversary. 

C. The Three Categories of Quantum Attack 

The Google paper organizes quantum attacks on blockchains into three categories, 

distinguished by how quickly the attacker must work and whether continuing access to a CRQC 

is required.36 The taxonomy is worth dissecting, because the categories arrive at different times, 

threaten different assets, and, as later Parts show, demand different policy responses. 

On-spend attacks target transactions in transit. When a user broadcasts a transaction, her 

public key becomes visible to the network before the transaction is finalized. A quantum attacker 

who can derive the private key within that window, which is roughly 400 milliseconds on 

Solana, 12 seconds on Ethereum, and about ten minutes on Bitcoin, can forge a competing 

transaction and steal the funds mid-flight.37 

At-rest attacks target public keys that sit exposed for long periods, most importantly keys 

recorded permanently on the blockchain itself, as with Bitcoin's earliest address format and every 

Ethereum account that has ever transacted. Here the attacker "has days (or more) to derive the 

 
35 Google Quantum Paper, supra note 1, at 3. 
36 Google Quantum Paper, supra note 1, at 5–6. 
37 Google Quantum Paper, supra note 1, at 6. 



private key."38 At-rest attacks will arrive first, because slower machines can execute them, and 

they menace the largest pool of value: dormant wallets whose owners cannot move them. 

On-setup attacks are the most exotic. They target fixed public parameters of a 

cryptographic protocol, using a single quantum computation to manufacture "a universal 

reusable backdoor" that thereafter works on a classical computer.39 Bitcoin is mostly immune, 

but important parts of the Ethereum ecosystem are not, including its data-availability layer and 

privacy protocols such as Tornado Cash.40 

The precise sequence of quantum attacks will depend on the evolution of quantum 

hardware. Some designs could eventually become fast enough to attack cryptocurrency 

transactions before they are confirmed, while others may first be limited to attacking public keys 

that have long been exposed on the blockchain. From a policy perspective, however, that 

distinction is secondary. In either scenario, the earliest and most vulnerable targets are likely to 

be assets whose owners cannot protect them because their public keys are already exposed and 

they are no longer able to migrate to quantum-resistant cryptography. 

Those assets illustrate the broader challenge facing blockchain networks. Migration to 

post-quantum cryptography is difficult even for centrally managed organizations. Decentralized 

networks must also overcome governance, interoperability, and user-coordination challenges. 

Legacy assets present a particularly difficult problem because no active owner may remain to 

register a new cryptographic credential. Although those owners cannot participate in a voluntary 

migration, the protocol community can still determine how the legacy state will be treated. The 

 
38 Google Quantum Paper, supra note 1, at 6. 
39 Google Quantum Paper, supra note 1, at 6. 
40 Google Quantum Paper, supra note 1, at 6, 20–21. After circulation of an earlier draft, Adam Zalcman, a coauthor 

of the Google Quantum AI paper, advised the author that Bitcoin is “mostly,” rather than categorically, immune to 

on-setup attacks. He identified a narrow Taproot scenario in which a participant who knows the relevant tweak value 

could exploit a quantum-derived discrete logarithm of a well-known elliptic-curve point without operating a 

quantum computer. Email from Adam Zalcman to author (Aug. 4, 2026) (on file with author). 



available options include continued spendability, quarantine, recovery procedures, rate limits, 

and permanent unspendability. Meanwhile, improvements in quantum hardware, algorithms, and 

error correction steadily narrow the time available for an orderly transition. 

D. Quantum Attacks on Bitcoin and the Legacy-Asset Problem 

Bitcoin's vulnerability profile is a product of its architecture, so a brief explanation is 

necessary. Bitcoin has no native concept of user accounts. The blockchain stores transactions, 

each connected to others through inputs and outputs; units of bitcoin exist as unspent transaction 

outputs ("UTXOs"), each locked by a small program called a locking script.41 Most locking 

scripts are represented in human-readable form as Bitcoin addresses, and the overwhelming 

majority of bitcoin uses one of a handful of standard address types. To spend bitcoin, a user 

presents a valid digital signature generated with the corresponding private key. To own bitcoin is 

to know a private key. The quantum vulnerability of any given coin therefore turns on a 

seemingly mundane design detail: how its address type handles the public key. 

The earliest address format, Pay-to-Public-Key ("P2PK"), records the owner's public key 

directly on the blockchain, in the clear, forever. A cryptographically relevant quantum computer 

could therefore attack those coins at leisure, making them the quintessential at-rest target. 

Approximately 1.7 million bitcoin – nearly nine percent of the eventual bitcoin supply – remain 

secured by P2PK scripts.42 Most date from Bitcoin's earliest years, and the addresses associated 

with Bitcoin's pseudonymous creator, Satoshi Nakamoto, hold roughly one million bitcoin in this 

format.43 A later format, Pay-to-Public-Key-Hash ("P2PKH"), improved matters by storing only 

 
41 Google Quantum Paper, supra note 1, at 12. 
42 Google Quantum Paper, supra note 1, at 12. 
43 Google Quantum Paper, supra note 1, at 36 (noting that accounts believed to have been owned by Satoshi 

Nakamoto hold about one million bitcoin secured by P2PK scripts). 



a cryptographic hash – a one-way fingerprint – of the public key until the coins are spent. 

Because hash functions are not meaningfully threatened by quantum computers, an unspent 

P2PKH output whose public key has never been exposed is not vulnerable to an at-rest attack.44 

Bitcoin's newest standard, Taproot ("P2TR"), adopted in 2021 for its efficiency and privacy 

benefits, again exposes the public key directly. As the Google authors dryly observe, this 

"constitutes a security regression."45 Taproot addresses moved roughly 16.8 million BTC in 2025 

and accounted for more than one-fifth of all Bitcoin transactions that year.46 

Public keys can become exposed in several ways. Some Bitcoin address types reveal 

them by design, while others expose them when coins are spent. Users can also increase their 

exposure by repeatedly reusing the same address – a common practice among exchanges and 

other large institutions – or by sharing cryptographic information with wallet software and other 

third-party services. The common feature is that once a public key is exposed, the associated 

assets become vulnerable to a future quantum attack regardless of how the exposure occurred. 

Bitcoin's quantum security therefore depends not only on the protocol itself but also on the 

operational practices of the people and institutions that use it. Unfortunately, many of those 

practices increase quantum exposure. The Google authors observe that some of the largest 

concentrations of quantum-exposed bitcoin "are linked to Binance, Robinhood and Bitfinex, 

which are also three of the largest cryptocurrency exchanges," and that "many cryptocurrency 

services are guilty of address reuse."47 The reasons are largely commercial. Reusing deposit 

addresses simplifies customer onboarding, proof-of-reserves attestations, and transaction 

 
44 Google Quantum Paper, supra note 1, at 12. 
45 Google Quantum Paper, supra note 1, at 13. 
46 Google Quantum Paper, supra note 1, at 18. 
47 Google Quantum Paper, supra note 1, at 18 (citing Rainer Stütz et al., Reuse of Public Keys Across UTXO and 

Account-Based Cryptocurrencies (arXiv:2601.19500, 2026)). 



processing while reducing costs. But convenience today can create vulnerability tomorrow. 

Consider Robinhood, the brokerage through which millions of retail investors hold crypto 

alongside their index funds. The company reuses addresses whose exposed public keys could 

become attractive targets for a future cryptographically relevant quantum computer. 

On-spend attacks present a different kind of vulnerability. When a Bitcoin user 

broadcasts a transaction, it is first shared across the network and waits to be confirmed in a new 

block. During that waiting period, the user's public key becomes visible. A sufficiently capable 

quantum computer could derive the corresponding private key before the transaction is 

confirmed and broadcast a competing transaction transferring the same coins to the attacker. 

Earlier estimates suggested that such attacks would succeed only some of the time because they 

depended on winning a race against Bitcoin's roughly ten-minute confirmation process. More 

recent work by the Google team has identified ways to parallelize the quantum computation, 

substantially increasing the probability of success. According to Adam Zalcman, one of the 

paper's coauthors, the revised approach could raise the success rate of an on-spend attack against 

Bitcoin to roughly ninety-three percent, while making similar attacks feasible against other major 

cryptocurrencies with shorter confirmation times as well.48 

Such attacks would undermine more than individual transactions. Once both the victim 

and the attacker possess valid cryptographic credentials, they compete to convince the network to 

confirm their transaction first. Because the attacker is attempting to steal the funds, they have 

every incentive to outbid the legitimate owner in transaction fees, potentially forcing victims to 

 
48 After circulation of an earlier draft, Adam Zalcman, a coauthor of the Google Quantum AI paper, advised the 

author that subsequent work has identified a method for parallelizing on-spend quantum attacks, increasing their 

projected success rate substantially. According to Zalcman, the revised approach would increase the estimated 

probability of a successful on-spend attack against Bitcoin to approximately ninety-three percent and raise the 

probability above fifty percent for the other cryptocurrencies discussed here. Email from Adam Zalcman to author 

(Aug. 2026) (on file with author). 



spend much of the value of their own transaction simply to prevent theft.49 The Google authors 

also describe scenarios in which attackers could pay miners to extend the attack window or users 

could pay mining services to keep transactions out of the public queue of pending transactions 

(the "mempool") until confirmation.50 The result is a system in which quantum risk distorts the 

incentives of users, miners, and other network participants in ways that Bitcoin was never 

designed to accommodate. 

Two clarifications are nevertheless important. First, quantum computers do not pose a 

meaningful threat to Bitcoin's proof-of-work consensus mechanism; the principal vulnerability 

lies in its digital signatures.51 Second, the larger policy challenge is unlikely to arise from 

transactions awaiting confirmation. Roughly 6.9 million bitcoin are already associated with 

exposed public keys, including approximately 2.3 million coins that have not moved in at least 

five years.52 Active owners can eventually migrate to quantum-resistant cryptography. Dormant 

assets whose owners have died, disappeared, or lost their keys cannot. The fate of these dormant 

assets in the face of a future quantum threat has become the subject of a contentious debate 

within Bitcoin’s technical community. A future upgrade could retire legacy signatures, restrict 

the movement of vulnerable balances, establish special procedures for their recovery, or render 

them permanently unspendable. The distinction is fundamental: migration can protect bitcoin 

whose owners are able and willing to act, but the network must separately decide what happens 

to vulnerable bitcoin that remains behind. 
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E. Ethereum and Application-Layer Quantum Risk 

Ethereum presents a different quantum-risk profile because it functions as a platform for 

financial applications as well as a ledger for its native asset, ether. Its economic exposure 

includes stablecoins, tokenized real-world assets, decentralized exchanges, lending markets, and 

Layer 2 systems. These systems increase capacity and reduce transaction costs by processing 

transactions outside Ethereum's base network and later submitting the results to Ethereum for 

settlement. In February 2026, the Google researchers estimated that this broader Ethereum 

economy secured more than $600 billion in value.53 That architecture distributes cryptographic 

risk across the base network and the applications built upon it. A successful attack could 

therefore compromise assets and legal relationships whose value is not captured by ether's 

market capitalization.54 

The first vulnerability concerns ordinary Ethereum accounts. An externally owned 

account is controlled by a private key, and its public key becomes visible after the account sends 

a transaction. That exposure creates a much shorter on-spend window than in Bitcoin. Bitcoin 

adds a block roughly every ten minutes on average, while Ethereum produces blocks in twelve-

second slots and processes most transactions in less than a minute. An on-spend attacker must 

recover a newly exposed private key and broadcast a competing transaction before the original 

transfer is confirmed. The Google researchers therefore conclude that early quantum machines 

are unlikely to make on-spend attacks a principal Ethereum threat.  

The more consequential account risk arises after confirmation, because the public key 

remains exposed indefinitely. Ethereum users often retain the same account to preserve an 
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identity, governance history, or position in a decentralized-finance application, so that exposure 

can persist for years. A future quantum attacker could derive the private key from the public key 

and submit transactions that the network would treat as valid. The Google researchers estimated 

that exposed accounts among Ethereum's 1,000 largest accounts held approximately 20.5 million 

ether at the time of their study, which was worth roughly $33 billion as of the time of this 

writing.55 New account designs can make future key changes easier, but they do not protect a 

legacy account unless its owner acts before the old cryptography becomes unsafe.56 

Another threat lies in administrative keys. Many smart contracts reserve special powers 

for an issuer, developer, security council, or other designated party. Depending on the 

application, an administrative key may authorize its holder to upgrade code, pause transactions, 

freeze customer assets, or mint and burn tokens. Bridges, which allow assets or transaction 

information to move between blockchains, illustrate the stakes. A common bridge design locks 

assets on one network while issuing corresponding tokens on another; compromise of its 

administrative keys can expose the entire pool of assets backing those tokens. Oracle operators 

and emergency guardians exercise similarly consequential authority. The Google researchers 

identified at least seventy contracts among the 500 largest Ethereum contracts whose 

administrative arrangements exposed approximately 2.5 million ether to quantum-enabled 

account takeover.57 They also estimated that roughly $200 billion in stablecoins and tokenized 

assets depended on vulnerable administrative controls.58 The mismatch is important for law and 

policy: an account holding little ether may control a much larger pool of customer assets or 

claims on off-chain property. Compromise of the key could make the blockchain's ownership 
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record diverge from the parties' rights under contract, commercial law, or the issuer's governing 

documents.59 

Ethereum's application layer introduces a separate migration problem. Smart contracts 

and Layer 2 systems use cryptographic proof systems, bridges, and multi-signature arrangements 

that may remain vulnerable even after the base network adopts quantum-resistant signatures. The 

Google researchers estimated that major vulnerable Layer 2 systems and bridges secured at least 

15 million ether, while cautioning that the amount changes as applications and proof systems 

evolve.60 Some Layer 2 systems retain security councils that can pause a bridge or override a 

faulty proof. That centralized authority creates its own administrative-key risk, but it may also 

permit human intervention during an attack. The deeper point is that a base-layer upgrade will 

not rewrite deployed contracts or replace every vulnerable proof system. Each application, 

bridge, and governance body must identify and migrate its own dependencies.61 

Ethereum's proof-of-stake consensus mechanism creates another category of institutional 

risk. Until September 2022, Ethereum, like Bitcoin, relied on proof of work, under which miners 

competed to add blocks to the ledger. On September 15, 2022, the network completed the Merge, 

joining its existing execution layer with the proof-of-stake Beacon Chain and replacing miners 

with validators who commit, or “stake,” ether as collateral for participating in the process of 

validating transactions and adding new blocks to the ledger.62 The Merge made validator 

signatures part of Ethereum Mainnet's security model and demonstrated that the community 

could coordinate a complex, networkwide migration without changing existing balances or 
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transaction history. Validators use digital signatures to attest to proposed blocks, and their public 

keys are recorded on the network. A quantum attacker who recovered enough validator keys 

could cause the compromised validators to sign conflicting blocks, halt finality, reorganize 

transactions, or, at the highest threshold, finalize inconsistent versions of the ledger. 

Approximately 37 million ether was staked as of February 2026.63 The number of validators 

makes a networkwide attack costly, although concentration among large staking providers may 

allow an attacker to target common key-management infrastructure. If an attacker obtained 

control of a supermajority, the protocol could not repair the damage automatically. Recovery 

would require coordinated action outside the ordinary rules, likely through a hard fork – a change 

to Ethereum’s governing software that creates a new version of the blockchain –and a collective 

decision by network participants to adopt that version and recognize its transaction history as 

authoritative.64 

The data infrastructure supporting Layer 2 systems creates a particularly durable form of 

risk. Ethereum uses a cryptographic commitment scheme to let validators confirm that 

transaction data needed by Layer 2 networks is available without requiring every validator to 

download all of it. That system depends on public parameters created through a one-time trusted 

setup. A sufficiently capable quantum computer could recover the hidden value underlying those 

parameters and use it to forge proofs that unavailable data is present. Once recovered, the 

information would become a reusable exploit. It could be published or sold to actors who possess 

no quantum computer, and it would remain effective until Ethereum replaced the affected 

system. The result could be halted Layer 2 networks, inaccessible bridged assets, and a powerful 
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instrument for ransom. A one-time quantum computation could thus create a continuing 

application-layer threat.65 

Ethereum is comparatively well positioned to organize a response. The Ethereum 

community has published plans addressing transaction signatures, validator signatures, 

vulnerable proof systems, and data availability.66 The current approach would use quantum-

resistant, hash-based signatures at both the execution and consensus layers, while new account 

designs would allow users to preserve an existing address under new authentication rules. The 

Ethereum Foundation can fund research, organize development work, and influence the protocol 

roadmap even though it cannot formally command adoption. Ethereum's response to The DAO 

hack provides an earlier example of that coordinating capacity. In 2016, an attacker exploited a 

flaw in The DAO, a smart-contract-based investment vehicle, and diverted ether into related 

accounts.67 A majority of the network adopted a hard fork that made a one-time change to the 

blockchain's state, moving the affected ether to a recovery contract so DAO token holders could 

withdraw their funds. A minority rejected the intervention because it conflicted with blockchain 

immutability and continued the original chain, now known as Ethereum Classic. The episode 

demonstrates both the capacity and the limit of Ethereum governance. The community can 

coordinate extraordinary measures, but no institution can compel unanimous acceptance. 

Ethereum nevertheless has institutions capable of organizing a migration that no individual user 

or application developer could accomplish alone.68 That coordinating capacity may also have 
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legal consequences. Shortly after the Merge, then-SEC Chair Gary Gensler suggested that proof-

of-stake cryptocurrencies could face greater scrutiny under the federal securities laws because 

staking provides “another indicia” under the Howey test that “the investing public is anticipating 

profits based on the efforts of others.”69 That debate may foreshadow a similar tension in 

Ethereum’s response to quantum computing. The institutions and developers capable of 

coordinating a rapid network-wide migration may strengthen Ethereum’s resilience while also 

raising questions about how decentralized the network truly is. 

For regulators, Ethereum illustrates that quantum resilience must be assessed across the 

full financial arrangement. A sound review must examine the base protocol, the applications that 

hold or control assets, the administrative and recovery keys governing those applications, the 

proof systems supporting Layer 2 networks, and the intermediaries that connect them to 

customers. It must also identify the authoritative ownership record if a forged blockchain 

transaction conflicts with an issuer's books or an investor's legal entitlement. Ethereum may 

migrate more quickly than a network with weaker coordinating institutions, but a successful 

protocol upgrade would leave material application-layer vulnerabilities in place unless the 

arrangements built on the network migrate as well. Quantum resilience is therefore an attribute 

of the chain and every material dependency built upon it. 

F. Independent Validation and Accelerating Timelines 
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A skeptical reader, and Part II.H will give the skeptics their full due, might object that 

everything recounted so far issues from a single paper. That objection had a shelf life of exactly 

sixty-two days. 

The Google authors withheld their circuit designs as a matter of responsible disclosure, 

publishing only the zero-knowledge proof of their existence. On June 1, 2026, André 

Schrottenloher, a cryptographer at Inria, the French national computing research institute, 

working without access to Google's designs, published fully open circuits for the same problem, 

with a slightly higher qubit count (about 1.5 percent) and a lower Toffoli gate – a basic building 

block of a quantum algorithm analogous to a single instruction in a computer program – count 

(6.5 to 10 percent) than the numbers Google had committed to in its proof.70 Google's own lead 

author conceded with grace. "My congratulations to André on being the first to match our 

circuits," wrote Craig Gidney, before adding the epitaph for the entire episode of strategic 

withholding: "We should just publish openly."71 

The community then made a sport of it. A crowdsourced "Shor-at-home" challenge, 

hosted at ecdsa.fail, invited anyone to submit improved circuits, scored by the product of qubit 

count and gate count.72 The record fell within hours of launch, an 8.4 percent improvement over 

Google's benchmark, and it kept falling in the weeks that followed.73 Optimization of the attack 

has become a public leaderboard. 
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Meanwhile, the hardware estimates keep shrinking. The Oratomic paper, released in 

coordination with Google's on the same March day and coauthored by researchers including 

Caltech's John Preskill, the physicist who coined the term "quantum supremacy," concluded that 

a neutral-atom machine of roughly 26,000 physical qubits could solve the elliptic-curve problem 

protecting Bitcoin keys "in a few days," with cryptographically relevant execution possible at as 

few as 10,000 qubits.74 For calibration, experimental groups have already demonstrated trap 

arrays exceeding 6,000 atoms.75 And the optimization itself was partly machine-made. "There is 

no question that we used AI to accelerate this development," one of the paper's lead authors, 

Harvard's Dolev Bluvstein, told TIME, describing how large language models helped discover 

circuit constructions that improved initial performance a thousandfold.76 His summary of the 

state of readiness supplied the article's title: "The world is currently, in my view, not prepared."77  

On June 2, 2026, Justin Drake, the Ethereum Foundation researcher who coauthored the 

Google paper, published a widely circulated synthesis of the post-publication developments, 

putting his personal estimate of "Q-day" at even odds by 2032 and ten percent by 2030, and 

dismissing the government's long-standing 2035 planning assumption as outdated.78 Prediction 

markets, for what they are worth, have begun pricing the event. Traders on Kalshi put the odds of 

a cryptographically relevant machine at roughly 39% percent by 2030, and 60 percent by 2035, 

while the Global Risk Institute's annual survey of quantum experts yields a 19 to 34 percent 

probability of breaking public-key encryption by 2034.79 One need not treat any of these 
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numbers as gospel. The point is their direction and their velocity. Every estimate, whether of 

resource requirements, expert timelines, or market odds, has moved toward sooner within a span 

of months.  

The shortening timeline is also beginning to influence investment decisions outside the 

technical community. In late July 2026, IBM Chief Executive Officer Arvind Krishna told 

CNBC host Jim Cramer that cryptocurrency investors should give themselves “three or four 

years” before becoming “rather paranoid” about the quantum threat.80 Cramer immediately 

recognized the significance of that horizon: “Three or four years? That’s not that long.”81 Days 

later, he announced that he was selling his bitcoin and expressly cited Krishna’s warning.82 

Quantum risk has moved from a debate among cryptographers and blockchain developers into 

the investment calculus of a mainstream market participant. 

G. Post-Quantum Migration Across Protocol, Application, and Intermediary Layers 

Post-quantum cryptography refers to cryptographic systems built on problems that neither 

classical nor quantum computers are known to solve efficiently. NIST finalized its first three 

PQC standards in August 2024 after an eight-year public process.83 The existence of standards 

resolves only the first question. A functioning digital-asset ecosystem must migrate the protocol, 

the applications built on it, and the intermediaries that hold customer assets. 
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Several networks have already begun preparing for the transition to post-quantum 

cryptography. Algorand, Solana, Aptos, Optimism, and Ethereum have each announced or 

implemented measures intended to reduce quantum risk or facilitate an eventual migration to 

quantum-resistant cryptography.84 Some Bitcoin developers have also begun the process.85 

Developers have published proposals for changes that could reduce certain quantum 

vulnerabilities, and major industry participants such as Coinbase have committed engineering 

resources to evaluating and supporting a future migration.86 But unlike Ethereum, where the 

Ethereum Foundation has articulated a coordinated roadmap, Bitcoin remains in the early stages 

of debate. The leading proposals have not been adopted, no implementation timetable exists, and 

the community has yet to reach consensus on how – or even whether – to proceed. These 

differences matter because policymakers cannot assume that blockchain networks are equally 

prepared for the transition to post-quantum cryptography or are undertaking equivalent efforts to 

mitigate quantum risk. 

The migration burden also differs by layer. A base protocol must address transaction 

authorization, consensus, governance, data availability, and any trusted-setup dependencies. 

Applications must migrate stablecoin administrative keys, bridges, oracles, smart-contract 

guardians, and Layer 2 proof systems. Intermediaries must inventory every cryptographic 

dependency they control, including hot, warm, and cold wallets, deposit addresses, 
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multisignature and multiparty-computation systems, validator keys, proof-of-reserves addresses, 

withdrawal controls, and internal authentication.87 

Financial intermediaries are already beginning to prepare. In July 2026, Coinbase 

announced that it had begun building a post-quantum version of the key-management system 

protecting nearly all of the assets it custodies.88 The company also launched a comprehensive 

effort to identify and prioritize every quantum-vulnerable system it controls, with the goal of 

making its signing infrastructure capable of adopting new cryptographic standards as they 

become available.89 Around the same time, crypto custodian BitGo introduced tools designed to 

help customers identify quantum-exposed wallets and reduce unnecessary public-key exposure 

through improved wallet management.90 These initiatives demonstrate that custodians need not 

wait passively for protocol upgrades. They can improve internal systems, reduce existing 

vulnerabilities, and prepare their infrastructure for a post-quantum world. But they cannot solve 

the problem on their own. Ultimately, the security of customer assets will still depend on 

whether the underlying blockchains themselves adopt quantum-resistant cryptography. 

Even once quantum-safe cryptography is available, migration will not be automatic. New 

cryptographic standards must be integrated into existing software, adopted across a diverse 

ecosystem of wallets, exchanges, custodians, and applications, and accepted through often slow 

governance processes. Bitcoin’s upgrade history underscores how difficult it is to change the 

network once it is running at scale. Past upgrades took years to spread through the ecosystem, 
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and some still have not been adopted uniformly. The lesson for policymakers is straightforward: 

updating Bitcoin is not like updating ordinary software. It requires broad, voluntary coordination 

among developers, miners, wallet providers, exchanges, custodians, and users, none of whom 

can force the others to move on the same timetable. 

H. The Skeptics' Case, and Why It Falls Short 

The skeptics argument runs as follows. No quantum computer has ever broken a real 

cryptographic key; the current public record for factoring is trivial; and, as Bitcoin Core 

contributor Peter Todd put it in 2025, "no-one is even close to demonstrating cryptographic-

relevant quantum computing capabilities."91 Resource estimates, Google's included, are 

engineering projections about hypothetical machines, "not demonstrations of broken 

cryptography."92 Adam Back, the Blockstream chief executive whose Hashcash proposal Satoshi 

Nakamoto cited in the Bitcoin white paper and whom many believe to be Satoshi himself, 

estimates that a cryptographically relevant quantum computer is "[p]robably not for 20–40 years, 

if then," adding that "Bitcoin can add quantum-secure signatures over time."93 Gloria Zhao, who 

maintains Bitcoin Core, finds the question "a bit more interesting on the timescale of 30 to 50 

years."94 When the venture investor and crypto commentator Nic Carter surveyed the most 

influential Bitcoin developers in early 2026, he found quantum risk widely regarded as 

theoretical, distant, or speculative.95 And independent physicists caution that the startling new 
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resource estimates rest on assumptions that remain "untested."96 As Princeton's Jeff Thompson 

observed of the 10,000-qubit paper, shrinking the machine on paper is easy if one assumes better 

qubits than anyone has built.97 On this view, crypto has decades to prepare, migration tools will 

mature over time, and warnings of imminent danger primarily benefit vendors of post-quantum 

security products. Even accepting the skeptical case on its own terms, it does not answer the 

policy question this Article addresses. Four considerations explain why. 

First, the case mistakes what kind of claim is being made. The policy argument does not 

require predicting Q-day. It requires comparing two durations: the time until a CRQC plausibly 

arrives, and the time a decentralized migration takes. The Google authors state the comparison 

precisely: "the amount of time remaining before the arrival of CRQCs still exceeds the amount of 

time needed to migrate public blockchains to PQC, though the margin for error is increasingly 

narrow."98 Bitcoin's two most recent uncontroversial upgrades took seven and eight-plus years. If 

the pessimists are wrong and Q-day arrives in 2040 rather than 2032, a migration begun today is 

comfortable; a migration begun after the first public demonstration is not. Pieter Wuille, ranked 

by Carter's own survey as the most influential Bitcoin developer, put his finger on the deeper 

point: "The main quantum-related threat is not the actual materialization of a CRQC, but the 

belief whether one may exist soon after."99 The financial risk is not Q-day itself, but a sudden 

revision in expectations. If investors have priced digital assets on the assumption that quantum 

computing remains decades away, credible evidence that it is much closer will trigger an 

immediate repricing, regardless of whether a single wallet has yet been compromised. 

 
96 Ostrovsky, supra note 76. 
97 Ostrovsky, supra note 76 (quoting Thompson). 
98 Google Quantum Paper, supra note 1, at 43. 
99 Carter, Bitcoin Developers, supra note 91. 



Second, the epistemic ground has shifted beneath the skeptics since most of their 

statements were made. The quotations above cluster in 2024 and 2025, before the Google paper's 

cryptographically verifiable estimates, before Schrottenloher's independent reproduction, before 

the 10,000-qubit result, and before AI entered the optimization loop. The most telling datum is 

what happened to the best-informed skeptic. Carter, whose February 2026 survey documented 

developer complacency, revised his own position within weeks of the Google paper: "We will 

not get significant prior notice before a CRQC exists," he concluded. "This paper is the 

notice."100 His assessment of Bitcoin's governance turned scathing. "Bitcoin governance is 

spectacularly unsuited to a threat that is of an uncertain timeline and requires total mobilization," 

he wrote.101 Adam Back's trajectory points in the same practical direction. Although he 

continued to place a cryptographically relevant machine decades away, he endorsed BitGo's July 

2026 tools on the ground that work should begin while it remained "calm and optional rather 

than urgent and forced," and the company he co-founded, Blockstream, joined the Bitcoin 

Security Consortium as a founding member.102 Even the long-timeline case now supports 

immediate preparation. As the cryptographer Filippo Valsorda framed the question, are you 100 

percent sure a CRQC will not exist in 2030?103 For an asset class marketed as a store of value, 

"probably safe until the mid-2030s" is not a reassuring prospectus. 

Third, the "wait for a demonstration" posture embeds a fallacy the Google authors 

specifically warned against. The perceived safety margin invites a wait-and-see attitude, while 
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the finish line grows "progressively more blurry," because late-stage capability gains may be 

classified, stolen, or simply undisclosed, and because "the existence of early CRQCs may first be 

detected on the blockchain rather than announced."104 The Google paper argues that "a 

successful public demonstration of Shor's algorithm on a 32-bit elliptic curve should not be seen 

as a wake-up call to adopt PQC as much as a potential signal that PQC adoption has already 

failed."105 The skeptics' trigger for action, in other words, is calibrated to arrive after action has 

ceased to be possible. 

Fourth, and for a policymaker audience most probative, consider what the actors with the 

best classified information are doing with their own money and deadlines. The National Security 

Agency's guidance in 2024 and 2025 pointed to 2035 for the government-wide post-quantum 

transition.106 In June 2026, the President ordered agencies to move high-impact systems and 

high-value assets to post-quantum key establishment by December 31, 2030, and to post-

quantum digital signatures by December 31, 2031.107 A government does not pull a decade-long 

and enormously costly migration forward by five years on a whim. Bureaucracies let deadlines 

slip far more readily than they advance them. So, when the institution with the deepest classified 

insight into adversary capabilities decides that its most sensitive systems need quantum-resistant 

encryption half a decade sooner than it had said only a year earlier, the revision is itself the 

message. It is a revealed preference about the threat, and likely the nearest thing to a public 

threat assessment the classified world will ever furnish.108 The private-sector telemetry points the 
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same way: Google and Cloudflare have both accelerated their own quantum-readiness targets to 

2029.109 

The skeptics have established uncertainty, not safety. Prudential regulation is designed 

for that condition. Capital rules, stress tests, recovery plans, and resolution regimes do not wait 

for proof that a particular institution will fail on a particular date. They require preparation while 

adaptation remains orderly and inexpensive. The appropriate response to uncertainty is therefore 

a mandatory planning horizon, objective qualification standards, restrictions on new exposure, 

and a fixed outer date for regulated migration. 

III. The Rising Stakes: Digital Assets' Integration into Mainstream Finance 

Part II established a family of technical risks. This Part explains why those risks now 

matter to financial stability. The decisive development is the deliberate construction of 

transmission channels between quantum-vulnerable blockchain systems and regulated payments, 

custody, investment products, collateral, clearing, and settlement. Those channels determine both 

the scale of the policy problem and the shape of the perimeter proposed later. 

A. The Crypto Industry's Reaction 

The crypto industry has not ignored the quantum findings. Its most sophisticated actors 

have engaged seriously, and the shape of their engagement is itself revealing. Coinbase, the 

largest American crypto exchange, convened an Independent Advisory Board on Quantum 

Computing and Blockchain whose membership reads like a hiring committee for a cryptography 

department: Scott Aaronson of UT Austin, Dan Boneh of Stanford, Sreeram Kannan of the 
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University of Washington, Yehuda Lindell of Bar-Ilan, Dahlia Malkhi of UC Santa Barbara, and, 

once again, Justin Drake of the Ethereum Foundation.110 The board's April 2026 position paper 

concluded with "high confidence that a large-scale, fault-tolerant quantum computer (FTQC) 

will eventually be built," declined to forecast a date, and dismissed the timeline debate as 

"largely irrelevant (beyond that it is not imminent) since migrations should be planned for and 

prepared now."111 Notably, the board was unwilling to rule out the possibility that the U.S. 

government's then-planning horizon would prove too generous: "We are not confident that 

cryptographically relevant QCs (CRQC) will not exist by 2035 or later, as recent research raises 

the possibility that the timeline may be shorter."112 The board parts company with the Google 

paper only at the margins, regarding the fast, on-spend-capable machine as "further away than 

one that can do so in days or weeks."113 On the core exposure figures the two are in accord, and 

the board's June 2026 follow-on report, discussed in Part V, turned squarely to the question of 

abandoned coins.114 

The broader industry conversation has grown similarly candid, at least among those paid 

to be candid. "It's the most direct and existential threat towards cryptocurrencies and crypto 

networks," one post-quantum security executive told Reuters, and Moody's put the point more 

broadly still: "Everyone will feel the impact."115 The Financial Times reported in May 2026 that 
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firms across the industry were "brac[ing]" for a post-quantum age, with nearly $500 billion in 

bitcoin exposed to future attack.116 

The industry's most visible collective response arrived on July 23, 2026, when nine firms 

spanning major holders, custodians, exchanges, infrastructure providers, and asset managers –

Anchorage Digital, ARK Invest, BlackRock, Block, Blockstream, Coinbase, Fidelity Digital 

Assets, Galaxy, and Strategy – launched the Bitcoin Security Consortium.117 Its members 

independently pledged an aggregate $15 million over three years to support developers and 

researchers working on Bitcoin's long-term security, including post-quantum preparedness.118 

The Consortium's day-to-day activities are coordinated on a volunteer basis by Mike Schmidt, 

Executive Director of Brink, a 501c3 non-profit that funds and supports Bitcoin open-source 

developers, while each member retains discretion over how its pledged funding is allocated.119 

Coinbase also used the occasion to publish its own operational roadmap for post-quantum 

preparation.120 

The Consortium demonstrates that major industry participants are capable of coordinating 

around a shared security objective. At the same time, its scale and structure underscore the limits 

of voluntary action. By comparison, crypto super PAC Fairshake reported $193 million on hand 

in January 2026, and Coinbase alone contributed $25 million – more than the Consortium's entire 

three-year commitment – to support the industry's political objectives.121 The Consortium 
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establishes no migration deadline, endorses no technical standard, assigns no responsibility for 

delivering a protocol-level solution, and proposes no mechanism for coordinating action across 

the broader ecosystem. The contrast suggests that, while the industry has begun preparing for the 

quantum threat, it has invested far more heavily in shaping its regulatory environment than in 

organizing a collective response to one of its most significant long-term security challenges. 

Three dynamics help explain why the industry's response emerged relatively late and remains 

incomplete, and each carries important regulatory implications. 

First, the industry has a confidence problem it cannot afford to aggravate. The American 

public already distrusts crypto. A Pew Research Center survey found that 63 percent of U.S. 

adults have little to no confidence that cryptocurrencies are reliable and safe, a figure that rises to 

82 percent among those familiar with crypto but uninvested in it, while only five percent are 

extremely or very confident.122 Actual use remains very small. The Federal Reserve's Survey of 

Household Economics and Decisionmaking found that ten percent of U.S. adults used or held 

cryptocurrency in 2025. That figure increased from the prior year, but the growth came from 

people holding cryptocurrency as an investment, while its use for payments remained below two 

percent.123 The acknowledgment that, at some point in the not-too-distant future, the crypto 

people thought they owned could simply be taken from them is not a message that wins converts. 

Second, quiet serves the industry's legislative strategy. As this Article is written, the 

Senate is deliberating over the CLARITY Act, the market-structure bill that would hand the 
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industry the licensing regime it has sought for a decade, on terms the industry has substantially 

dictated, as Part IV shows. A loud public reckoning with quantum vulnerability invites an 

obvious congressional response: quantum-readiness requirements imposed on the exchanges, 

custodians, and issuers seeking federal licenses. The industry would prefer to address the issue 

on its own timeline, free of statutory mandates. Silence, in this context, may simply reflect 

legislative strategy. 

Third, and most damaging to the industry's legal position, an honest accounting of who is 

managing the quantum migration would undermine the decentralization narrative on which 

crypto's entire regulatory argument rests. The central premise behind the industry's decade-long 

lobbying campaign is that cryptocurrencies and the blockchains where they live are sufficiently 

decentralized that securities regulation cannot and should not apply, because there is no 

discernible issuer, no management, and no "efforts of others" on which token holders rely.124 

That premise helps explain why the industry has long preferred that cryptocurrencies be 

regulated as commodities under the lighter-touch Commodity Futures Trading Commission 

("CFTC").  

But consider the industry's response to the quantum threat. Blockchain foundations 

publish roadmaps and fund research prizes. Core developer teams schedule protocol upgrades. 

Coinbase convenes a blue-ribbon advisory board. Individual leaders, including Vitalik Buterin 

and Justin Drake, publish detailed migration proposals. Every one of these efforts is, in isolation, 

admirable.125 Collectively, however, they reveal something more significant. These ecosystems 

have identifiable institutions and individuals whose coordinated efforts shape the security, 
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governance, and ultimately the value of the assets they support. That reality sits uneasily beside 

the industry's longstanding claim that there is no identifiable party for the securities laws to 

regulate. It is no coincidence that much of this coordination occurs in technical forums rather 

than in the industry's broader public narrative. When decentralization is your legal defense, 

competent crisis management is a confession.  

One final irony deserves emphasis because it will shape the industry's incentives once the 

policy debate begins in earnest. The quantum threat is a centralizing force, and centralized 

intermediaries stand to profit from it. A customer who holds cryptocurrency through Coinbase or 

Robinhood typically does not control the cryptographic keys. Those keys are managed by the 

intermediary, whose internal ledger is an ordinary database that can be migrated to post-quantum 

cryptography through conventional corporate decisionmaking. This means that most customer 

transfers are internalized on the firm's own books without ever being recorded on the 

blockchain.126 As quantum risk becomes more salient, the rational response for many retail 

investors may be to abandon self-custody in favor of institutional custodians. The industry that 

justified its regulatory exceptionalism by appealing to decentralization may emerge from the 

quantum transition more centralized than the banking system it sought to displace, with the 

residual quantum risk concentrated in the on-chain assets of those least able to protect 

themselves. 

B. Stablecoins 

If the quantum threat were confined to bitcoin sitting in decade-old wallets, it would 

merit a policy response but not this Article's alarm. What changes the calculus is that Congress 
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and the banking regulators have spent the past several years building a bridge between quantum-

vulnerable blockchains and the core of the American financial system. The bridge's first span is 

stablecoins. 

In July 2025, Congress enacted the GENIUS Act, creating for the first time a federal 

framework for "payment stablecoins": digital assets designed to hold a stable value against the 

dollar, redeemable at par, and backed one-to-one by reserves of cash, insured deposits, short-

term Treasuries, and similar assets.127 The Act reflects Congress’ intention for federally 

supervised stablecoins to become part of the nation's payment infrastructure, which is why 

GENIUS uses the term “payment stablecoin.” Markets have embraced that premise. The current 

market capitalization of Dollar-denominated stablecoins is roughly $300 to $320 billion, and 

policymakers and financiers increasingly anticipate an order-of-magnitude expansion.128 

Standard Chartered projects roughly $2 trillion by 2028; Bernstein forecasts some $4 trillion 

over the next decade; and even J.P. Morgan, dismissing such figures as "far too optimistic," still 

estimates $500 billion by 2028.129 The Treasury Department's own advisory apparatus has 

contemplated stablecoin growth large enough to reshape the demand for Treasury bills and pull 

deposits out of the banking system.130 

The regulatory framework is being rebuilt to match. Since enactment of the GENIUS 

Act, the Office of the Comptroller of the Currency ("OCC") has conditionally – or in Circle’s 

case fully – approved national trust bank charters for a remarkable roster of crypto firms, among 
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them Ripple, Paxos, Circle, BitGo, Crypto.com, Protego, Stripe's Bridge, and Coinbase.131 World 

Liberty Financial, the Trump family's crypto venture, is among the applicants seeking to follow 

them.132 For a crypto firm, the appeal is obvious. A national charter offers nationwide operations 

under a single federal regulator, preemption of state money-transmission laws, potential access to 

Federal Reserve payment infrastructure, and the prestige associated with a federal banking 

charter; all without deposit insurance, Community Reinvestment Act obligations, or bank-grade 

capital requirements. Many observers, including this author, have argued that the OCC lacks 

statutory authority to grant national trust bank charters to crypto firms engaged in nonfiduciary 

activities.133 But that is not the point here. The more fundamental concern is that the OCC is 

conferring the legitimacy of a federal banking charter on institutions whose core products depend 

on blockchain infrastructure with a looming cryptographic expiration date. Yet neither the 

chartering process nor the charter conditions meaningfully address that risk. 

It helps to understand what a stablecoin is, technically. Unlike bitcoin or ether, the 

leading stablecoins do not operate on their own blockchains. They exist instead as smart-contract 

tokens issued on other blockchains – predominantly Ethereum – and inherit the quantum 

vulnerabilities of every network on which they circulate.134 That exposure is threefold. First, a 

holder's stablecoins are only as secure as the blockchain in which they reside. Second, the 
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issuer's authority to create new tokens and redeem existing ones is controlled by administrative 

private keys. As Part II.E explained, a quantum attacker who compromises those keys could 

issue unbacked stablecoins at will, destroying confidence in the peg.135 Third, because the largest 

stablecoins circulate across multiple blockchains, they depend on cross-chain bridges whose 

administrative keys present another attractive target for quantum attack. The Google authors 

estimate that approximately $200 billion in stablecoins and tokenized real-world assets are 

currently protected by administrative keys that their reference quantum computer could 

compromise in less than fifteen hours.136 

A quantum compromise could produce several different legal and economic outcomes. A 

native bearer asset may be transferred irreversibly. An issuer-administered stablecoin may 

instead be paused, frozen, redeemed, burned, or reissued, although a compromise of its mint 

authority could still create a severe confidence shock. A bridge failure may strand or duplicate 

claims across networks. The brief USDC depeg in March 2023 illustrates how quickly doubts 

about a stablecoin’s reserves can trigger a run. When Silicon Valley Bank failed, Circle disclosed 

that $3.3 billion of the reserves backing USDC were held at the bank.137 Holders rushed to exit, 

and USDC, which was designed to trade at one dollar, fell below 90 cents on some exchanges 

before recovering after federal authorities announced that SVB depositors would be made whole. 

The episode demonstrated that even uncertainty about access to a fraction of a stablecoin’s 

reserves can rapidly undermine confidence and prompt large-scale redemptions.138 The GENIUS 

Act now links stablecoin redemptions to reserves concentrated in Treasury bills, bank deposits, 
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and other liquid assets.139 A large run could therefore force asset sales and transmit stress into the 

Treasury market and banking system. The availability of issuer controls mitigates some forms of 

loss, but it also means that a stablecoin must be assessed as a separate arrangement, not merely 

as a token riding on a base chain.140 

For regulatory purposes, stablecoin resilience has two components. The host network 

must be quantum-resilient, and the issuer's own arrangement must protect mint, burn, freeze, 

redemption, bridge, and governance functions. A stablecoin operating on several chains also 

needs a canonical-chain policy and a plan for preserving one-to-one redemption when one 

supported network becomes nonqualified. One reserve pool cannot fully back two inconsistent 

copies of the same liability after a hard fork of the underling blockchain. 

C. Tokenized Securities and Financial Market Infrastructure 

The second transmission channel moves regulated assets onto blockchain infrastructure. 

Tokenization is a method of recording or representing ownership and settlement rights on a 

distributed ledger. Its appeal lies in continuous trading, faster settlement, programmability, 

fractional ownership, and broader access.141 Those purported benefits have made tokenization a 

central objective of federal digital-asset policy. 
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The policy has moved rapidly from rhetoric to implementation. In December 2025, SEC 

staff permitted DTC to pilot tokenized entitlements in Russell 1000 securities, Treasury 

securities, and major exchange-traded funds.142 In March 2026, the Commission approved 

Nasdaq rules permitting tokenized settlement of securities traded on the same order book and 

under the same ticker as conventional shares.143 The New York Stock Exchange has likewise 

announced tokenized-securities initiatives, including a partnership with Securitize.144 

Tokenized securities remain securities. Commissioner Hester Peirce and the SEC's 

operating divisions have emphasized that the format of the record does not change the 

application of federal securities law.145 The more difficult question is operational. Some 

structures make the blockchain record legally authoritative. Others use it as a mirrored, custodial, 

or settlement record while an issuer, transfer agent, or depository retains authoritative books and 

the power to cancel and reissue tokens. Those structures create different consequences when 

cryptographic authentication fails. 

DTC's pilot illustrates the distinction. DTC continues to maintain centralized books and 

records, credits tokenized entitlements to a Digital Omnibus Account, restricts participation to 

registered wallets, and retains mechanisms for conversion and burning.146 A stolen private key 

could still cause serious operational disruption, liquidity stress, or contested transfers, but legal 
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title and recovery need not turn solely on possession of the compromised key. Native bearer 

cryptocurrency presents a much harder case. 

The regulatory implication is again a two-level qualification. A tokenized security should 

use a qualified network, but the transfer agent, clearing agency, smart contract, administrative 

keys, authoritative ownership record, and reissuance process must also satisfy arrangement-level 

standards. The current SEC record discusses market structure, disclosure, custody, and investor 

protection in detail while leaving the durability of the underlying cryptography largely 

unexamined.147 

D. The SEC's Push On-Chain 

The SEC has become one of the principal architects of the migration of American capital 

markets onto blockchain infrastructure. Chairman Paul Atkins has made tokenization a defining 

priority of his tenure, and the Commission has increasingly aligned its regulatory agenda with 

that objective. The chronology matters because it reveals how quickly that policy has evolved 

from exploratory statements into concrete regulatory action, even as the quantum implications 

have remained almost entirely absent from the discussion. 

In May 2025, shortly after assuming office, Chair Atkins told a SEC Crypto Task Force 

roundtable that securities were "increasingly migrating" on-chain, that the shift "has the potential 

to remodel aspects of the securities market" as thoroughly as digital audio remodeled music, and 

that "[r]ules and regulations designed for off-chain securities may be incompatible with or 
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unnecessary for on-chain assets."148 By December 2025 he was predicting on national television 

that the financial system's tokenized future could arrive within "maybe a couple of years."149 At 

ETHDenver in February 2026, he identified the regulatory mechanism for accelerating that 

transition: an "innovation exemption" that would enable "TradFi incumbents and crypto-native 

firms to experiment," including, he explained, tokenized securities trading through automated 

market makers (the smart-contract liquidity pools native to decentralized finance.)150 By April 

2026, speaking at the Economic Club of Washington, he announced that the Commission was 

"on the cusp of releasing what I call an 'innovation exemption'" to permit on-chain trading of 

tokenized securities while permanent rules were developed.151  

A common theme runs through these speeches. Existing securities regulation was 

designed for centralized intermediaries and paper-era infrastructure. Blockchain technology 

collapses the functions traditionally performed by broker-dealers, exchanges, custodians, transfer 

agents, and clearing agencies into software. In Atkins' account, the innovation exemption will 

serve as the bridge between today's regulatory framework and tomorrow's on-chain market 

structure. 

The Commission soon moved from speeches to rulemaking. In June 2026, the SEC 

proposed rescinding Rule 611 of Regulation NMS, the "trade-through" rule, which, since 2005, 

has barred any trading center from executing an order at a price inferior to a better quotation 
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displayed elsewhere.152 Chair Atkins’ stated rationale was broad: "This proposal is intended to 

simplify market structure and reduce costs for market participants while allowing competition, 

innovation, and other market forces to shape the continuing evolution of our equity markets."153 

Market participants, however, immediately recognized the proposal's significance for 

tokenization. Automated market makers operating as decentralized exchanges cannot comply 

with Rule 611 because they execute orders against their own liquidity pools and cannot route 

transactions to better quotations displayed elsewhere. Rule 611 therefore stood as one of the 

principal legal obstacles to trading tokenized equities on decentralized infrastructure. Galaxy 

Digital's head of research described the proposal as "one of the biggest unlocks yet for tokenized 

stocks."154 Critics drew the same connection. Veteran market-structure analyst Joe Saluzzi 

charged that the Commission had "sold out the retail investor so they could move forward with 

their tokenized Field of Dreams."155 Whichever characterization one prefers, the operative fact is 

the same. The Commission is affirmatively clearing the regulatory path for equities to trade on 

blockchain rails. 

One omission pervades this entire record. Across several major speeches, multiple 

television interviews, a proposing release, and repeated previews of the innovation exemption, 

Chair Atkins never acknowledges that the blockchain infrastructure he seeks to promote rests on 

cryptography with a finite security horizon. The omission extends beyond the Chairman's public 

remarks. The Commission staff’s Statement on Tokenized Securities analyzes issuer-sponsored, 
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custodial, and synthetic tokenization models in exacting detail, yet never addresses the durability 

of the cryptography on which every one of those models depends. The Commission is reshaping 

the legal architecture of the American securities markets while assuming the continued security 

of the cryptographic foundation on which that architecture increasingly depends. 

E. Why a Legacy-Chain Collapse Is Now a Financial-Stability Problem 

FTX provides the relevant counterfactual. A $32 billion exchange failed in November 

2022 amid pervasive fraud, yet the broader financial system barely reacted.156 The Nasdaq 

Composite rose on the bankruptcy date, while the failure of Lehman Brothers in 2008 produced 

an immediate market collapse and required extraordinary public intervention.157 The difference 

was interconnectedness. 

In 2022, crypto remained largely quarantined. Banks had limited direct exposure, 

mainstream funding markets did not depend materially on crypto collateral, and critical payment 

and settlement functions remained off-chain. Shortly before FTX’s collapse, the Financial 

Stability Oversight Council (“FSOC”) identified bank exposure, leverage, maturity 

transformation, and payment integration as the channels through which crypto distress could 

become systemic.158 Many of those channels are now being built by statute, charter, rule, and 

regulatory forbearance. 
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The situation today is fundamentally different because policymakers have deliberately 

dismantled the quarantine that once separated crypto from the broader financial system. 

Stablecoins now operate under a federal statutory framework and are increasingly issued by 

federally chartered institutions. The nation's central securities depository is tokenizing Treasury 

securities and blue-chip equities. Both national stock exchanges are building infrastructure for 

on-chain trading while the SEC is removing the market-structure rules that impede its 

development. Spot bitcoin and ether are now widely held through exchange-traded funds in 

ordinary brokerage and retirement accounts, and the Federal Reserve is expanding crypto firms' 

access to its payment system. Meanwhile, the regulators that once stood at the perimeter have 

largely retreated. By the New York Times' count, the SEC has withdrawn from fourteen of the 

twenty-three crypto enforcement actions it inherited at the outset of the second Trump 

Administration.159 The CFTC, operating with a single commissioner, has approved spot crypto 

trading on registered futures exchanges, authorized the use of stablecoins as derivatives 

collateral, permitted crypto exchanges and prediction market platforms to offer perpetual futures 

on various cryptocurrencies, and reduced its Chicago enforcement office to no enforcement 

attorneys.160 Whatever one's view of those individual decisions, their cumulative effect is 

unmistakable. Federal policy is rapidly integrating crypto markets into the broader financial 

system through quantum-vulnerable blockchain infrastructure. 

There is already evidence, albeit anecdotal, that changes in the perceived quantum 

timeline can affect investment decisions. In late July 2026, IBM Chief Executive Officer Arvind 
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Krishna told CNBC host Jim Cramer that cryptocurrency investors should become “rather 

paranoid” about the quantum threat within three or four years.161 Cramer responded, “Three or 

four years? That’s not that long,” and days later announced that he was selling his bitcoin, 

expressly citing Krishna’s warning.162 Cramer’s decision illustrates the point that investors can 

respond to credible information about a shortening quantum timeline before any cryptography 

has been broken. 

A CRQC, or credible evidence that one exists, could trigger a rapid reassessment of every 

asset and institution dependent on vulnerable cryptography. Dormant bitcoin could move 

unexpectedly. Stablecoin holders could question whether mint and bridge keys remain 

trustworthy. Tokenized markets could suspend transfers while ownership records are reconciled. 

Custodians and exchanges could halt withdrawals, collateral values could fall, and regulated 

products could transmit losses into ordinary portfolios. The potential for a cryptographic failure 

to propagate beyond the institution initially attacked is illustrated by a scenario highlighted in 

Citi’s research on quantum risk.163 Citing an analysis by the Hudson Institute, Citi describes a 

hypothetical one-day quantum attack that prevents a single top-five U.S. bank from accessing 

Fedwire, the Federal Reserve system through which banks make large-value payments to one 

another. Because other institutions depend on those payments to meet their own obligations, the 

disruption would spread through the financial system rather than remain confined to the 

compromised bank. The Hudson analysis estimates $2.0 to $3.3 trillion in indirect economic 

losses and a recession lasting roughly six months. The scenario is different from a quantum 
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attack on digital assets, but it illustrates how a cryptographic failure at one critical point can 

interrupt transactions and obligations throughout an interconnected financial system. 

The federal objective should be stated precisely. Regulation cannot prevent losses on a 

quantum-vulnerable network or keep those losses from affecting prices elsewhere. It can, 

however, limit their transmission into the broader financial system by restricting vulnerable 

assets from serving as collateral, reserves, settlement infrastructure, regulated investment 

products, or sources of dollar liquidity. The goal is containment: preventing a collapse in a 

vulnerable network from triggering runs, forced liquidations, settlement failures, or distress at 

supervised institutions. Parts V through VIII develop the technical, legal, and institutional 

framework for doing so. 

IV. The Government's Response: Awareness Without a Perimeter 

Part III established that federal policy is integrating quantum-vulnerable blockchain 

infrastructure into regulated finance. This Part examines the government's understanding of the 

risk. Treasury co-chairs international post-quantum work, the President has imposed migration 

deadlines on federal systems, and the Commerce Department is investing billions of dollars in 

quantum computing. Yet no statute or supervisory framework establishes a comparable quantum-

resilience perimeter for digital-asset activity. The record demonstrates awareness without action. 

A. Financial Regulators' Silence 

The Treasury Department's public record leaves little doubt about its understanding of the 

quantum threat. In January 2026, the G7 Cyber Expert Group, the international body 

coordinating financial-sector cybersecurity and co-chaired by the U.S. Treasury and the Bank of 

England, released a roadmap for the financial sector's transition to post-quantum 



cryptography.164 The co-chairs framed the issue in unmistakable terms: "The introduction of 

quantum computers that can break our encryption tools presents a significant risk to the safety 

and soundness of our financial ecosystem."165 The roadmap sets out a six-phase migration from 

awareness and cryptographic inventories through implementation, testing, and validation, with 

indicative milestones of 2030 to 2032 for critical systems and 2035 for the financial sector as a 

whole.166 It also warns of "harvest now, decrypt later" attacks, under which adversaries collect 

encrypted data today for decryption once cryptographically relevant quantum computers become 

available. As the roadmap explains, "data may be at risk even if it is intercepted well before the 

emergence of a CRQC."167 Treasury therefore recognizes that protecting the financial system 

requires preparation years before cryptographically relevant quantum computers exist. 

The G7 central banks reached much the same conclusion in May 2026. Their joint report 

identifies "a non-negligible probability that a cryptographically relevant quantum computer 

could emerge over the coming decade" and warns that such a machine could compromise the 

authentication, integrity, and non-repudiation mechanisms on which the financial system 

depends.168 For present purposes, the report is especially significant because it expressly 

identifies tokenized assets and distributed ledger systems as part of the problem: "Emerging 

digital financial technologies, including tokenised assets, digital identity frameworks and 

distributed ledger-based systems, rely extensively on cryptographic mechanisms . . . . [T]heir 
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long-term robustness may also be affected if quantum-related vulnerabilities are not addressed in 

a timely manner."169 The report is equally clear about the solution. Migration "is not a simple 

substitution exercise" because "[f]inancial infrastructures are highly interconnected, and 

cryptographic mechanisms are deeply embedded across hardware, software, protocols and 

operational processes," requiring comprehensive inventories, coordinated upgrades, and years of 

transition planning.170 The central banks of the G7 have therefore already recognized both the 

quantum vulnerability of tokenized financial infrastructure and the complexity of migrating away 

from it. What remains absent is a comparable effort to reconcile those findings with the federal 

government's accelerating integration of quantum-vulnerable blockchain infrastructure into the 

American financial system. 

The President's Working Group report of July 2025, produced under Executive Order 

14178 as the Administration's blueprint for making America "the crypto capital of the world," 

provides perhaps the clearest illustration.171 The 160-page report argues that "digital assets and 

blockchain technologies can revolutionize not just America's financial system, but systems of 

ownership and governance economy-wide" and repeatedly emphasizes the need for "technology-

neutral regulations."172 Yet the report also demonstrates a sophisticated understanding of the 

quantum threat. In its chapter on technical standards, it explains that quantum computing "would 

fundamentally threaten all encrypted financial transactions, from bank transfers to credit card 

payments to blockchains," and warns that "anyone with a quantum computer of sufficient 

strength could derive any digital-asset holder's private key from their public key and steal all of 
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the user's digital assets, potentially leading to widespread digital asset theft."173 A footnote 

quantifies the exposure, citing estimates that between one-quarter and one-third of all bitcoin and 

"over 65% of all Ether" reside behind quantum-vulnerable public keys.174 The report's policy 

response, however, consists of a single sentence: "Private actors should implement PQC where 

practical."175 The recommendation appears without further elaboration. The report's formal 

recommendations, spanning market structure, banking, stablecoins, illicit finance, and taxation, 

contain no additional discussion of quantum risk. The Administration's principal digital asset 

policy document therefore identifies the threat, quantifies the exposure, and delegates the 

solution to the private sector while simultaneously recommending policies that accelerate the 

integration of quantum-vulnerable blockchain infrastructure into the financial system. 

Technology neutrality carries genuine virtues as a principle of regulatory design. 

Regulation should generally govern economic functions rather than favor particular technologies 

or vendors. The principle, however, does not eliminate the obligation to account for 

technological risk. Treating blockchain settlement and conventional database settlement 

identically does not produce technological neutrality when one relies on cryptography with a 

finite security horizon and the other does not. It simply assigns the additional risk no regulatory 

weight. Building codes distinguish among construction materials according to their fire 

resistance and other risk characteristics. Financial regulation should likewise distinguish among 

technologies whose security characteristics materially differ. 

Treasury's implementation of the GENIUS Act reflects the same pattern. The statute 

required Treasury to report to Congress within 180 days on methods for detecting illicit activity 
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involving digital assets.176 The resulting report, issued in March 2026, catalogued the principal 

threat actors, including "fraudsters and transnational criminal organizations, the Democratic 

People's Republic of Korea (DPRK), ransomware actors, [and] sanctions evaders," that "abuse 

digital assets . . . and cause harm to U.S. national security."177 Yet the report never considers the 

possibility that those same actors could employ cryptographically relevant quantum computers to 

compromise digital assets at scale or destabilize the financial markets Treasury is charged with 

protecting. 

B. The June 22, 2026 Executive Orders 

The federal government's approach to quantum computing reached its clearest expression 

on June 22, 2026, when President Trump signed two executive orders on the same day. 

The first, “Ushering in the Next Frontier of Quantum Innovation”, is an industrial policy 

for quantum computing.178 It declares that "[q]uantum information science and technology 

(QIST) will provide transformational capabilities that will drive American innovation, power 

economic growth, generate high-paying jobs, and bolster national security," establishes a 

flagship Department of Energy program to build a quantum computer "at a scale intended to 

initiate the era of quantum-enabled scientific discovery," and directs a whole-of-government 

effort spanning quantum computing, sensing, networking, manufacturing, supply chains, and 

workforce development.179 Its only reference to the security implications of quantum computing 

instructs the intelligence community to identify "the national security implications of the 
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increasing scale and performance of commercial quantum computers, such as the implications 

for the migration to post-quantum cryptography."180 The order says nothing about 

cryptocurrency, blockchain infrastructure, or digital assets. Nor does it assign Treasury, the SEC, 

the CFTC, or any other financial regulator responsibility for addressing quantum's implications 

for financial markets. 

The second order, “Securing the Nation Against Advanced Cryptographic Attacks”, 

addresses the defensive side of the same technology. It begins from a premise that mirrors this 

Article's analysis: "The advent of large-scale quantum computers, particularly in the hands of 

adversaries, will pose a significant threat to widely used cryptographic security systems. 

Ongoing cyber activity against our Nation also presents the risk of adversaries collecting United 

States information now, and decrypting it later once large-scale quantum computers are 

operational."181 The operative provisions reflect that assessment. Federal agencies must 

inventory their high-value assets and high-impact systems and "transition all HVAs and high 

impact systems to use PQC for key establishment by December 31, 2030," and "to use PQC for 

digital signatures by December 31, 2031."182 Those deadlines accelerate the federal government's 

previous 2035 migration posture by approximately five years, a shift Part II identified as one of 

the strongest publicly available indicators of the government's assessment of the quantum 

timeline. Federal contractors follow the same schedule. 

For the financial system, the order's most significant provision is Section 5(a), which 

directs every Sector Risk Management Agency to work with the Cybersecurity and Infrastructure 

Security Agency in assisting "critical infrastructure owners and operators" with the development 
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of post-quantum migration plans.183 Treasury serves as the Sector Risk Management Agency for 

the Financial Services Sector, although a reader learns that only by following a cross-reference to 

an earlier national security memorandum.184 The order leaves unresolved whether Treasury's 

post-quantum migration responsibilities extend to the crypto firms the federal government has 

spent the past year integrating into the financial system. That uncertainty carries significant 

policy consequences because it leaves the status of an increasingly important segment of the 

financial system undefined. 

The executive order also exposes a structural problem. Its architecture assumes an owner 

or operator capable of receiving guidance, adopting a plan, and being held accountable. 

Decentralized networks may have no such person. The federal government cannot solve that 

problem by ordering a protocol to change. It can solve the regulatory problem by placing binding 

duties on the banks, exchanges, custodians, issuers, funds, clearing agencies, and other 

supervised institutions through which those networks reach the financial system. The perimeter 

proposed in Part VIII translates the executive order's inventory-and-deadline model into that 

institutional setting.185 

C. Federal Investment in Quantum 

The executive orders were part of a broader federal strategy already underway. In May 

2026, one month before the orders were signed, the Department of Commerce announced letters 

of intent providing up to $2.013 billion under the CHIPS and Science Act to nine quantum 
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computing companies.186 The portfolio spans every major hardware architecture, including 

superconducting, photonic, neutral-atom, and trapped-ion systems. As a condition of the funding, 

the federal government received a minority, non-controlling equity stake in each company. 

Secretary Lutnick described the investments as strengthening "American quantum 

capabilities."187 One month later, Senators Andy Kim and Mike Rounds introduced bipartisan 

legislation expanding the Export-Import Bank's authority to finance the quantum sector, warning 

that the United States risked falling behind China without greater support for domestic quantum 

development.188 

D. Congress Has Recognized the Threat Without Creating a Regulatory Perimeter 

Congress's digital asset agenda has devoted remarkably little attention to the long-

recognized vulnerability of blockchain cryptography to quantum computing. The GENIUS Act 

illustrates the point. The statute establishes a comprehensive federal framework for payment 

stablecoins, addressing reserve quality, redemption rights, insolvency, illicit finance, and 

operational controls while commissioning multiple studies on issues Congress considered 

sufficiently important to warrant further examination. Yet the cryptographic integrity of the 

blockchains on which every payment stablecoin depends receives no attention at all. Neither 

"quantum" nor "post-quantum" appears anywhere in the statute, and none of its mandated studies 

concerns the security of the underlying cryptography.189 
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The Digital Asset Market Clarity Act, passed by the House of Representatives in July 

2025, followed the same course.190 Title V, "Innovation and Technology Improvements," directs 

studies on decentralized finance, non-fungible tokens, financial literacy, blockchain in payments, 

illicit finance, foreign intermediaries, and foreign adversary participation in digital asset 

markets.191 Quantum computing appears nowhere. 

The Senate Banking Committee's amended CLARITY Act, reported on June 1, 2026, 

broke that silence by adding the first quantum-specific provision to federal digital-asset 

legislation.192 Section 506 recognizes that advances in quantum computing threaten existing 

cryptographic standards and the security of digital assets, but it directs the ecosystem toward 

“voluntary, market-driven measures.”193 

The operative provisions reflect that premise. Section 506 directs NIST to promote 

voluntary adoption of post-quantum cryptography by issuing guidance, providing technical 

assistance where practicable, facilitating dialogue among industry participants, and reporting 

periodically to Congress.194 The provision creates no migration deadlines, no planning 

requirements, no governance obligations, and no supervisory expectations for any participant in 

the digital asset ecosystem. 

The contrast with the federal government’s approach to its own systems is striking. 

Federal agencies must inventory vulnerable systems, designate officials responsible for 

migration, develop transition plans, and meet binding deadlines. Congress would impose none of 
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those requirements on digital-asset markets, even as federal policy increasingly integrates those 

markets into payments, custody, collateral, and securities settlement. Parts V through VIII 

explain how Congress can address that gap while leaving open-source protocols and private self-

custody outside the regulatory perimeter. 

V. Post-Quantum Migration and Legacy-Asset Containment 

The federal framework proposed in this Article is outcome based. It leaves protocol 

communities and asset administrators to choose the technical means of achieving quantum 

resilience, including the appropriate signature scheme, network upgrade, and recovery process. 

Regulators must instead define the security outcome required for participation in the regulated 

financial system. That outcome has two components: future transactions must be protected by 

quantum-resistant cryptography, and legacy quantum-vulnerable assets must be contained so that 

compromised credentials cannot enable mass unauthorized transfers or monetization that 

threatens market integrity or financial stability.  

A. The Hardest Case: Legacy Quantum-Vulnerable Assets 

Terminology matters because inactivity does not establish abandonment. A dormant asset 

is simply one that has not moved for some period; its owner may still be alive, attentive, and 

capable of accessing it. An inaccessible asset is one whose lawful owner can no longer exercise 

control, while an abandoned asset ordinarily acquires that status only through a legal process. 

This Article therefore uses “legacy quantum-vulnerable asset” to describe an asset secured by 

cryptography that is no longer safe against quantum attack, without making any assumption 

about whether the owner has relinquished a legal interest in it. 



Some of these assets will never migrate voluntarily. Owners may be unaware of the 

threat, may have lost their private keys, or may have died. Leaving those assets under the 

existing rules does not preserve the status quo. Once a sufficiently capable quantum computer 

exists, anyone who derives the private key could generate a signature that the network would 

accept as valid and transfer the assets. Criminal law could punish such a theft, but it cannot 

restore the signature’s ability to distinguish the lawful owner from the attacker. As the Google 

authors observe, leaving the protocol unchanged may simply ensure that whoever eventually 

takes the assets does so illegally.195 

The governance problem is therefore what a quantum-resistant network should do with 

assets that remain behind. Continuing to recognize the old signature scheme preserves the 

owner’s ability to spend but eventually exposes the asset to quantum theft. A network could 

instead restrict transfers, require a new method of proving ownership, quarantine vulnerable 

balances, or make them permanently unspendable. Each approach protects against quantum theft 

differently and carries different consequences for lawful owners. Any credible migration plan 

must therefore address both sides of the transition: how active owners move to quantum-resistant 

cryptography and how the network will contain the risks presented by vulnerable assets that do 

not migrate. The protocol community remains responsible for choosing what happens to those 

assets. 

B. Bitcoin's Legacy-Asset Options 

Bitcoin's debate has centered on three principal responses. Under “Do Nothing,” the 

network would continue to recognize existing signatures, allowing anyone who eventually 
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derives a vulnerable private key to transfer the associated bitcoin. “Burn” would make 

designated vulnerable balances permanently unspendable after a migration deadline, preventing 

both their lawful owners and quantum attackers from moving them. “Hourglass” offers a middle 

course, allowing legacy bitcoin to move but limiting the rate at which it can enter circulation. An 

informal poll at the 2025 Presidio Bitcoin Quantum Summit found roughly equal support for the 

three approaches.196 

The Google authors propose another option they call a “Bad Sidechain,” borrowing from 

the bad-bank model used in bank resolutions.197 Rather than leave disputed balances exposed on 

the main Bitcoin network, the proposal would move them to a separate blockchain where 

claimants could establish ownership using evidence other than the compromised signature. The 

Coinbase Independent Advisory Board discusses additional mechanisms that could help owners 

establish their claims in advance, including proofs derived from modern wallet seed phrases and 

precommitments to future quantum-safe transfers.198 None of these approaches offers a costless 

solution. Each makes a different tradeoff among protecting lawful owners, preventing quantum 

theft, preserving Bitcoin's monetary supply, and limiting opportunities for fraudulent claims. 

For financial-stability purposes, making vulnerable balances permanently unspendable 

provides the strongest form of containment: bitcoin that cannot move cannot suddenly enter 

circulation after its private keys become vulnerable to quantum attack. But that protection comes 

at the highest cost to owners who failed to migrate before the deadline. Federal law need not 

resolve that tradeoff for Bitcoin. It should instead establish the required outcome for assets 

permitted to enter the regulated financial system: a qualified network must have a credible 
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mechanism for preventing legacy quantum-vulnerable assets from becoming a source of 

disorderly liquidation or market disruption. Bitcoin's community could satisfy that standard 

through permanent unspendability, quarantine, proof-based recovery, rate limits, or another 

mechanism that provides comparable protection. 

C. Containment Across Other Digital-Asset Architectures 

Other digital-asset systems present the same basic problem as Bitcoin but offer different 

tools for solving it. Account-based networks can replace vulnerable keys and migrate accounts to 

new authentication rules. Proof-of-stake networks must protect the keys used by validators as 

well as those used by ordinary asset holders. Smart-contract platforms face an additional 

challenge because control may depend on administrative keys, bridges, oracles, and other 

components that operate alongside ordinary transaction signatures. Replacing user signatures 

while leaving these privileged functions vulnerable would leave the network exposed to quantum 

attack. 

Issuer-controlled assets provide more direct recovery mechanisms. A stablecoin issuer 

can identify the authoritative version of its token, replace compromised administrative keys, 

restrict vulnerable bridges, freeze affected balances, and, where necessary, burn compromised 

tokens and reissue them to verified owners. Tokenized securities may have an additional 

safeguard because legally authoritative ownership records can exist outside the blockchain, 

allowing an issuer or intermediary to correct or reissue interests after a compromised transfer. 

Bridges and Layer 2 systems present their own vulnerabilities because their security may depend 

on separate keys, proof systems, and withdrawal mechanisms. Quantum resilience must therefore 

be assessed at both the network and the individual arrangement level. A quantum-resistant 



blockchain does not make a stablecoin, tokenized security, or bridge secure if the separate 

mechanisms controlling that asset remain vulnerable. 

Across these architectures, the regulatory objective should be to prevent compromised 

cryptographic credentials from enabling the mass unauthorized transfer and monetization of 

assets. A qualified network or arrangement should therefore demonstrate a credible means of 

containing legacy quantum-vulnerable assets before they can enter regulated markets in volumes 

that threaten market integrity or financial stability. Federal law should establish that outcome 

while allowing each architecture to determine the technical means of achieving it. 

D. Why Voluntary Coordination Cannot Protect Regulated Finance 

Protocol communities can and should choose their own technical response, but voluntary 

governance cannot ensure that every relevant network and market participant becomes quantum-

ready on a common timetable. Bitcoin's recent upgrades took years to achieve broad adoption.199 

Stablecoin issuers, bridge operators, custodians, exchanges, and tokenized-securities platforms 

are governed by separate organizations with different incentives and decision-making processes. 

Some will move quickly, others slowly, and the systems most in need of coordinated action may 

be the least capable of achieving it. 

The Bitcoin Security Consortium, launched in July 2026, illustrates both the value and 

the limits of voluntary coordination.200 Its members have pledged funding for post-quantum 

research and committed to improving public information about Bitcoin's security. But the 

Consortium cannot set a binding migration deadline or direct changes to Bitcoin's protocol, and 

its members retain discretion over how their pledged funds are spent. Such initiatives can 
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accelerate preparation and help communities develop technical solutions but they cannot ensure 

that migration occurs before quantum-vulnerable systems become a threat to financial stability. 

Government cannot solve that coordination problem by dictating the technical design of a 

global blockchain protocol. It can instead establish the conditions under which regulated 

financial institutions may connect vulnerable networks and assets to the U.S. financial system. A 

binding eligibility rule would establish a common deadline for quantum readiness while leaving 

developers, validators, miners, issuers, and other participants to determine how to meet it. The 

prospect of losing access to regulated markets would give otherwise independent actors a 

powerful incentive to coordinate before that deadline arrives. 

The appropriate regulatory target is therefore the financial perimeter, rather than the 

protocol itself. After a defined transition period, regulated financial institutions should be 

permitted to transact only through networks and arrangements that satisfy an outcome-based 

standard for quantum resilience. Networks that do not qualify could continue to operate, but 

outside the regulated financial system. This approach preserves technical choice while 

preventing failures of voluntary coordination from becoming a source of financial instability. 

Part VI explains why financial stability supports that approach. 

VI. What Should the U.S. Government Do? Financial Stability as the Lodestar 

Parts II through V establish that quantum risk has evolved from a question of 

cryptocurrency security into a question of financial-system resilience. The federal objective 

should be financial stability, not the preservation of any particular blockchain or digital asset. 

The task is to contain the consequences of cryptographic failure by limiting the channels through 



which a collapse on a quantum-vulnerable network could produce runs, forced liquidations, 

collateral impairment, settlement failures, or losses at regulated institutions.  

A. The Threat Model: Who Would Attack, and Why 

The central policy question concerns the identity and objectives of the actor most likely 

to employ a cryptographically relevant quantum computer against the United States. Given the 

resources required to build and operate such a machine, the field of plausible adversaries is 

small. China stands at the forefront. 

China has made quantum computing a national priority, and the scale of its commitment 

is substantial. Its Fifteenth Five-Year Plan, covering 2026 through 2030, identifies quantum 

technology as the first of seven "future industries" designated as new engines of economic 

growth, elevating the field from its more limited role under the previous plan.201 The state's 

National Venture Guidance Fund has allocated approximately 121.8 billion yuan (roughly $18.1 

billon U.S. dollars) across three regional quantum-focused investment vehicles spanning China's 

principal economic corridors, while the domestic quantum computing sector reached 11.56 

billion yuan in 2025 and continues to grow at more than thirty percent annually.202 China's 

investment strategy reflects the same competitive logic driving the United States. The first nation 

to achieve fault-tolerant quantum computing will acquire asymmetric advantages in 
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cryptography, materials science, drug discovery, and numerous other technologies central to 

economic and military power.  

China's domestic treatment of cryptocurrency makes it a particularly useful threat model. 

Since 2017, Chinese regulators have progressively prohibited initial coin offerings, closed 

domestic cryptocurrency exchanges, criminalized most cryptocurrency-related business activity, 

banned commercial bitcoin mining, and extended those restrictions to stablecoins and asset 

tokenization.203 As a result, China has comparatively little domestic exposure to the 

cryptocurrency markets that a quantum attack would disrupt. Cryptocurrency has also provided a 

means of circumventing China's capital controls, giving Chinese authorities a domestic interest 

in limiting its use.204 These factors mean a successful attack on major cryptocurrency networks 

could impose substantial costs abroad while producing comparatively limited financial disruption 

at home. 

That asymmetry distinguishes a quantum attack on dormant cryptocurrency from more 

familiar forms of financial coercion. Analysts have long debated whether China could weaponize 

its roughly one trillion dollars in U.S. Treasury holdings, but such a strategy would impose 

substantial costs on China itself by reducing the value of its remaining holdings and disrupting 

markets in which it has a significant economic stake.205 Quantum theft presents a different 
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calculus. An adversary with little domestic exposure to cryptocurrency could target vulnerable 

assets held largely by others, imposing losses on American investors and financial institutions 

while limiting the economic damage it suffers in return. 

This threat model also defines when a public attack becomes plausible. The intelligence 

value of a secret capability to defeat RSA and elliptic-curve cryptography would initially exceed 

the value of a public cryptocurrency theft. A rational adversary would preserve the capability for 

covert exploitation. A mass movement of legacy assets becomes more plausible during open 

confrontation, after secrecy has been lost, or when financial disruption itself becomes the 

objective. Financial stability policy should reduce the consequences of that scenario before the 

capability is publicly demonstrated. 

B. Why Financial Stability Requires Containment of Legacy Quantum-Vulnerable Assets 

The most immediate economic risk is a sudden increase in the effective supply of bitcoin 

available for sale. The Coinbase Independent Advisory Board warns that a quantum attacker who 

gains control of large quantities of lost or dormant bitcoin could bring assets long assumed to be 

inaccessible back into circulation, potentially causing a sharp decline in price.206 Because bitcoin 

remains closely connected to the broader digital-asset market, such a repricing could spread 

through stablecoins, crypto-backed collateral, exchanges, custodians, and regulated investment 

products. 

 

The federal objective should not be to preserve bitcoin's price. Nor does a hard fork 

eliminate the financial-stability problem simply by creating a successor chain. Markets may 
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assign value differently to the two chains, and customers of intermediaries may not receive assets 

on both. More importantly, assets representing claims on something outside the blockchain 

cannot simply be duplicated. A stablecoin issuer cannot use the same dollar of reserves to back 

tokens on two competing chains, and a tokenized security cannot create two valid claims to the 

same underlying asset. The relevant prudential question is therefore whether regulated 

institutions remain protected if a legacy network suffers a quantum compromise or loses market 

confidence. 

Containment requires action on both sides of the regulatory perimeter. Qualified 

networks and arrangements must have a credible mechanism for preventing compromised 

cryptographic credentials from enabling the mass unauthorized transfer and monetization of 

assets. At the same time, supervised institutions should no longer be permitted to use assets on 

nonqualifying networks for custody, collateral, reserves, regulated investment products, 

derivatives, or settlement. The first requirement limits the potential shock; the second prevents 

that shock from propagating through the regulated financial system 

Fairness provides an additional rationale for addressing legacy assets. The Coinbase 

Board observes that owners who leave assets protected by vulnerable credentials after adequate 

notice can impose costs on those who migrate because a later quantum theft may depress the 

value of the asset as a whole.207 That externality may justify a protocol community's decision to 

restrict or eventually retire legacy spending rights. Federal law need not decide that property 

question. It should establish the level of quantum resilience required for access to regulated 

finance and leave each network to determine how to achieve it. 
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C. A Global Protocol and a National Regulatory Perimeter 

The practical challenge is jurisdictional. No national government can amend a global 

blockchain by decree. But the institutions that connect digital-asset markets to mainstream 

finance are far easier to identify and regulate. Exchanges, custodians, stablecoin issuers, ETF 

sponsors, clearing facilities, and other intermediaries operate within national jurisdictions, and 

many of the most important operate in the United States. Even decentralized networks depend on 

concentrated points of economic activity; Bitcoin mining, for example, is organized through a 

relatively small number of mining pools.208 

A U.S. quantum-resilience requirement could contribute to a blockchain fork if a protocol 

community cannot agree on a common migration. Some miners, validators, exchanges, and users 

could continue supporting the legacy chain while others adopt a quantum-resistant successor. 

Bitcoin's 2017 split into Bitcoin and Bitcoin Cash demonstrates that competing versions of a 

blockchain can coexist even as liquidity and economic activity concentrate around one of 

them.209 A future quantum migration would occur in a far more institutionalized market, with 

exchange-traded products, derivatives, stablecoins, tokenized assets, and regulated custodians 

tied to the underlying networks. Universal adoption is therefore unnecessary. If access to 

regulated finance depends on quantum resilience, market participants would have a powerful 

incentive to migrate to the qualifying chain. 

The federal government need only decide which network versions regulated institutions 

may recognize. If U.S.-regulated custodians, exchanges, stablecoin issuers, investment products, 

 
208 Foundry USA, a subsidiary of Digital Currency Group, is the largest Bitcoin mining pool, producing on the order 

of 30% of blocks as of early 2026. See Foundry USA Pool, https://foundrydigital.com/foundry-usa-pool-3/; pool-

share data at https://mempool.space/mining/pool/foundryusa (figures fluctuate). 
209 The August 1, 2017 hard fork produced Bitcoin Cash (BCH), which has persisted but whose market 

capitalization has remained a small fraction of Bitcoin’s, well under two percent. See Bitcoin Cash, COINGECKO, 

https://www.coingecko.com/en/coins/bitcoin-cash (comparative market-capitalization data). 



collateral systems, and settlement channels can interact only with a qualified chain, the economic 

pressure to migrate becomes substantial. A legacy chain could continue to operate abroad or 

through peer-to-peer transactions, and its collapse could still affect prices and market sentiment. 

But restricting its connections to regulated finance would reduce the channels through which that 

collapse could threaten supervised institutions and the broader financial system. 

That is both the limit and the strength of the proposal. A national regulatory perimeter 

cannot determine which code a global network adopts, but it can determine which networks 

regulated finance is permitted to rely upon. By making quantum resilience a condition of access 

to the U.S. financial system, Congress can create strong incentives for migration while leaving 

the technical design of that migration to the relevant protocol communities. Part VII examines 

the legal architecture for implementing that approach. 

VII. The Legal Architecture of a Federal Quantum-Resilience Perimeter 

The legal analysis begins with a distinction central to this Article’s proposal. Congress 

would regulate access to the U.S. financial system, not dictate the rules of a blockchain protocol. 

The federal government would establish prospective conditions governing the networks and 

arrangements through which regulated institutions may conduct digital-asset activity, while 

private holders could continue to possess and transact in nonqualifying assets outside that 

perimeter. Protocol communities would remain responsible for choosing how to achieve 

quantum resilience. Those choices may raise separate property questions, particularly if a 

network makes legacy assets permanently unspendable, but they should not be conflated with the 

constitutionality of the federal eligibility rule itself. 

A. Prospective Regulation of Financial-Market Eligibility 



Congress should expressly authorize the quantum-resilience perimeter. Existing banking, 

securities, commodities, stablecoin, anti-money-laundering, and state licensing laws regulate 

different institutions and activities for different purposes. Those statutes provide important 

regulatory tools, but they do not establish a uniform framework for determining whether a 

blockchain network or digital-asset arrangement is sufficiently quantum-resilient for use across 

custody, collateral, investment products, derivatives, and settlement. New legislation should 

define the covered activities, establish qualification standards, assign responsibility among 

federal regulators, protect customer property during migration, and provide for judicial review. 

The statute's obligations should run directly to regulated financial institutions and 

intermediaries, not to blockchain protocols or individual holders. After a defined transition 

period, covered entities could no longer list, custody, clear, settle, issue, lend against, accept as 

collateral, or sponsor regulated products involving assets on a nonqualifying network. Limited 

exceptions would permit migration, redemption, withdrawal, recovery, and orderly wind-down. 

The rule would therefore regulate the conditions under which an asset may enter and remain 

within regulated finance, rather than whether the asset or its underlying network may continue to 

exist. Congress has long imposed eligibility and risk-management requirements on the assets and 

infrastructure used by supervised financial institutions. A quantum-resilience standard would 

apply that familiar regulatory approach to a new source of operational and systemic risk. 

Express legislation is particularly important because loss of qualification could have 

substantial economic consequences. An agency attempting to construct a comparable regime 

from existing statutes would face questions about whether Congress had actually delegated 

authority to exclude an entire network across multiple financial markets.210 Congress can resolve 
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that uncertainty directly. Statutory findings should connect quantum vulnerability to payments, 

custody, market integrity, interstate commerce, financial stability, and national security, making 

clear both the federal interest and the scope of the authority delegated to regulators. 

B. The Constitutional Boundary: Regulated Market Access and Self-Custody 

The statute should preserve a meaningful sphere of private activity outside the regulatory 

perimeter. Individuals should remain free to hold assets on a nonqualifying chain, maintain self-

custody, operate nodes, mine or validate, publish software, conduct security research, and 

transact peer to peer. The restrictions would instead apply to institutions that hold customer 

assets or connect digital-asset networks to regulated finance. This boundary focuses federal 

intervention on the channels through which quantum vulnerability can become a financial-

stability risk. 

That distinction does not necessarily eliminate constitutional scrutiny. If Congress 

conditions access to regulated markets in part to encourage a protocol community to migrate, a 

court could examine whether resulting network changes are sufficiently attributable to the 

government. The statute should therefore be designed to withstand scrutiny even if some degree 

of state involvement is assumed. Its strongest features are substantive: the requirements would 

operate prospectively, respond to an identified financial risk, apply to regulated financial 

activity, and leave individuals free to hold and use nonqualifying assets outside the regulated 

perimeter. 

A broader prohibition on interaction with a nonqualifying chain would raise different 

concerns. Such a rule could reach ordinary holders, node operators, software developers, 

researchers, and peer-to-peer transactions far removed from regulated finance. The litigation 

over Tornado Cash illustrates the difficulties of using economic-sanctions authority to regulate 



decentralized blockchain infrastructure. The Fifth Circuit held that Tornado Cash's immutable 

smart contracts were not “property” subject to sanctions under the International Emergency 

Economic Powers Act, and Treasury subsequently removed Tornado Cash from its sanctions 

list.211 The qualification regime proposed here should avoid those problems by remaining a 

prudential rule governing access to regulated finance rather than a prohibition on use of the 

underlying network. OFAC can retain its traditional role of targeting hostile states and other 

sanctioned actors, including wallets and services used to receive, transfer, or launder the 

proceeds of quantum-enabled theft. 

C. Property, Authentication, and Successor-Asset Entitlements 

Property law matters because a quantum computer can compromise the mechanism by 

which a blockchain authenticates a transfer without necessarily changing who is legally entitled 

to the asset. A valid blockchain transaction and a lawful transfer of ownership are not always the 

same thing. 

Digital assets already occupy several legal categories. Federal tax law treats 

cryptocurrency as property; some digital assets are commodities under the Commodity Exchange 

Act; and transactions involving some digital assets may constitute investment contracts under the 

federal securities laws.212 Where the 2022 amendments to the Uniform Commercial Code have 
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been enacted and apply, many digital assets may also qualify as “controllable electronic 

records.”213 

Article 12 of the UCC helps illustrate the distinction between technical control and legal 

entitlement. Its protections for a qualifying purchaser depend on obtaining control for value, in 

good faith, and without notice of an adverse property claim.214 A quantum attacker who derives 

another person's private key and uses it to transfer the associated asset would not satisfy those 

conditions and may not constitute a purchaser at all.215 The fact that a blockchain accepts a 

cryptographic signature therefore does not necessarily establish that the person who generated it 

acquired lawful title. Article 12 reinforces this distinction, although it does not provide a 

comprehensive law of digital-asset ownership.216 

 

Custody further complicates the analysis. In In re Celsius Network LLC, the bankruptcy 

court held that cryptocurrency deposited into the platform's Earn program belonged to the 

bankruptcy estate because the governing contracts transferred ownership to Celsius.217 A 

customer who holds digital assets through an exchange, trust company, fund, or other 

intermediary may therefore own a contractual or beneficial claim against the intermediary rather 
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than the particular asset recorded on the blockchain. That distinction matters if a quantum 

migration splits a blockchain into competing chains. The fork may automatically create 

corresponding assets on both chains for the intermediary, but it does not determine whether the 

intermediary must pass both assets to its customers, recognize only the asset on the quantum-

resistant chain, or compensate customers in some other way.218 Those rights depend on the legal 

relationship between the customer and the intermediary, not simply on what happens on the 

blockchain. Congress should address those entitlements expressly in any federal migration 

framework. 

A pending New York lawsuit illustrates the related problem of dormant assets. In ABC 

Company, XYZ Company, and Noah Doe v. John Does 1–39,069, the plaintiffs seek legal title to 

bitcoin associated with thousands of public addresses that they contend have been abandoned.219 

Their amended complaint identifies 39,069 addresses said to contain billions of dollars in bitcoin 

based largely on prolonged inactivity; it does not allege that the plaintiffs possess the 

corresponding private keys.220 The claim proceeds under Article 7-B of New York's Personal 

Property Law, a lost-property statute that can eventually vest title in a finder who satisfies its 

requirements.221 The case raises threshold questions about whether bitcoin or a public address 

constitutes property covered by that statute, whether identifying information on a public 
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blockchain amounts to finding or possessing the associated asset, and whether inactivity can 

establish abandonment. Those questions remain unresolved. 

The litigation nevertheless exposes a problem that will become more important as 

quantum computing advances. The plaintiffs themselves acknowledge that loss of a private key 

does not necessarily extinguish the owner's rights to the associated cryptocurrency, yet they seek 

to use prolonged inactivity as evidence that the property has been abandoned. The Bitcoin Policy 

Institute, which has moved to intervene, makes the opposite point through its own long-term 

bitcoin reserve: an owner may deliberately hold bitcoin for years without moving it.222 

Dormancy therefore does not establish abandonment, just as possession of a private key does not 

invariably establish lawful ownership. A thief – and eventually a quantum attacker – may acquire 

technical control without acquiring legal title. 

This distinction should inform the quantum-resilience framework. Federal law should not 

presume that an old or inactive address has been abandoned simply because its owner fails to 

migrate. Nor should a quantum attack transform the attacker's ability to generate a valid 

signature into lawful ownership. The federal qualification regime should instead ask whether a 

network and its associated arrangements can prevent compromised credentials from enabling the 

mass unauthorized transfer and monetization of assets. If a protocol community adopts a 

migration deadline, retires vulnerable signatures, or makes unmigrated assets unspendable, the 

process should provide adequate notice and a reasonable opportunity to migrate. Where 

technically feasible, it may also provide a limited recovery process through which lawful owners 

can establish their claims using evidence unavailable to a quantum attacker. The federal 
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government can thus protect the regulated financial system without deciding that inactivity 

extinguishes ownership or that technical control determines title. 

D. Takings: Perimeter Exclusion and Protocol-Level Extinguishment 

Excluding an asset from regulated finance is different from taking the asset itself. Under 

the proposed perimeter, the government would acquire no digital asset, transfer no balance to 

another person, and leave holders free to possess and use nonqualifying assets outside the 

regulated financial system. The restriction could reduce an asset's value by limiting access to 

regulated markets, but a loss in market value does not by itself constitute a per se taking where 

the owner retains the property and other economically meaningful uses. Any challenge would 

instead turn on the familiar Penn Central factors, including the economic impact of the 

regulation and its interference with reasonable investment-backed expectations.223 

Permanent extinguishment of legacy spending rights presents a harder question. If a 

successor protocol makes vulnerable balances permanently unspendable, the owner may retain a 

record on the blockchain but lose the practical ability to use the asset. And if federal law itself 

required that result, the Takings Clause concerns would be substantial.224 Digital assets can 

constitute property, and the government cannot avoid constitutional scrutiny merely by 

redefining the owner's interest or because the property is intangible rather than land. The Court's 

escheat cases similarly caution against extinguishing valuable property interests without 

adequate protection.225 For that reason, the federal framework proposed here should require 
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containment of legacy quantum risk without requiring any particular network to burn or 

permanently disable vulnerable assets. 

Texaco v. Short nevertheless offers a useful analogy for a protocol community that 

independently chooses permanent unspendability.226 There, the Supreme Court upheld an Indiana 

statute under which a dormant mineral interest could lapse after twenty years of nonuse unless its 

owner took a simple step to preserve it. The decision suggests that advance rules, adequate 

notice, a lengthy opportunity to act, and a straightforward means of preserving an interest can 

matter when property rights are conditioned on affirmative action by the owner. A protocol 

contemplating permanent unspendability could incorporate similar protections through a long 

migration period, extensive notice, and, where feasible, a limited process allowing holders to 

establish pre-quantum entitlement. 

The analogy has limits. Cryptocurrency may remain inactive for years without being 

abandoned; its owners may be pseudonymous, geographically dispersed, or unaware that action 

is required; and loss of a private key may make compliance impossible even for a lawful owner. 

Those differences make a government-mandated extinguishment rule particularly difficult to 

justify. They also reinforce the institutional design proposed here. Congress should specify the 

quantum-resilience outcome required for access to regulated finance and leave protocol 

communities to choose how legacy assets are treated. 

E. Due Process: Qualification, Wind-Down, Emergency Orders, and Claims 

Due process operates at two distinct levels. The first concerns qualification for access to 

regulated finance. Because a decision to deny or withdraw qualification could have substantial 
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consequences for issuers, intermediaries, developers, and asset holders, the statute should require 

transparent standards and meaningful procedures. Agencies should publish the criteria for 

qualification, provide notice before denying or withdrawing it, disclose the evidentiary basis for 

their decision, and give affected parties an opportunity to respond. Material factual disputes 

should be subject to a hearing, final decisions should be reviewable in court, and a nonqualifying 

network should be able to seek qualification later if it remedies the deficiencies. If an agency 

relies on classified information, it should provide an unclassified explanation sufficient to permit 

meaningful review. 

The second level concerns individual property rights when a network adopts a migration 

deadline, lapse rule, or recovery process. Customers whose identities are known to regulated 

intermediaries should receive individualized notice. Self-custodied holders present a harder 

problem because a blockchain address ordinarily reveals no legal identity. In those cases, the 

framework should require sustained notice through the channels most likely to reach affected 

holders, including public announcements, on-chain warnings, wallet and exchange notifications, 

and industry outreach. Any process for recovering or preserving legacy assets should specify the 

evidence required to establish entitlement, include safeguards against fraudulent claims, provide 

reasoned decisions and an opportunity for review, and ultimately reach a point of finality. 

Without a defined end to the process, unresolved claims to legacy assets could persist 

indefinitely and recreate the uncertainty the containment regime is intended to eliminate. 

Emergency action presents a different due-process problem. If regulators obtain credible 

evidence that a cryptographically relevant quantum computer exists or that quantum-enabled 

exploitation has begun, waiting for ordinary qualification procedures could expose the financial 

system to immediate harm. The statute should therefore authorize temporary restrictions on 



affected activities, but subject them to strict limits. An emergency order should identify the 

evidence and activities at issue, expire after a short period unless renewed through written 

findings, preserve customer withdrawals or redemptions where feasible, and be subject to 

expedited judicial review.  

F. Administrative Law and Judicial Review 

The qualification regime should divide responsibility according to institutional expertise. 

NIST should establish the technical standards for quantum resilience, including approved 

cryptographic algorithms, testing requirements, transition methods, and schedules for retiring 

vulnerable cryptography. The Cybersecurity and Infrastructure Security Agency (“CISA”) and 

the intelligence community should assess emerging quantum capabilities and evidence of active 

threats. Financial regulators should then evaluate what those technical findings mean for the 

financial system: the Financial Stability Oversight Council (“FSOC”) should assess potential 

transmission channels, the Department of the Treasury should coordinate the interagency process 

and maintain the qualification registry, and each functional regulator should enforce the resulting 

requirements for the institutions it supervises. This division would prevent any single agency 

from making technical, national-security, and financial-stability judgments beyond its expertise. 

Qualification decisions and emergency orders should be subject to judicial review under 

the Administrative Procedure Act. Congress should specify the factors agencies must consider, 

require a reasoned explanation for their decisions, and provide for direct review in the United 

States Court of Appeals for the District of Columbia Circuit. The regime should also favor 

affirmative and predictable determinations over sudden exclusion. Networks and arrangements 

should be able to obtain qualification in advance, receive provisional status while completing a 

migration, demonstrate compliance through published testing, and undergo periodic 



recertification. These procedures would give market participants a clear path to compliance 

while reducing the risk that an unexpected agency decision abruptly cuts a major network off 

from regulated finance. 

G. First Amendment and Antitrust Boundaries 

The distinction between regulated finance and private activity also limits First 

Amendment concerns. Computer code can convey ideas even when it performs functional 

tasks.227 The statute should therefore regulate the use of digital-asset systems by supervised 

financial institutions rather than the publication of noncustodial software, academic research, 

operation of blockchain nodes, or discussion of quantum vulnerabilities. Functional regulation 

may still apply when a supervised institution uses software to custody, transfer, issue, or settle 

customer assets. 

Migration will also require coordination among firms that ordinarily compete. 

Exchanges, custodians, issuers, wallet providers, and other intermediaries may need to 

coordinate testing, migration deadlines, recognition of a successor chain, and customer-

protection procedures. Congress should provide a narrow antitrust safe harbor for good-faith 

coordination undertaken pursuant to an approved quantum-migration plan. That protection 

should extend only to conduct reasonably necessary to achieve quantum resilience and should 

preserve ordinary antitrust liability for price fixing, market allocation, or other anticompetitive 

conduct unrelated to the migration. 

 
227 See Universal City Studios, Inc. v. Corley, 273 F.3d 429, 445–51 (2d Cir. 2001) (recognizing the expressive 

dimension of computer code while sustaining content-neutral regulation directed at its functional use); Bernstein v. 

U.S. Dep’t of State, 922 F. Supp. 1426, 1434–36 (N.D. Cal. 1996). 



These boundaries reinforce the central legal distinction underlying the proposal. Congress 

can condition access to regulated financial markets on objective quantum-resilience standards 

while leaving individuals free to hold and use nonqualifying assets outside that perimeter. It need 

not regulate software publication, prohibit peer-to-peer transactions, or require a protocol to 

extinguish legacy assets. If a protocol community independently chooses to make vulnerable 

assets permanently unspendable, that decision presents separate questions of property, notice, 

and claims. The federal rule governs access to regulated finance; the protocol community 

determines how to achieve the resilience necessary to obtain that access. 

VIII. Recommendation: A Federal Quantum-Resilience Perimeter for Digital Assets 

The preceding Parts establish the basis for a federal quantum-resilience perimeter. 

Congress should translate that framework into a prospective market-eligibility regime. After a 

defined transition period, regulated digital-asset activity should occur only through networks and 

arrangements that satisfy an objective standard for quantum resilience. Qualification should 

require protection of future transactions and credible containment of legacy quantum-vulnerable 

assets, while leaving protocol communities and asset administrators to choose the technical 

means of achieving those outcomes. The sections that follow describe how that regime should 

operate 

A. Congress Must Supply Express Authority 

Congress should expressly authorize the federal quantum-resilience perimeter, either as 

part of digital-asset market-structure legislation, another financial-services bill, or a standalone 

statute. The legislation should identify the risks posed by quantum-vulnerable cryptography, the 

growing integration of digital assets into the financial system, the long lead time required for 



migration, and the federal interests in payments, custody, collateral, clearing, settlement, market 

integrity, financial stability, and national security. Existing regulatory authorities can supplement 

that framework, but they should not serve as the foundation for a regime that cuts across 

banking, securities, commodities, payments, and digital-asset markets. 

The statute should apply broadly to regulated institutions and intermediaries that connect 

digital assets to the financial system. Covered entities should include banks, trust companies, 

payment stablecoin issuers, exchanges, broker-dealers, digital commodity intermediaries, futures 

commission merchants, clearing organizations and agencies, investment companies and advisers, 

transfer agents, qualified custodians, money transmitters, custodial wallet providers, and other 

supervised entities that control customer digital assets or conduct regulated digital-asset activity. 

The objective is functional coverage: institutions performing economically equivalent activities 

should face the same quantum-resilience requirements regardless of their charter or regulatory 

classification. 

After a defined transition period, those entities should be permitted to conduct regulated 

digital-asset activity only through qualified quantum-resilient networks and arrangements. 

Qualification should attach to the particular network and arrangement through which the activity 

occurs, rather than to the digital asset in the abstract. An asset available on both qualifying and 

nonqualifying networks could therefore remain within regulated finance on the qualifying 

network, while its versions on nonqualifying networks would be excluded. The restriction should 

reach the principal channels through which quantum vulnerability could enter regulated finance, 

including custody, trading, clearing and settlement, lending and collateral, stablecoin issuance 

and redemption, market making, derivatives, and regulated investment products. Where an asset 

depends on separate application-layer infrastructure – such as a smart contract, bridge, 



administrative-key structure, or custody arrangement – qualification of the underlying 

blockchain alone should not be sufficient. 

The statute should also preserve the activities necessary for an orderly transition away 

from a nonqualifying network. Appropriate exceptions should permit migration, redemption, 

withdrawal to self-custody, claims administration, recovery of customer property, judicial 

process, security testing, evidence preservation, tax compliance, and agency-approved wind-

down. The purpose of the perimeter is to prevent new and continuing financial-system exposure 

to quantum-vulnerable infrastructure, not to trap customers or prevent the orderly removal of 

existing assets from that infrastructure. 

B. Scope of the Federal Perimeter 

The perimeter regulates access to supervised finance, not the underlying protocol. A 

nonqualifying network may continue producing blocks and supporting private transactions, and 

individuals may continue to hold and transact in its assets through self-custody. What the 

network loses is access to regulated financial channels. After the transition period, assets on a 

nonqualifying network could no longer be used through federally supervised custody, 

stablecoins, investment products, collateral, derivatives, tokenized securities, bank settlement, or 

other covered activities. 

Qualification should attach to the particular network and arrangement through which an 

asset enters regulated finance, rather than to the asset in the abstract. This distinction matters 

because the same digital asset may exist on multiple blockchains. An asset available on both 

qualifying and nonqualifying networks could remain within regulated finance on a qualifying 

network, while versions of that asset on nonqualifying networks would remain outside the 

perimeter. The qualifying arrangement must also be insulated from vulnerabilities on 



nonqualifying networks so that a compromised version cannot be transferred, bridged, redeemed, 

or otherwise used to introduce quantum risk into the regulated system. 

The framework should be blockchain-agnostic and apply objective standards to specific 

technical versions of Bitcoin, Ethereum, Solana, future networks, bridges, Layer 2 systems, 

stablecoins, tokenized securities, and other digital-asset arrangements. Qualification should 

therefore attach to identifiable technical characteristics—including protocol versions, consensus 

rules, cryptographic systems, fork points, and dependent applications—rather than merely to a 

blockchain or asset's commercial name. A fork or material protocol change may accordingly 

require separate qualification. 

Finally, quantum resilience must be assessed at three distinct layers. A qualifying 

network must protect its base-protocol cryptography and credibly contain the risks posed by 

legacy quantum-vulnerable assets. Applications operating on that network must separately 

protect administrative, bridge, oracle, governance, and proof-system dependencies. Covered 

intermediaries must secure the keys and authentication mechanisms they control. Qualification at 

one layer cannot cure a vulnerability at another: regulated activity should be permitted only when 

every material layer on which that activity depends satisfies the applicable quantum-resilience 

standard. 

C. Institutional Architecture and Positive Qualification 

Congress should create a Digital Asset Quantum Resilience Council chaired by the 

Department of the Treasury and composed of NIST, the Cybersecurity and Infrastructure 

Security Agency, the intelligence community, the Financial Stability Oversight Council, the 

Securities and Exchange Commission, the Commodity Futures Trading Commission, the federal 

banking agencies, and representatives of state regulators. Responsibilities should track 



institutional expertise. NIST should establish technical standards and testing methods; the 

Cybersecurity and Infrastructure Security Agency should assess operational resilience; the 

intelligence community should evaluate emerging quantum capabilities and threats; and the 

Financial Stability Oversight Council should assess potential channels of financial contagion. 

Treasury should coordinate the process, maintain the qualification registry, and issue final 

qualification decisions, while each functional regulator should enforce the resulting restrictions 

for the institutions it supervises. 

The regime should rely on positive qualification rather than begin with a blacklist of 

vulnerable networks. Because most major blockchains currently rely on some quantum-

vulnerable cryptography, immediate enforcement of the final standard could exclude much of the 

digital-asset market from regulated finance before migration is realistically possible. Existing 

networks and arrangements should therefore receive provisional eligibility during a fixed 

statutory transition period. Provisional status would permit continued regulated use while 

participants develop migration and legacy-asset containment plans, undergo independent testing, 

and seek qualification for specific quantum-resilient versions or arrangements. Provisional 

eligibility should permit an orderly transition without constituting a finding that the existing 

network is quantum-resilient, and it should expire on a fixed date. 

The qualification process should provide a predictable path from provisional eligibility to 

full qualification. The Council should publish interim standards and permit developers, 

foundations, issuers, intermediaries, and holder associations to seek qualification of particular 

networks or arrangements. Decisions should rest on independent testing and a public evidentiary 

record, with proposed findings, an opportunity to respond, and a hearing where material facts are 

disputed. Qualification should be subject to periodic recertification, and a network that initially 



fails should be able to qualify later after correcting its deficiencies. Final decisions should be 

reviewable directly in the United States Court of Appeals for the District of Columbia Circuit, 

and any decision relying on classified information should include an unclassified explanation 

sufficient to permit meaningful review. 

D. Qualification Standards and Legacy-Asset Containment 

Qualification should address both future cryptographic security and the legacy assets left 

behind by migration. A Qualified Quantum-Resilient Network should protect every material 

protocol function through approved post-quantum or hybrid cryptography and demonstrate that it 

can operate securely at expected scale. Review should encompass transaction authorization, 

consensus and validator authentication, governance and upgrade authority, data availability, 

proof systems, trusted setups, cryptographic agility, fork and replay protection, performance, 

independent testing, incident response, and legacy quantum-vulnerable assets. 

Separate qualification should apply where a digital asset depends on application-layer 

controls beyond the underlying blockchain. Stablecoins, bridges, Layer 2 systems, staking 

services, oracles, tokenized securities and funds, custody systems, and smart-contract protocols 

may rely on administrative keys, recovery mechanisms, bridges, proof systems, or authoritative 

ownership records that remain vulnerable even when the underlying network is secure. 

Therefore, qualification must also account for dependencies between networks. A Layer 2 

network, for example, cannot qualify merely by migrating its own cryptography if the Layer 1 

network on which it relies for settlement, data availability, or security remains quantum-

vulnerable. More generally, a network or arrangement cannot qualify if a material dependency 

remains vulnerable in a way that could compromise its security or continuity. A Qualified 



Quantum-Resilient Digital-Asset Arrangement should therefore demonstrate that each material 

dependency is quantum-resilient. 

Every qualified network or arrangement should also have a credible plan for legacy 

quantum-vulnerable assets. The plan should be reasonably designed to prevent compromised 

cryptographic credentials from enabling the mass unauthorized transfer and monetization of 

assets in a manner that threatens market integrity or financial stability. Qualification should turn 

on whether the plan achieves that containment objective, not on how the protocol community 

chooses to treat the underlying assets. Depending on the architecture, acceptable approaches 

could include retiring vulnerable signatures, migrating state to new authentication rules, 

quarantining affected balances, establishing finite recovery procedures, using precommitments, 

reissuing issuer-controlled assets, limiting the rate at which legacy assets may move, making 

them permanently unspendable, or combining several methods. 

Some methods provide greater containment at greater cost to lawful owners. Making 

vulnerable bearer assets permanently unspendable, for example, eliminates the possibility that a 

quantum attacker can later monetize them, but it also prevents an owner who failed to migrate 

from recovering the assets through the ordinary signature process. A protocol community that 

chooses that approach should provide extensive advance notice, a reasonable migration period, 

and, where technically feasible, a finite process through which lawful holders can establish pre-

quantum entitlement using evidence unavailable to an attacker. Federal law should evaluate 

whether the resulting framework adequately contains quantum risk, rather than prescribe that 

choice itself. 

E. Phased Implementation and Sector-Specific Rules 



A sudden cutoff could create the very instability the statute seeks to prevent. Congress 

should therefore pair a fixed outer deadline with escalating requirements that reduce exposure as 

the deadline approaches while allowing time for migration, testing, and orderly wind-down. 

During the first phase, covered intermediaries should inventory their cryptographic 

dependencies, migrate the highest-risk keys under their control, submit migration and 

containment plans, publish fork policies, and conduct quantum stress tests. The inventory should 

encompass hot, warm, and cold wallets; deposit addresses; multiparty systems; proof-of-reserves 

keys; validator credentials; stablecoin and bridge administrators; oracle and guardian keys; and 

internal authentication systems. 

During the second phase, regulators should restrict new exposure on networks and 

arrangements that lack an approved migration plan. No new exchange-traded product or fund 

approvals, stablecoin deployments, tokenized-security programs, custody relationships, collateral 

eligibility, or regulated derivatives should be permitted on those systems. Existing investment 

products should also face limits on new share creations or other transactions that materially 

increase their exposure to nonqualifying assets, subject to exceptions necessary for orderly 

operation and investor protection. Existing exposures should face enhanced capital, margin, 

liquidity, disclosure, and operational-resilience requirements. 

During the third phase, networks and arrangements that have not achieved qualification 

should enter an orderly wind-down within regulated finance. Covered firms should cease taking 

new deposits and opening new positions while preserving the activities necessary to migrate or 

resolve existing customer interests. If a qualified successor network exists, investment products 

and other regulated arrangements should transition to that successor in accordance with the 

customer-protection rules described in Part VIII.F. If no qualified successor exists, an exchange-



traded product or other investment product should enter an agency-supervised wind-down 

designed to remove its exposure without requiring a disorderly liquidation. Regulators should 

retain flexibility over the mechanics and timing of that process, but the endpoint should be fixed: 

a regulated investment product may not remain indefinitely invested in an asset on a 

nonqualifying network. 

After the final compliance date, regulated interaction with a nonqualifying network 

should be limited to activities necessary to exit or resolve existing exposure, including migration, 

redemption, withdrawal, recovery, claims administration, legal process, tax compliance, 

evidence preservation, and approved wind-down. The transition rules should permit continued 

access to a nonqualifying network only to reduce or eliminate existing exposure, not to create 

new exposure. 

Sector-specific rules should make these requirements concrete. Permitted stablecoin 

issuers should mint, redeem, bridge, and circulate through regulated channels only on qualified 

networks and arrangements, supported by quantum-resistant administrative keys, canonical-chain 

policies, and reissuance plans. Exchange-traded products and other investment products should 

hold and reference only qualified assets after the transition, subject to the temporary wind-down 

authority described above. The Depository Trust Company, clearing agencies, and transfer 

agents should preserve authoritative ownership records and contingency procedures for 

conversion or reissuance. Banks and trust companies should limit custody, lending, collateral, 

settlement, and payment activity to qualified systems. Exchanges should cease new listings, 

deposits, trading, staking, and market making on nonqualifying networks while maintaining the 

functions necessary for withdrawal and wind-down. Regulated futures, options, swaps, indices, 



and clearing arrangements should transition to qualified reference assets or, where none exists, 

close or otherwise resolve their exposure through an orderly process. 

These restrictions should extend to U.S.-regulated dollar channels. A nonqualifying 

network should not host a permitted payment stablecoin, support tokenized-securities settlement, 

serve as collateral at a supervised institution, or underlie a regulated investment product after the 

transition. Denying those channels supplies the quarantine function without criminalizing private 

possession or peer-to-peer use. 

F. Forks, Migrations, and Customer Protection 

A post-quantum migration may produce competing blockchain networks, and a fork does 

not by itself determine which branch regulated financial institutions should recognize or how 

customers' interests should be allocated between them. Covered intermediaries should therefore 

publish fork and migration policies in advance, preserve records of customers' pre-fork holdings, 

disclose how successor assets will be treated, and maintain safeguards against duplicate or 

inconsistent regulated claims. The objective should be to preserve customer entitlements and an 

orderly transition rather than mechanically preserve continuity with the historical chain. 

Existing spot bitcoin exchange-traded products illustrate the problem. Major products 

place substantial discretion over fork treatment in private hands. BlackRock's iShares Bitcoin 

Trust ETF and the Fidelity Wise Origin Bitcoin Fund authorize their sponsors to determine 

which network is generally accepted as Bitcoin and which associated asset the trust will 

recognize as bitcoin.228 Other contractual arrangements reinforce continuity with the incumbent 

chain. Many spot bitcoin exchange-traded products rely on benchmarks administered by CME 

 
228 iShares Prospectus, supra note 218, “Forks”; Fidelity Prospectus, supra note 218, “Network Forks.” 



CF Benchmarks, whose hard-fork policy identifies the “Original Token” in part by reference to 

the asset that constituent exchanges continue to trade under the pre-fork ticker.229 Coinbase, 

which provides custody and prime-brokerage services to institutional market participants, 

likewise retains contractual discretion over its support for forked assets while committing at a 

minimum to support the original digital asset.230 

Those arrangements are designed principally for ordinary contentious forks, where 

continuity with the incumbent network may be desirable. A security-driven migration presents 

the opposite problem: the historical chain may be the chain that regulated institutions must leave. 

If sponsors, benchmarks, custodians, and exchanges continue to identify that chain as the original 

asset, a quantum-resistant successor could be classified as a forked or incidental asset even 

though it is the only version eligible for continued use within regulated finance. 

Current product documents also demonstrate that recognition of one branch does not 

resolve customers' rights to another. Securities and Exchange Commission staff correspondence 

with BlackRock before the launch of the first spot bitcoin exchange-traded products required 

disclosure that the trust would abandon certain incidental rights and forked assets unless the 

listing exchange obtained the necessary regulatory approval.231 BlackRock's current prospectus 

reflects that commitment, and Fidelity uses a similar structure.232 Bitwise transfers certain forked 

assets and incidental rights to its sponsor, which may sell them for the benefit of the trust but is 

 
229 CME CF Cryptocurrency Pricing Products, Hard Fork Policy §§ 5–6 (v.7.3, Nov. 4, 2024). 
230 Coinbase Prime Broker Agreement § 18.1, exhibit to iShares Bitcoin Trust ETF filing (Aug. 5, 2024). 
231 Letter from iShares Delaware Trust Sponsor LLC to SEC Div. of Corp. Fin. (Jan. 8, 2024) (responding to a staff 

comment directing disclosure that the Trust would irrevocably abandon Incidental Rights and IR Virtual Currency 

unless Nasdaq obtained approval to amend its listing rules); iShares Prospectus, supra note 218, “The Offering—

Forks.” 
232 Fidelity Prospectus, supra note 218, “Network Forks” (providing that the Sponsor will cause the Trust to 

irrevocably abandon any forked asset other than what the Sponsor determines to be bitcoin unless specified 

regulatory approvals are obtained). 



not required to do so.233 By contrast, following Bitcoin's 2017 forks, the Grayscale Bitcoin Trust 

arranged for Bitcoin Cash and Bitcoin Gold attributable to its holdings to be sold and the 

proceeds distributed to record-date shareholders.234 These different approaches demonstrate that 

customer entitlements following a fork are determined by contracts and regulatory rules rather 

than by the blockchain itself. 

Congress should establish special rules for a post-quantum migration. If a legacy network 

fails to qualify and a quantum-resilient successor does qualify, regulated investment products 

should recognize the qualified successor for custody, valuation, benchmark construction, share 

creation and redemption, and other regulated purposes. A qualified successor should not be 

treated as an incidental or forked asset that the product may simply abandon. Customers' 

beneficial interests should follow the qualified successor according to transparent rules, and 

intermediaries should preserve records sufficient to establish those entitlements. If no successor 

qualifies by the final compliance date, the product should instead enter the agency-supervised 

wind-down described in Part VIII.E and may interact with the nonqualifying network only as 

necessary to dispose of, distribute, migrate, or otherwise resolve its existing holdings. 

The framework should not, however, require selection of a single successor whenever 

more than one branch qualifies. A fork involving assets backed by reserves or other real-world 

property may permit several economically sound outcomes. An issuer might allocate reserves 

proportionately between two qualifying successor assets, for example, or permit holders to elect 
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which successor they wish to retain while redeeming or disposing of the other. Future systems 

may develop still other mechanisms. The governing requirement should be preservation of 

backing and customer entitlements: regulated claims across the successor chains must not exceed 

the reserves or underlying property available to support them, and the allocation must be 

transparent, enforceable, and operationally sound. A single canonical chain may often be the 

simplest solution, but federal law should not require one where multiple qualified successors can 

preserve those protections. 

The same principle should apply to tokenized securities and other real-world assets. A 

fork cannot create additional legal rights to the underlying security, fund interest, commodity, or 

other property merely by duplicating its blockchain representation. Issuers, transfer agents, 

clearing agencies, and other responsible institutions should therefore identify the authoritative 

ownership record and establish in advance how claims will be converted, allocated, redeemed, or 

reissued if a fork occurs. The qualification regime should permit innovation in those mechanisms 

while preventing the same underlying property from supporting duplicative regulated claims. 

Forks of networks that are already qualified present a separate financial-stability problem. 

Qualification should not automatically disappear whenever a qualified network forks, because an 

immediate loss of eligibility could itself trigger trading disruptions, forced sales, withdrawals, 

and uncertainty over customer assets. The statute should instead provide a short period of 

provisional continuity during which descendant chains remain eligible for limited regulated 

activity while the Digital Asset Quantum Resilience Council conducts an expedited technical 

review. That protection should apply only where the pre-fork network was qualified and there is 

no evidence that the fork itself created or exploited a material quantum vulnerability. Regulators 



should retain emergency authority to suspend a branch immediately where continued use 

presents an imminent threat. 

The expedited process should be governed by objective, previously published criteria and 

insulated as much as possible from discretionary market judgments. NIST should determine 

whether the descendant networks continue to satisfy the applicable technical standards, while 

financial regulators should assess operational continuity and systemic consequences. Review 

should focus on cryptographic security and other predetermined qualification criteria rather than 

expected prices, trading volumes, or the commercial desirability of one branch. Decisions should 

be made by officials subject to confidentiality and conflict-of-interest rules, with market-

sensitive information protected until the determination is announced. These safeguards would 

reduce both the risk that uncertainty over qualification destabilizes markets and the opportunity 

for participants with advance knowledge of a qualification decision to trade on that information. 

Congress should also require investment products, benchmarks, custodians, and other 

intermediaries to plan for this contingency before a fork occurs. Their governing documents 

should explain how provisionally qualified branches will be treated, how new positions and share 

creations may be restricted during review, and how customer interests will be preserved until 

qualification is resolved. Regulators should be able to impose temporary limits on creations, 

redemptions, trading, or other activities where necessary to prevent the qualification process 

itself from becoming a source of instability. 

Risk disclosure alone is not an adequate substitute. BlackRock, Fidelity, and Bitwise 

already warn that advances in quantum computing could compromise Bitcoin's cryptography and 



expose trust assets to theft.235 Those disclosures identify the hazard but do not determine which 

successor network will qualify, how customer interests will follow a migration, or what happens 

if no successor qualifies. 

Congress should also remove unnecessary legal and financial obstacles to an approved 

migration. A one-for-one transition of an existing digital asset into its qualified post-quantum 

successor should not trigger immediate federal income tax liability merely because the migration 

changes the technical form in which the asset is recorded. The appropriate agencies should 

likewise coordinate accounting and regulatory-capital treatment so that institutions are not 

penalized for complying with the migration. Finally, because exchanges, custodians, investment-

product sponsors, issuers, and other competitors may need to coordinate technical testing, 

migration schedules, and customer-protection procedures, Congress should provide the narrow 

antitrust safe harbor described in Part VII for collaboration undertaken pursuant to an approved 

post-quantum migration plan. 

G. Emergency Authority, Sanctions, and International Coordination 

Congress should provide limited emergency authority for circumstances in which the 

ordinary qualification process cannot respond quickly enough. That authority should become 

available upon credible evidence that a cryptographically relevant quantum computer exists, that 

quantum-enabled exploitation has begun, or that continued regulated activity involving a 

quantum-vulnerable network poses an imminent threat to financial stability. Regulators could 

temporarily restrict new deposits, trading, settlement, collateral use, or other affected activities; 

 
235 iShares Prospectus, supra note 218, “Risk Factors”; Fidelity Prospectus, supra note 218, “Risk Factors”; Bitwise 

S-3/A, supra note 233, “Risk Factors” (each addressing the risk that quantum computing could compromise Bitcoin 

cryptography and Trust assets). 



require preservation of records necessary to protect customer interests; direct stablecoin issuers 

and other regulated entities to implement previously approved pause, recovery, or migration 

procedures; accelerate an approved transition to a qualified network; and impose temporary 

measures, including heightened margin requirements or marketwide trading pauses, necessary to 

maintain orderly markets. Emergency orders should be narrowly tailored to the identified threat, 

expire after thirty days unless renewed on written findings, and be subject to expedited judicial 

review. 

Economic sanctions should serve a different function. The Office of Foreign Assets 

Control should target the actors responsible for quantum-enabled attacks rather than administer 

the prudential qualification regime. Sanctions could reach a foreign state or person responsible 

for an attack, wallets receiving stolen assets, laundering services, complicit intermediaries, and 

identifiable proceeds of quantum-enabled theft. Congress could clarify the treatment of such 

proceeds as blockable property where necessary. A vulnerable blockchain, however, should not 

become a sanctioned network merely because it fails to satisfy the quantum-resilience standard. 

Its access to regulated finance should remain governed by the qualification regime. 

Finally, the United States should coordinate its transition with foreign regulators. 

Treasury should use the Group of Seven Cyber Expert Group, cooperation among Group of 

Seven central banks and financial regulators, the Financial Stability Board, and bilateral channels 

to coordinate migration timelines, recognition of qualified successor networks, treatment of 

stablecoins and other cross-chain assets, emergency protocols, and approaches to legacy 

quantum-vulnerable assets.236 Complete international uniformity is unlikely and unnecessary. 

The objective should be sufficient alignment among major financial jurisdictions to reduce 
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regulatory arbitrage, facilitate orderly cross-border migration, and limit the regulated markets 

through which nonqualifying legacy networks can transmit risk. 

H. Implementation Challenges, Tradeoffs, and Limits 

The proposed perimeter is administratively feasible, but it would be difficult to 

implement. Digital-asset regulation itself remains under construction in the United States and 

other major financial jurisdictions. Adding quantum resilience would require regulators to 

develop new technical standards, reporting requirements, supervisory processes, and 

enforcement mechanisms while they are still building the broader regulatory framework for 

digital assets. Agencies would need sufficient technical expertise to evaluate migration and 

containment plans, assess dependencies across networks and applications, monitor 

implementation, and determine whether firms are progressing toward compliance. Covered 

institutions would face corresponding costs in inventorying cryptographic dependencies, 

preparing migration plans, testing new systems, reporting progress, and remediating deficiencies. 

Congress can provide the authority and objectives, but implementation would require substantial 

investment in regulatory capacity. 

The transition could also produce the financial instability the proposal ultimately seeks to 

prevent. A regulatory determination that a major network is unlikely to qualify could affect asset 

prices long before the final compliance date. Banks, custodians, investment funds, and other 

institutions might conclude that selling assets, unwinding positions, or terminating custody 

relationships is cheaper than financing a difficult migration. Their efforts to reduce exposure 

could create selling pressure, reduce liquidity, and undermine confidence in the affected asset. 

The effect could become self-reinforcing as market participants anticipate future exclusion from 

regulated finance. These consequences create a genuine policy tradeoff: acting too abruptly 



could accelerate the disruption the perimeter is designed to contain, while waiting until a 

quantum attack is imminent would leave too little time for an orderly transition. 

Implementation should therefore proceed incrementally. Regulators can begin by 

incorporating quantum risk into existing digital-asset supervision rather than immediately 

constructing the entire qualification regime. Initial requirements could focus on inventories of 

cryptographic dependencies, governance and fork policies, disclosure of quantum vulnerabilities, 

migration planning, stress testing, and supervisory assessment of firms' preparedness. Those 

measures would build regulatory expertise and generate information about the costs and 

feasibility of migration while giving firms and protocol communities time to develop technical 

solutions. As standards mature and the threat becomes better understood, those supervisory 

expectations could develop into the qualification framework described above. A fixed long-term 

objective can therefore coexist with a gradual regulatory pathway toward it. 

Responsibility for migration also raises difficult questions. Regulators can compel 

supervised firms to prepare for a transition, but those firms often cannot change the protocols on 

which their assets depend. A custodian may hold bitcoin for millions of customers without 

possessing the authority to make Bitcoin adopt post-quantum cryptography. Requiring the 

custodian to bear unlimited responsibility for a protocol's failure to migrate could instead 

encourage it to terminate the relationship and return or sell customer assets. The framework must 

therefore distinguish between obligations within an intermediary's control – such as migrating its 

own keys, protecting customer records, planning for forks, and facilitating withdrawals – and the 

independent obligation that a network or arrangement must satisfy to remain eligible for 

regulated finance. Customer-protection rules will be particularly important where an 

intermediary must exit a network that its customers wish to continue using through self-custody. 



International sequencing presents a similar tradeoff. The Group of Seven Cyber Expert 

Group and the Financial Stability Board provide forums through which major jurisdictions could 

develop common expectations before binding domestic requirements take effect. International 

guidance could signal the direction of travel, build technical expertise, encourage industry 

participation, and create a coalition of jurisdictions willing to pursue a common migration 

timetable. That sequencing could reduce the risk that unilateral U.S. action produces regulatory 

arbitrage or abrupt capital flight. International processes, however, generally move slowly, and 

expertise concerning the intersection of quantum computing and digital assets remains limited 

across financial authorities. International coordination should therefore facilitate domestic action 

rather than become a prerequisite that permits indefinite delay. 

The perimeter also has inherent limits. It can materially reduce the direct channels 

through which quantum failure reaches supervised institutions, but it cannot isolate the United 

States from every economic consequence of a compromised blockchain. Price discovery is 

global. Foreign exchanges may continue trading nonqualifying assets. Holders may liquidate 

qualified assets to cover losses elsewhere, and confidence shocks may spread across correlated 

markets. Although economic spillovers cannot be eliminated entirely, their transmission through 

regulated financial channels can be contained. 

Post-quantum migration itself introduces technical risks. Newly standardized 

cryptography may reveal implementation weaknesses; larger signatures and proofs may increase 

computational, bandwidth, or transaction costs; hybrid systems may create interoperability 

problems; and dependencies among networks mean that a seemingly secure system may remain 

exposed through another layer. Qualification could also concentrate substantial influence in the 

government agencies, testing organizations, and private firms capable of determining whether 



complex systems satisfy the standard. Independent testing, transparent criteria, cryptographic 

agility, staged deployment, periodic reassessment, and the judicial-review protections described 

above are therefore essential. 

Finally, the proposal cannot guarantee that digital assets survive the transition. Some 

networks may fail to migrate, some firms may decide that compliance is uneconomic, and 

institutional adoption could slow or reverse as quantum risk becomes incorporated into asset 

prices and regulatory requirements. Market-led innovation may ultimately solve some problems 

faster than regulation. The justification for federal intervention rests on the narrower proposition 

that regulated financial institutions should not remain indefinitely exposed to a known 

cryptographic vulnerability merely because private coordination might eventually solve it. The 

framework should give markets substantial time and flexibility to develop that solution while 

establishing a point beyond which unresolved quantum vulnerability is no longer compatible 

with access to regulated finance. 

 Those limitations strengthen the case for beginning before a crisis. Early action allows 

regulators to build expertise, firms to spread migration costs over time, international bodies to 

develop common expectations, protocol communities to innovate, and markets to adjust 

gradually. Delay compresses those choices and makes emergency intervention more likely. The 

relevant choice is therefore not between a costless regulatory transition and an unregulated status 

quo. It is between managing the costs of quantum migration while there is still time to do so and 

confronting those same problems under the pressure of a credible or realized quantum threat. 

IX. Conclusion 



In June 2026, the United States government told itself the truth. Its executive order on 

advanced cryptographic attacks proceeded from the premise that large-scale quantum computers 

will threaten widely used cryptography and required federal high-value and high-impact systems 

to migrate to post-quantum key establishment by 2030 and digital signatures by 2031.237 That is 

what prudent risk management looks like: inventory the exposure, assign responsibility, establish 

a deadline, and act before the crisis arrives. 

Federal digital-asset policy follows a different logic. Congress has created a federal 

stablecoin framework, regulators have chartered crypto institutions, and the Securities and 

Exchange Commission is promoting tokenized securities and on-chain market infrastructure. Yet 

the federal legislative response to quantum risk remains voluntary guidance and industry 

dialogue. The result is that the government is accelerating the integration of quantum-vulnerable 

infrastructure into regulated finance without imposing a corresponding requirement for quantum 

resilience. 

This Article has argued that financial stability should organize the federal response. 

Congress should therefore establish a federal quantum-resilience perimeter. After a defined 

transition, regulated digital-asset activity should occur only through networks and arrangements 

that protect every material cryptographic function and credibly contain the risks posed by legacy 

quantum-vulnerable assets. The government should define the required security outcome while 

leaving protocol communities and asset administrators to choose how to achieve it, whether 

through migration, quarantine, recovery, rate limits, reissuance, permanent unspendability, or 

another effective method. Networks that do not qualify could continue to operate through self-

custody and peer-to-peer use, but outside the channels that connect them to regulated finance. 

 
237 Exec. Order No. 14,412, supra note 14, § 4(b). 



That boundary is central to both the policy and the legal design. The federal government 

need not dictate the rules of a global blockchain or determine how its community treats every 

legacy asset. It can determine the conditions under which banks, custodians, stablecoin issuers, 

investment products, clearing systems, and other supervised institutions may rely on that 

blockchain. By regulating access to the financial system rather than the existence of the 

underlying network, the perimeter preserves private ownership, self-custody, software 

development, node operation, research, and peer-to-peer transactions while protecting the public 

from risks created by regulated financial integration. 

The transition would not be costless. Qualification decisions could affect asset prices, 

firms may reduce exposure rather than bear the cost of migration, and losses on nonqualifying 

networks could still spill into other markets. Regulation cannot eliminate those effects. It can, 

however, contain the direct channels through which a cryptographic failure reaches supervised 

institutions. A phased transition, provisional qualification, international coordination, customer 

protections, and orderly wind-down can reduce the risk that regulation itself becomes a source of 

instability. 

Time therefore supplies the strongest argument for beginning now. Early action allows 

regulators to build expertise, protocol communities to develop technical solutions, firms to 

spread migration costs over time, and markets to adjust gradually. Waiting for a public 

demonstration of cryptographically relevant quantum computing would leave fewer options and 

make emergency intervention more likely.  

The United States has already concluded that its most important federal systems require 

post-quantum protection before the beginning of the next decade. As it moves payments, 



investment products, and capital-market infrastructure onto public blockchains, it should apply 

the same principle to the financial system it is building. 

The quantum clock is running. Financial regulators should begin keeping time. 

 


