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Abstract 

Regulated financial institutions are building new products on blockchain-based infrastructure at a rapid 
pace, recognizing the pro-competitive benefits offered by this new technology. Some of these 
institutions, however, have opted for permissioned versions of this infrastructure, and treat open, 
permissionless blockchain networks — one of the most novel innovations in this category — as 
unavailable to them due to concerns about financial integrity. Some institutions voice that transacting on 
a network maintained by pseudonymous, globally distributed validators with other pseudonymous 
participants cannot be reconciled with their obligations relating to anti-money laundering (“AML”), 
countering the financing of terrorism (“CFT”) and U.S. sanctions. This paper argues that those concerns 
are not well-founded, and that financial institutions can build and use permissionless networks in 
compliance with their obligations under the Bank Secrecy Act (“BSA”) and its attendant amendments as 
well as the sanctions laws. To that end, institutions can update their compliance programs with robust 
financial integrity risk management controls, like those set forth in this paper, for use of permissionless 
systems. Specifically, the paper (1) explains the differences between permissionless and permissioned 
networks; (2) demonstrates the compatibility of permissionless networks with the BSA and U.S. 
sanctions laws, noting that nothing in current law requires a permissioned validator set or group of 
participants; (3) answers the objections most commonly raised by regulated institutions, including 
exposure to illicit actors at the network layer, the confidentiality of onchain data, the provenance of 
assets whose transaction history touches an illicit actor, and the compatibility of data privacy and 
compliance; and (4) sets forth a risk-management framework under which institutions place compliance 
controls at the application layer (which they operate and control), rather than at the network layer. 
Finally, this paper discusses the benefits that accrue from permissionless networks: the same benefits that 
will accrue to institutions and others alike, on the same terms, given the credibly neutral architecture of 
permissionless networks.   

Introduction 

Nearly two decades after the launch of the Bitcoin network, openness remains the defining feature of 
public blockchains. What separates these networks from the systems they aim to replace is 
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permissionlessness: they run autonomously, under rules no single actor can change, and they are open to 
anyone on identical terms.2 Distributed data structures, cryptographic verification and consensus all 
predate these networks and appear in countless other systems. The novel contribution is shared financial 
infrastructure available to incumbents and new entrants alike.3  

As commentators have observed of the internet, “the internet became a commercial success due to the 
foresight of a US administration that early on recognized the transformative potential of combining a 
permissionless network with global information exchange.”4 Supervision over the businesses and 
intermediaries building on top of the open internet protocols originated from standards developed first 
by industry that the U.S. government then reinforced, resulting in American firms leading the internet 
economy. Although some have argued this approach made the internet more difficult to regulate at scale, 
the claim here is much narrower and more consistent with this paper’s central thesis: openness at the 
protocol layer coexisted with, and ultimately depended on, supervision of the businesses built on top of 
it, which is the same allocation of controls this paper proposes for permissionless blockchain networks. 

Regulated financial institutions now face the same choice on transformation for financial markets. Some 
banks, broker-dealers and asset managers have been trending toward permissioned networks — systems 
in which a gatekeeper or consortium decides who may validate transactions, who may use the network 
and for what. The public or stated premise underlying that choice is that a known, credentialed set of 
actors is a precondition to compliance with the financial integrity laws: the Bank Secrecy Act (“BSA”), 
with its anti-money laundering (“AML”) and countering the financing of terrorism (“CFT”) 
requirements, and the U.S. sanctions laws.5 This is inconsistent both with U.S. regulators’ 
acknowledgement that financial institutions can use, transact on and participate in permissionless 
networks, and with certain financial institutions’ current engagement with permissionless networks at 
scale.  Use of permissionless networks is compatible with the laws and regulations requiring BSA 
programs and sanctions compliance, and it advances the commercial objectives institutions themselves 
put forward (e.g., competition, interoperability, efficiency, resilience).  

This paper argues that financial institutions can build and transact on permissionless blockchain 
networks; concerns about financial integrity laws should not deter such usage and can be addressed 
under existing law today. Institutions can satisfy their obligations through appropriate, risk-based 
compliance frameworks that place controls at the layer they operate. Those controls divide into 
transaction-level controls applied to the institution’s customers and counterparties, largely in the form 
they take today, and network-level analysis addressed to the infrastructure itself. A financial institution 

5 Commentators suggest the stated compliance premise may coexist with unstated commercial ones: incumbents may prefer 
settlement rails they control or may perceive efficiencies or performance benefits in permissioned systems.  

4 Christian Catalini, The Internet of Money Wants to Be Free, Forbes (Jan. 16, 2025), 
https://www.forbes.com/sites/christiancatalini/2025/01/16/the-internet-of-money-wants-to-be-free/. 

3 Coinbase, Why the Future of Finance Calls for a Permissionless Architecture 13 (Jan. 2025), 
https://assets.ctfassets.net/o10es7wu5gm1/3DPt8YOiYtdVfqUoeuAJdS/33b4c368f7bc6b4ff7173df36c3d00da/Davos_Whitepaper_
A4.pdf (describing open networks as “equally accessible to all” and available on the same terms and conditions to incumbents and 
new entrants alike). 

2 Omid Malekan, On the Perils of Permissioning, Part 1: Private Chains Will Never Work, Medium (Apr. 22, 2025), 
https://omid-malekan.medium.com/on-the-perils-of-permissioning-part-1-private-chains-will-never-work-d68825a48764. 
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satisfies its BSA obligations through the program it applies to its customers and its transactions, 
whatever infrastructure carries its payment messages, and the same program-based analysis applies when 
those transactions settle on a permissionless network.  

The paper proceeds as follows. Section I provides an overview of how permissionless blockchain 
networks operate, distinguishes them from permissioned systems and explains why credible neutrality — 
the property that a network does not and cannot discriminate among those who use it, participate in it or 
build on it — provides value. Section II summarizes the U.S. financial integrity framework, including the 
BSA and the sanctions laws, explains that the framework imposes risk-based obligations and notes that 
enforcement of these laws addresses systemic, knowable deficiencies such that financial institutions that 
build appropriate frameworks for using permissionless networks should not face regulatory pursuit. 
Section III makes the legal case for institutional use of permissionless networks: regulators have 
recognized that institutions may use them; existing compliance programs can be adapted to them; and 
attenuated, protocol-mediated contacts at the network layer are not the type of risk these laws were 
designed to address. The Section concludes with a risk-management framework for institutional 
participation in these networks. Section IV describes the operational, regulatory and commercial benefits 
available to institutions on these networks, including strong operational resilience, open competition and 
interoperability on equal terms, among others.6 

I.​ Permissionless Blockchain Networks 

A.​ What Is a Blockchain? 

Permissionless blockchain networks are distributed digital databases that record transactions across many 
computers simultaneously according to the rules of a preset software protocol. In this respect, they 
resemble the communications protocols (e.g., TCP/IP) that underpin the internet.7 A protocol in this 
sense is, as noted, software: rules written in code that every participating computer runs and that execute 
identically for every user and every transaction, without human discretion in individual cases. 
Blockchains, also referred to as “distributed ledgers,” differ from traditional databases by replicating data 
across multiple computers and using cryptography to ensure every copy is identical, both in terms of the 
current state and the history of activity. Blockchains allow different entities who do not necessarily know 
or trust each other to coordinate a shared activity.8 

Most blockchains rely on special participants, known as “miners” for proof-of-work networks like 
Bitcoin and “validators” for proof-of-stake networks like Ethereum and Solana, to propose and attest to 
ordered batches of database transactions. (This paper uses Bitcoin, Ethereum and Solana as examples; 

8 See Christian Catalini & Joshua S. Gans, Some Simple Economics of the Blockchain, 63 Comm. ACM 80 (2020) (identifying the cost of 
verification and the cost of networking as the two costs the technology reduces and explaining why cheaply verifiable shared state is 
valuable precisely where transacting parties cannot rely on a trusted intermediary). 

7 See generally Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (2008), https://bitcoin.org/bitcoin.pdf; Fabian Schär, 
Decentralized Finance: On Blockchain- and Smart Contract-Based Financial Markets, 103 Fed. Reserve Bank St. Louis Rev. 153 (2021). 

6 Institutions do raise concerns beyond financial integrity, including settlement finality and the absence of a service-level agreement; 
transaction ordering certainty; Basel and broker-dealer capital treatment; as well as throughput and fee volatility. This paper does not 
address these, but current work at the network and application layer as well as by regulators substantially mitigates these concerns.  
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there are numerous other permissionless networks with the features described herein; this paper’s thesis 
and analysis apply with equal force to them.) These participants verify that each transaction satisfies the 
network’s cryptographic and consensus rules, then broadcast the resulting updates so that other nodes 
can independently confirm and apply them to the ledger.  

The process is defined by a consensus mechanism: an algorithmic set of rules through which all 
participants agree on the latest state of the ledger. In Bitcoin’s proof-of-work consensus mechanism, 
miners must solve complex math problems before proposing a new block and updating the ledger. In 
proof-of-stake consensus mechanisms (on which this paper focuses), validators acquire and commit, or 
“stake,” the native cryptocurrency of the network to win the right to propose and verify state updates to 
the ledger. Independent computers running the blockchain protocol software, called “nodes,” store a 
copy of the ledger and double-check everything. Validators who act honestly are rewarded with newly 
generated cryptocurrency as well as a portion of transaction fees. Validators who act dishonestly, for 
example by approving fraudulent transactions, may risk losing a portion of their stake in a process called 
“slashing,” which is automated via code as an intended deterrent against malicious activity. A transaction 
becomes irreversible when a percentage of validators representing most of the stake double-check the 
original validator’s work and attest to a block’s validity. 

Two additional mechanics of these networks are relevant to the analysis here. First, users pay a network 
fee, called “gas,” with each transaction they submit. Protocol-defined rules set the fee, typically as a 
function of network demand and the computational resources a transaction consumes. Depending on 
the network, fees may be paid to validators, burned or divided between those uses proportionally.  

Second, the software protocol programmatically assigns the right to propose each block, generally 
pseudo-randomly in proportion to stake, so a user has no ability to select the validator that will process 
any given transaction. Any user, including a financial institution, that submits a transaction to a 
permissionless network pays a protocol-determined fee to a protocol-selected validator whose identity it 
neither knows nor controls.9 

Blockchains in their original form have other core features that differentiate them from traditional 
databases: 

•​ There is no central operator needed to ensure availability of the network, to process and execute 
instructions, and to maintain a trusted central ledger.10   

•​ Usage of the network is open to the public (i.e., anyone can interact with it) and 
censorship-resistant (i.e., no one has control over which types of technically valid transactions are 
processed and which are not).  

10 Some in the official sector take the contrary view, contending that a network needs a central body to police participants and enforce 
its rules. See Basel Comm. on Banking Supervision, Novel Risks, Mitigants and Uncertainties with Permissionless Distributed Ledger 
Technologies (Working Paper No. 44, Aug. 2024), https://www.bis.org/bcbs/publ/wp44.pdf (identifying governance and compliance 
risks stemming from permissionless blockchains’ reliance on unknown third parties).  

9 Protocol-set fees also change the commercial position of large institutions, which are accustomed to setting the price of payment 
services. Becoming a price taker on fees the software determines may account for some institutional hesitation independent of any 
compliance concern.  

4 



 

•​ The ledgers are effectively immutable. The replication of copies across independent nodes, in 
conjunction with the use of advanced cryptography, means no single entity can change the 
history of the ledger (which fixes the original “double spend” problem).11 

•​ The record of transactions is transparent: anyone can store their own copy of the ledger or use 
the APIs or websites of independent parties who do so as a service. 

•​ Security is achieved through a combination of cryptography and economic incentives, as 
opposed to legal contracts and regulations. 

The result is a database that maintains integrity through distributed consensus rather than trust in a 
single entity. Because the network operates across numerous independent validators with aligned 
economic incentives, it exhibits strong operational resilience: no single point of failure exists, no 
gatekeeper is positioned to deny access or cease operations, and no single actor or group of actors can 
change the rules of the protocol unilaterally or without notice. 

B.​ Permissionless Versus Permissioned Networks 

As originally envisioned, blockchains were intended to function in a permissionless way, allowing anyone 
to participate in consensus without consent from a central authority. Since the launch of the Bitcoin 
network, developers have created different types of distributed databases or networks, including those 
that have a central authority or otherwise require permission to participate or use the network. Although 
the technology may appear similar (i.e., both are databases that use cryptography), there are important 
differences between permissionless and permissioned networks. 

1.​ Permissionless Networks 

“Permissionless networks are open systems that anyone can join and use without special permission.”12 
Just as email protocols like SMTP allow anyone to send messages or set up their own email server 
without requiring permission from a central authority, permissionless blockchains allow anyone to use a 
network or participate in maintaining the network’s database without needing approval from a 
gatekeeper. These open networks are “equally accessible to all” and “available on the same terms and 
conditions to incumbents and new entrants alike. This is a fundamental strength of the technology.”13  

Permissionless blockchains allow anyone to view, use, access, participate in and build on the network; the 
code for the blockchain is open source: anyone can view, access and run it at any time. Anyone can issue 
new assets, and decide how they are governed, owned or transacted; anyone can own assets and transact 
with them in a fully self-custodial manner; and anyone can build applications on the network 

13 Coinbase, Why the Future of Finance Calls for a Permissionless Architecture, supra, at 13. See also Fabian Schär, Enhancing Financial Services with 
Permissionless Blockchains (European Commission, Oct. 2024), https://data.europa.eu/doi/10.2874/8306042. 

12 Coinbase, Why the Future of Finance Calls for a Permissionless Architecture, supra, at 7. See also Basel Comm. on Banking Supervision, 
Novel Risks, Mitigants and Uncertainties with Permissionless Distributed Ledger Technologies, supra (official-sector treatment of 
permissionless networks and the risks banks face on them). 

11 We use “immutable” in a functional rather than purely cryptographic sense. Permissioned systems can deploy the same hashing 
techniques, but where a gatekeeper can direct all nodes to simultaneously alter or revert the record, the ledger is not immutable in any 
sense that matters.  
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independently, although composability between particular applications may require permission at the 
application layer.14 Identity is cryptographic: the network knows a user only by a key pair the user alone 
controls, and any transaction carrying a valid signature is eligible for processing. Any party can join as a 
validator at any time, because “there cannot be any implicit or explicit restrictions on the operation of 
nodes. If joining a blockchain network is subject to someone’s approval, the blockchain cannot be 
considered permissionless.”15 Governance is distributed, without a single identifiable actor or set of 
actors that manages or operates the network, such that the rules of the protocol, including the rules for 
the consensus mechanism, change only when a significant number of independent actors agree.  

The property of equal accessibility and participation on identical terms takes hold in the idea of “credible 
neutrality.” A permissionless blockchain is credibly neutral “if just by looking at the mechanism’s design, 
it is easy to see that the mechanism does not discriminate for or against any specific people.”16 The 
design must be verifiably even-handed, and users must be able to trust that it will remain so while they 
rely on it. A network is credibly neutral only if it follows its publicly known protocol rules in operation, 
and a departure from those rules, whatever its motivation, spends the credibility on which the property 
depends. No actor or identifiable set of actors can have or will have the power to change the rules of the 
protocol unilaterally, deny access in consensus to specific participants, reverse transactions or censor 
users, and no mechanism exists to intentionally freeze the network. This credible-neutrality standard 
applies equally to the base-layer protocols of the internet, facilitating the seamless flow of information. 
Permissionlessness is one requirement of credible neutrality among several, including a diverse, 
distributed (geographically and otherwise) validator set and distributed governance. These conditions are 
observable, and they can change over time. 

Credible neutrality is one of the core differences between permissionless networks and more traditional 
databases or, as discussed below, permissioned networks. A traditional ledger or permissioned network 
answers to its operator, who can edit its entries or shut off access, and it runs only when that operator 
runs it. A credibly neutral network takes that discretion away and provides, among other things, resilience 
against the failure of any single operator and cryptographic assurance that the same asset cannot be spent 
twice.    

The lack of any central operator in permissionless networks, and the attendant mechanisms that flow 
therefrom, carries costs. The protocol sets fees, which move with network demand, leaving no room for 
participants to negotiate price (although a participant can pay more to have a transaction land sooner). 
Transparency at the base layer pushes confidentiality up to the application layer. Upgrades can arrive 
slowly, because rule changes require broad agreement among independent actors, and coordinating 
unknown actors demands a degree of technical precision that leaves room for bugs and for the effort of 
fixing them. These drawbacks are known and anticipated and any risks associated therewith can be 
mitigated. Ultimately, as with any new technology, the risks must be assessed against the benefits, which 
are discussed further in Section IV.  

16 Vitalik Buterin, Credible Neutrality as a Guiding Principle, Nakamoto (Jan. 3, 2020), https://nakamoto.com/credible-neutrality/. 
15 Schär, Enhancing Financial Services with Permissionless Blockchains, supra. 
14 Catalini, The Internet of Money Wants to Be Free, supra. 

6 



 

2.​ Permissioned Networks 

Permissioned blockchains operate under a fundamentally different model, in which a designated 
gatekeeper controls the network’s operations and governance.17 In these systems, a governing body (e.g., a 
single company, or a consortium of members chosen by a central authority) determines which entities 
may validate transactions, access the database, use the network or build on it. Permissioned networks are 
inherently censorable, and a single entity or privileged group can change the rules at its discretion.  

The model carries certain benefits: a known validator set and known participants, which allow for 
traditional legal recourse; intervention by a gatekeeper to correct a transaction error; governance tailored 
to the members; and an arrangement that can map onto legal and regulatory requirements. This 
undoubtedly feels familiar to, and can be more readily understood by, institutions, allowing legal and 
compliance departments to green light usage on the same or similar terms as currently used technologies. 
For some uses, a permissioned design may be reasonable; a small group of known institutions settling 
among themselves may value negotiated governance and an operator able to intervene. This choice is 
much more one about business and competition; as this paper describes, it need not be one about 
financial integrity laws or regulations. The features that make these systems feel familiar, however, also 
reintroduce the same structural dependencies of the current closed databases.  

The gatekeeper structure underwrites centralization risk: participation rights can be granted or revoked, 
transactions can be censored or reversed by consensus of the controlling parties, and access to the 
network depends on maintaining relationships with, and approval from, the gatekeeper (whether singular 
or a group/consortium). If consortium members face business difficulties, regulatory actions or simply 
choose to exit the network, the operational continuity of the entire system could be jeopardized. There is 
also risk of vendor lock-in, as there is often a single company that legally owns the intellectual property 
of the platform including validator software, provisioning of hardware and the like. A permissioned 
network’s gatekeeper can direct its validators to revert or alter the record of transactions, for any reason 
or no reason, depending on any terms or contractual arrangement. Similarly, the censorship resistance 
that in permissionless systems comes by way of cryptographic identity can be thwarted by the gatekeeper 
ordering validators to ignore certain users.18  

Sustaining neutral governance arrangements among competing institutions over decades has proved very 
hard, for the most part.19 Where a permissionless network’s rules are enforced by transparent code and 

19 Visa is the cautionary case: founded as a member-owned, non-stock association organized on deliberately non-proprietary 
principles, it reorganized into a stock corporation in 2007 and went public the following year.  See Dee Hock, One from Many: VISA 
and the Rise of Chaordic Organization (2005) (first-person account of Visa’s founding as a non-stock membership corporation organized 
on deliberately non-proprietary principles); Visa Inc., Annual Report (Form 10-K) for the fiscal year ended Sept. 30, 2008 (describing 
the October 2007 reorganization, in which Visa U.S.A., Visa International and Visa Canada became subsidiaries of Visa Inc., and the 
March 2008 initial public offering). SWIFT is a rare counterexample: founded in 1973, it remains a member-owned cooperative under 
Belgian law, governed by a shareholder-elected board with oversight from the G-10 central banks. See Swift, Organisation & 

18 See Malekan, On the Perils of Permissioning, supra (arguing that the cryptographic apparatus of permissioned chains signals proximity to 
blockchains while delivering the guarantees of a shared database). 

17 Hybrid designs exist, including networks whose existing validators or token holders vote on the admission of new validators. Where 
joining consensus requires anyone’s approval, the network sits on the permissioned side of the line for purposes of the properties 
discussed here, whatever the governance mechanics of that approval. 
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economic incentives visible to all, a permissioned network’s rules depend on the gatekeeper’s ongoing 
cooperation (especially difficult in a consortium arrangement), contractual agreements and ability to 
resolve conflicts, introducing counterparty and coordination risks that are avoided in decentralized 
systems. In this way, permissioned networks are not credibly neutral; they offer a form of rules 
established in off-chain contractual agreements and thus leave participants, users and builders vulnerable 
to gatekeepers who can remove validators, censor certain users, halt the chain or reverse transactions, all 
at their discretion. Uncertainty results in diminished confidence in any financial infrastructure, and the 
presence of a gatekeeper makes permissioned networks more unpredictable, regardless of how well 
intentioned the parties involved.  

II.​ Financial Integrity Laws in the U.S. 

The financial integrity framework in the United States comprises the BSA with its attendant amendments 
and the sanctions laws.20 As discussed below, neither requires “perfect” compliance; they are both 
risk-based, not zero-tolerance, and the enforcement efforts of the Financial Crimes Enforcement 
Network (“FinCEN”) and the Office of Foreign Assets Control (“OFAC”) for any violations are 
consistent with this principle. 

A.​ The BSA and Attendant Regulations 

The Bank Secrecy Act, passed in 1970,21 was designed to “promote financial transparency” through 
improved financial recordkeeping and responsiveness to law enforcement inquiries.22 The BSA regulates 
“financial institutions,” defined as certain types of persons or entities that conduct certain types of 
financial activity and typically on behalf of others (e.g., banks, brokers or dealers registered with the U.S. 
Securities and Exchange Commission (“SEC”), and money services businesses (“MSBs”) such as money 
transmitters or currency exchangers).23  

Congress has amended the BSA several times to strengthen and modernize the AML/CFT framework. 
These amendments required financial institutions to significantly expand their recordkeeping and 
responsiveness duties via large departments tasked with overseeing compliance with these laws and 
requirements: 

•​ Annunzio-Wylie Act (1992): This legislation required financial institutions to file suspicious activity 
reports (“SARs”) with FinCEN detailing certain suspicious activity that could potentially indicate 
money laundering or other enumerated crimes. The Act also required institutions to implement 

23 31 U.S.C. § 5312(a)(2); 31 C.F.R. § 1010.100(t). 

22 The Bank Secrecy Act: A Supervisory Update, Fed. Deposit Ins. Corp., 
https://www.fdic.gov/regulations/examinations/supervisory/insights/sisum17/sisummer2017-article02.html. 

21 12 U.S.C. §§ 1829b, 1951–59; 31 U.S.C. §§ 5311–14, 5316–32. 

20 Market regulators impose adjacent obligations of their own; the U.S. Securities and Exchange Commission and the Commodity 
Futures Trading Commission require customer identification and surveillance under their market-integrity rules separately from the 
BSA. Those regimes are outside this paper’s scope, though the layer-based analysis developed here applies to them in the same way. 

Governance, https://www.swift.com/about-us/organisation-governance. Durable arrangements of this kind are scarce, and even 
SWIFT’s neutrality runs only as far as the law of the jurisdictions that oversee it permits. 
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procedures “reasonably designed” to maintain “minimum standards” for an AML program. 
These minimum standards, codified at 31 U.S.C. § 5318(h), include: (i) the development of 
internal policies, procedures and controls; (ii) the designation of a compliance officer; (iii) an 
ongoing employee training program; and (iv) an independent audit function to test programs.24 

•​ USA PATRIOT Act (2001): The PATRIOT Act introduced customer-identification 
requirements, special due-diligence obligations for specified foreign accounts and 
information-sharing provisions. It also expanded authorities directed toward illicit finance.25 

•​ Anti-Money Laundering Act of 2020 (“AML Act”): Most recently, Congress passed the AML Act to 
“strengthen, modernize, and streamline the existing AML regime by promoting innovation, 
regulatory reform, and industry engagement.”26 The AML Act enhanced the BSA framework in 
at least two pertinent ways: first, it emphasized the need for financial institutions to implement 
risk-based AML programs, as opposed to programs primarily focused on blanket reporting; and 
second, it explicitly expanded the statutory scope of the BSA to include businesses that provide 
covered financial services involving “value that substitutes for currency” (which notably includes 
“convertible virtual currency,” or cryptocurrency).27 Pursuant to the AML Act, FinCEN 
introduced national AML/CFT priorities that included “cybercrime, including relevant 
cybersecurity and virtual currency considerations” to guide how financial institutions should 
structure their risk-based AML programs to “reallocate resources from other lower-priority risks 
or practices to manage and mitigate higher-priority risks, including any identified as Strategic 
AML Priorities.”28 

B.​ Sanctions 

The U.S. government’s authority to impose and enforce economic and trade sanctions forms the second 
key part of the financial integrity regime in the United States. Administered primarily by OFAC, these 
laws authorize the designation of foreign governments, entities and individuals whose assets or property 
must be blocked and with whom U.S. persons are generally prohibited from transacting.29  

OFAC’s powers permit the imposition of “comprehensive” sanctions (i.e., prohibitions on all trade and 
economic activity with a particular country) as well as “targeted” sanctions (i.e., selective prohibitions 
against particular persons or entities). Primary sanctions prohibit U.S. persons and entities, as well as 
parties to transactions with a sufficient connection to the U.S., from dealing with sanctioned or 

29 OFAC’s administrative powers emanate from a series of laws, regulations and Presidential Executive Orders, including the 
International Emergency Economic Powers Act, 50 U.S.C. § 1701 et seq., and the National Emergencies Act, 50 U.S.C. § 1601 et seq. 

28 Fin. Crimes Enf ’t Network, Anti-Money Laundering and Countering the Financing of Terrorism National Priorities (2021); 
Anti-Money Laundering Program Effectiveness, 85 Fed. Reg. 58023 (2020). 

27 See Fin. Crimes Enf ’t Network, FIN-2013-G001, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or 
Using Virtual Currencies (2013). 

26 Division F of the William M. (Mac) Thornberry National Defense Authorization Act for FY2021, Pub. L. No. 116-283, 134 Stat. 
3388, 4547 (2021); Fin. Crimes Enf ’t Network, AMLA FinCEN One Pager, 
https://www.fincen.gov/sites/default/files/shared/20210615%20AMLA%20FinCEN%20One%20Pager_FINAL.pdf. 

25 USA PATRIOT Act §§ 311–14, 326, Pub. L. No. 107-56, 115 Stat. 272, 298–315, 317–21 (2001). 
24 Pub. L. No. 102-550, tit. XV, 106 Stat. 3672, 4044 (1992); 31 U.S.C. § 5318(h). 
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designated parties. Secondary sanctions expose non-U.S. persons to designation or other consequences 
for specified activity that occurs outside the U.S. with certain jurisdictions or entities. The latter seek to 
promote U.S. national security and foreign policy objectives by deterring non-U.S. actors from engaging 
with entities or jurisdictions the U.S. deems dangerous (e.g., North Korea, Iran). Sanctions laws prohibit a 
wide range of transactions and dealings by U.S. persons or businesses with sanctioned or designated 
individuals, including the provision of services, technology transfers and even certain forms of advocacy. 
This economic-statecraft approach allows the United States to isolate bad actors from the international 
financial system, deter malicious behavior and promote behavior change for de-listing, without broader 
military intervention. 

C.​ Financial Integrity Requires Reasonable, Risk-Based Programs 

The BSA and the sanctions laws require financial institutions to have reasonable control over and 
mitigation of risk, not the total elimination of risk (an impossible threshold).30 This point is critical given 
institutional concerns about inadvertent or attenuated contacts on permissionless networks that may 
cause inadvertent violations of these laws — that unknowing engagement with a sanctioned or illicit 
actor at the network layer, whether paying network fees to a validator run by a sanctioned actor, 
operating a node or validator that processes the transactions of a sanctioned actor, or receiving assets 
whose transaction history includes an illicit nexus.  

Under the BSA, financial institutions’ AML/CFT programs focus on detection, documentation and 
deterrence of illicit financial activity. These programs are not intended to prevent money laundering or 
terrorist financing wholesale, nor can they. The federal banking regulators and FinCEN have explicitly 
stated that the key to financial integrity is a “reasonably designed” AML program that includes “effective 
processes to identify, measure, monitor and control risks.”31 FinCEN maintains that “[u]nder any 
proposal to incorporate a requirement for an ‘effective and reasonably designed’ AML program, [it] 
understands that institutions may reallocate resources from other lower-priority risks or practices to 
manage and mitigate higher-priority risks, including any identified as Strategic AML Priorities.”32 This 
point was underscored in the Treasury Department’s report on de-risking: although banks may believe 
“they face a risk of large fines from regulators for any failure in banking controls,” regulators “note that 
such fines are rare and that they are uniformly the result of total failure of AML/CFT compliance 
programs, not a result of more limited shortcomings that might result from a reasonable application of 
the risk-based approach.”33 

33 U.S. Dep’t of the Treas., AMLA: The Department of the Treasury’s De-Risking Strategy 22–23 (2023), 
https://home.treasury.gov/system/files/136/Treasury_AMLA_23_508.pdf. 

32 Anti-Money Laundering Program Effectiveness, supra. 

31 The Bd. of Governors of the Fed. Reserve Sys. et al., Joint Statement on Risk-Focused Bank Secrecy Act/Anti-Money Laundering 
Supervision (2019), 
https://www.fincen.gov/news/news-releases/joint-statement-risk-focused-bank-secrecy-actanti-money-laundering-supervision. 

30 31 U.S.C. § 5318(h)(1) (requiring anti-money laundering programs); see also 12 U.S.C. § 1818(s) and 12 C.F.R. § 21.21 (requiring banks 
to maintain programs “reasonably designed to assure and monitor compliance” with BSA recordkeeping and reporting requirements). 
Congress chose reasonableness, not elimination of risk, as the standard.  See also 31 C.F.R. pt. 501, app. A (OFAC Economic Sanctions 
Enforcement Guidelines). OFAC’s penalty framework explicitly lists reasonableness considerations as mitigating factors, including 
quality of the compliance program, degree of management involvement, remediation and cooperation.  
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The standard for sanctions compliance, in practice, is also not wholesale elimination; the regime looks to 
whether the person or entity provided “material assistance” to those engaging in the sanctioned conduct 
with sanctioned parties, though it is also described informally as making sanctioned conduct easier or 
“facilitation.”34 OFAC’s Framework for OFAC Compliance Commitments makes clear that sanctions 
compliance programs should employ a risk-based approach that varies depending on factors including 
the organization’s size, sophistication, products and services, customers and counterparties, and 
geographic locations. It identifies five essential components of an effective risk-based sanctions 
compliance program: management commitment, risk assessment, internal controls, testing and auditing, 
and training.35  

Although OFAC construes “facilitation” broadly to include instances in which a U.S. person “assists” or 
“supports” a non-U.S. person in transactions involving sanctioned parties,36 the agency’s enforcement 
approach reflects an understanding that compliance measures must be proportionate to identified risks 
rather than capable of preventing every possible violation. Consequently, U.S. persons and entities subject 
to U.S. sanctions obligations must implement risk-based controls addressed to direct violations and to 
the facilitation of violations by others. The regulatory expectation is reasonable, risk-calibrated 
compliance rather than absolute prevention of all sanctioned conduct. OFAC may consider the existence 
of an effective sanctions compliance program at the time of an apparent violation as a mitigating factor 
in determining whether to impose a civil monetary penalty at all and in calculating the penalty amount.37 

These risk-based programs share a few key features inside financial institutions: 

•​ Collection of specific information about each customer (e.g., verifying customers’ identity), 
colloquially known as “know your customer” (“KYC”) programs. Although KYC is often 
framed as a keystone in combating illicit financial activity, “KYC,” as a term, is never mentioned 
in the BSA, subsequent legislation or attendant regulations, and there is no singular regulatory 
concept of KYC itself. Today, financial institutions primarily engage in versions of three types of 
KYC: Customer Identification Programs (“CIPs”), as well as Customer Due Diligence (“CDD”) 
and Enhanced Due Diligence (“EDD”) programs. 

•​ Maintenance of a written AML program to reasonably address the specific illicit finance risks of 
the institution’s business and customer base, and implementation of procedures to address those 
risks. Institutions routinely audit their respective AML programs and/or are audited by their 
regulators; hire sufficient compliance personnel and appropriately train them to carry out the 

37 31 C.F.R. pt. 501, app. A (Economic Sanctions Enforcement Guidelines) (listing the existence, nature and adequacy of a compliance 
program among the General Factors); U.S. Dep’t of the Treas., A Framework for OFAC Compliance Commitments, supra (“OFAC 
will consider favorably subject persons that had effective SCPs at the time of an apparent violation.”). 

36 See 31 C.F.R. § 560.208 (prohibiting facilitation by U.S. persons of transactions by foreign persons that would be prohibited if 
performed by a U.S. person); U.S. Dep’t of the Treas., A Framework for OFAC Compliance Commitments, supra. 

35 U.S. Dep’t of the Treas., A Framework for OFAC Compliance Commitments (2019), 
https://ofac.treasury.gov/media/16331/download?inline; see also U.S. Dep’t of the Treas., Sanctions Compliance Guidance for the 
Virtual Currency Industry (2021), https://ofac.treasury.gov/media/913571/download?inline. 

34 Exec. Order No. 13694, 80 Fed. Reg. 18077 (2015), as incorporated in Exec. Order No. 13757, 82 Fed. Reg. 1 (2017); see also 31 
C.F.R. § 560.208 (prohibiting a U.S. person from approving, financing, facilitating or guaranteeing a transaction by a foreign person 
that would be prohibited if performed by a U.S. person); 31 C.F.R. § 560.417 (interpreting the facilitation prohibition). 
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program; and ensure the program adequately detects suspicious activity so that persons 
potentially engaged in illicit financial activity can be investigated and, ultimately, deterred. 

•​ The filing of various reports with FinCEN, including SARs for suspicious transactions above 
certain dollar thresholds for banks and (non-bank) MSBs and currency transaction reports for 
cash payments over $10,000, and the maintenance of copies of these reports and supporting 
documents for five years to aid any potential future law enforcement investigations. 

D.​ Enforcement Focuses on Systemic Deficiencies 

FinCEN and OFAC focus enforcement efforts on reasonably knowable, systemic deficiencies rather than 
isolated slips, as reflected in their public statements and enforcement actions. This posture bears directly 
on the inadvertent-violation concern institutions raise about permissionless networks. Of course, 
FinCEN and OFAC retain discretion to depart from existing fact patterns, and novel institutions or 
business models the agencies have not previously encountered may draw closer scrutiny. The pattern 
described below has held for the categories of institutions already operating under BSA supervision — 
the institutions addressed herein.  

In August 2020, FinCEN issued a Statement on Enforcement of the BSA emphasizing that it “is 
committed to being transparent about its approach to BSA enforcement. It is not a ‘gotcha’ game.”38 In 
determining whether to pursue enforcement and the extent of any penalties, FinCEN considers, among 
other things, “management’s complicity in, condoning or enabling of, or knowledge of the conduct 
underlying the violations” and “the number and extent of violations, failure rates (e.g., the number of 
violations out of total number of transactions), and duration of violations.”39 For example, FinCEN 
imposed a $15 million penalty against Shinhan Bank America for violations from April 2016 through 
March 2021, after the bank was repeatedly informed of deficiencies as far back as 2015.40 In December 
2025, FinCEN assessed a $3.5 million penalty against cryptocurrency platform Paxful for willfully 
violating the BSA between February 2015 and April 2023 by failing to maintain its registration as a 
money services business, implement an effective AML program and file suspicious activity reports while 
facilitating over $500 million in suspicious activity involving high-risk jurisdictions including Iran and 
North Korea.41 

Despite strict-liability authority, OFAC’s Economic Sanctions Enforcement Guidelines explicitly calibrate 
actual enforcement by weighing a range of factors, including willfulness, awareness of conduct, harm to 
sanctions objectives and the adequacy of compliance programs.42 Historical enforcement actions 
demonstrate OFAC’s focus on knowing or reasonably knowable systemic deficiencies rather than 
zero-tolerance punishment for good-faith errors (e.g., settlement of 254 alleged sanctions violations 

42 31 C.F.R. pt. 501, app. A (Economic Sanctions Enforcement Guidelines). 

41 Fin. Crimes Enf ’t Network, Consent Order No. 2025-02, In re Paxful, Inc. (Dec. 9, 2025), 
https://www.fincen.gov/system/files/2025-12/PaxfulConsentOrder.pdf. 

40 Fin. Crimes Enf ’t Network, Consent Order No. 2023-03, In re Shinhan Bank America (Sept. 29, 2023). 

39 Press Release, Fin. Crimes Enf't Network, FinCEN Statement on Enforcement of the Bank Secrecy Act (Aug. 18, 2020) (quoting 
Director Kenneth A. Blanco). 

38 Fin. Crimes Enf ’t Network, Statement on Enforcement of the Bank Secrecy Act (Aug. 18, 2020). 
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where 12 were deemed “egregious” for $3.1 million).43 In the designation space, OFAC has typically 
focused on enablement of ongoing, systemic sanctions evasion, rather than surprise actions for limited 
activity. For example, in August 2025, OFAC re-designated cryptocurrency exchange Garantex and 
designated its successor Grinex for processing over $100 million in transactions linked to ransomware 
actors and cybercriminals since 2019, sanctioning three executives and six associated companies that 
supported systematic sanctions-evasion efforts.44  

III.​ Financial Institutions Can and Do Use Permissionless Networks Consistent with the 
Financial Integrity Laws 

Regulated institutions already use permissionless networks in production. Franklin Templeton has 
maintained the official share register of its Franklin OnChain U.S. Government Money Fund on 
permissionless blockchains since 2021 and added the Solana network in February 2025.45 BlackRock has 
issued shares of its tokenized money market fund, BUIDL, on the Ethereum network since March 
2024,46 and Apollo launched tokenized access to its Diversified Credit Fund on six permissionless 
networks in January 2025.47 Additional announcements touting traditional financial institutions’ 
deployment of products on permissionless networks continue on a near-weekly basis. 

Product launches have not assuaged concerns voiced by financial institutions in pushing back on usage 
of permissionless networks. Specifically, these institutions argue that unknowing or inadvertent 
engagement with a sanctioned or illicit actor at the network layer — whether it be paying network fees to 
a validator run by a sanctioned actor, operating a node or validator that processes the transactions of a 
sanctioned actor, or receiving assets whose transaction history includes an illicit nexus — is incompatible 
with financial integrity obligations.  

These concerns sell short the financial integrity laws — and the enforcement thereof. These laws are 
built for adaptability; institutions can modify their compliance programs to new technologies, tailoring 
risk management frameworks to manage new challenges that may arise. This is discussed further below, 
along with a proposed risk management framework for financial institutions’ use of permissionless 
networks.   

47 Press Release, Securitize, Apollo and Securitize Announce Partnership and Launch Tokenized Access to Credit Fund on Aptos, 
Avalanche, Ethereum, Ink, Polygon, and Solana Networks (Jan. 30, 2025), 
https://securitize.io/learn/press/apollo-and-securitize-announce-partnership-and-launch-tokenized-access-to-credit-fund. 

46 BlackRock Launches Its First Tokenized Fund, BUIDL, on the Ethereum Network, Yahoo Fin. (Mar. 20, 2024), 
https://finance.yahoo.com/news/blackrock-launches-first-tokenized-fund-222700828.html. 

45 Franklin Templeton Expands $594M Money Market Fund FOBXX to Solana, CoinDesk (Feb. 12, 2025), 
https://www.coindesk.com/business/2025/02/12/franklin-templeton-expands-usd594m-market-money-fund-to-solana. The fund’s 
transfer agent has maintained the official record of share ownership on public blockchain networks since 2021. 

44 Press Release, U.S. Dep’t of the Treas., Treasury Sanctions Cryptocurrency Exchange and Network Enabling Sanctions Evasion and 
Cyber Criminals (Aug. 14, 2025), https://home.treasury.gov/news/press-releases/sb0225. 

43 OFAC, Enforcement Release: Exodus Movement, Inc. (Dec. 16, 2025), 
https://ofac.treasury.gov/media/934831/download?inline=. 
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A.​ Financial Integrity Programs Are Adaptable to New Technology 

Financial institutions can adapt existing financial integrity programs to comply with relevant laws to 
participate on permissionless networks.48 “Permissionless networks can be implemented in ways that 
fully meet the needs of highly regulated environments,” with controls “implemented at the application 
layer, on top of a permissionless architecture,” an approach that “mirrors the model followed by the 
internet’s evolution, which combined foundational openness at the protocol layer with controls and 
oversight at the application layer.”49 Regulators do not appear to find the risks of permissionless networks 
greater than those associated with financial institutions’ use of other software: “Banks could also face 
operational risk associated with using new technology, but these risks are the same as, and similar to, 
risks already assumed by national banks. . . . [N]ational banks are permitted to engage in certain 
crypto-asset activities and thus have experience settling transactions with crypto-assets on a distributed 
le[d]ger.”50 

The OCC has said that banks already have “significant experience” building the BSA/AML programs 
that detect, document and eliminate illicit actors and activity, and that a bank offering crypto-asset 
services to customers should “adapt and expand” that program to address the particular risks of 
cryptocurrency transactions.51 In Interpretive Letter 1174, issued in January 2021, the OCC concluded 
that a bank “may validate, store, and record payments transactions by serving as a node on” a distributed 
ledger.52 The letter addresses “independent node verification networks” (“INVNs”), the OCC’s umbrella 
term for shared databases maintained by independent nodes. None of these letters draw any distinction 
between permissioned and permissionless networks. Letters issued in March and May 202553 reaffirmed 
those conclusions. In November 2025, Interpretive Letter 1186 confirmed that banks may pay network 
fees on blockchain networks and may hold, as principal, the crypto-assets needed to pay them; the letter 
reasoned that because serving as a node is permissible, accepting the network fee paid to a node is 
permissible too, “since the two are inextricable.” The letter’s operative example is the Ethereum network, 
a permissionless network whose protocol selects validators pseudorandomly. Interpretive Letter 1188 
went further, addressing riskless-principal transactions in crypto-assets and observing that a bank 
engaged in other permissible crypto-asset activities may “rely on the infrastructure related to these 
offerings.”54 The July 14, 2025, interagency statement on crypto-asset safekeeping proceeds on the same 
premise: its treatment of key generation and asset-level due diligence contemplates banking organizations 
safekeeping assets native to permissionless networks and directs them to manage the attendant risks in a 

54 OCC, Interpretive Letter No. 1186, supra; OCC, Interpretive Letter No. 1188, supra. 
53 OCC, Interpretive Letter No. 1183 (Mar. 7, 2025); OCC, Interpretive Letter No. 1184 (May 7, 2025). 
52 Id. 

51 OCC, Interpretive Letter No. 1174, supra. 

50 OCC, Interpretive Letter No. 1188 (Dec. 9, 2025) (noting that national banks already engage in permissible crypto-asset activities 
and have experience settling crypto-asset transactions on distributed ledgers, and analogizing distributed-ledger settlement to 
book-entry settlement); see also OCC, Interpretive Letter No. 1174 (Jan. 4, 2021) (comparing the risks of these activities to those of 
other electronic activities expressly permitted for banks, including electronic custody services, digital certification and data processing). 

49 Coinbase, Why the Future of Finance Calls for a Permissionless Architecture, supra, at 13. 

48  The Office of the Comptroller of the Currency (“OCC”) has stated “[a]lthough DLT networks have novel features, these features 
nonetheless ‘permit the use of new ways of conducting the very old business of banking.’” OCC, Interpretive Letter No. 1186 (Nov. 
18, 2025) (quoting M & M Leasing Corp. v. Seattle First Nat’l Bank, 563 F.2d 1377, 1382 (9th Cir. 1977)). 
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safe and sound manner and in compliance with applicable law.55 The FDIC and the Federal Reserve 
issued consistent guidance in 2025, rescinding their prior-notification and non-objection requirements 
for crypto-asset activities and returning those activities to the ordinary supervisory process.56 

The banking regulators are not alone in their recognition. The securities, investment management and 
derivatives regulators affirmed the same: each has addressed how the firms it supervises may hold, 
transact in and settle cryptoassets on blockchain networks, without distinguishing between 
permissionless and permissioned networks.  For broker-dealers, the staff of the SEC’s Division of 
Trading and Markets issued guidance in May 2025 describing how firms may custody cryptoassets, both 
securities and non-securities, account for them under the net capital rule and facilitate in-kind creations 
and redemptions for spot crypto exchange-traded products, and the SEC and FINRA staffs 
simultaneously withdrew their 2019 joint statement that had steered broker-dealers away from digital 
asset custody.57 A December 2025 SEC staff statement went further, explaining how a broker-dealer 
carrying crypto asset securities for customers can satisfy the possession-or-control requirement of Rule 
15c3-3.58 Asset managers already operate here; registered funds have maintained official records of share 
ownership on permissionless blockchain networks since 2021.59 With respect to derivatives, the 
Commodity Futures Trading Commission (“CFTC”) opened a tokenized collateral initiative in 
September 2025, and in December 2025 its staff issued guidance and no-action relief permitting futures 
commission merchants to accept certain digital assets, including payment stablecoins, as customer 
margin.60 These actions implement the July 2025 report of the President’s Working Group on Digital 
Asset Markets, which sets the direction as national policy.61 

61 President’s Working Grp. on Digital Asset Mkts., Strengthening American Leadership in Digital Financial Technology (July 30, 
2025), https://www.whitehouse.gov/crypto/. 

60 CFTC Release No. 9130-25, Acting Chairman Pham Launches Tokenized Collateral and Stablecoins Initiative (Sept. 23, 2025), 
https://www.cftc.gov/PressRoom/PressReleases/9130-25; CFTC Letter No. 25-39 (Dec. 8, 2025) (staff guidance on the use of 
tokenized assets as collateral); CFTC Letter No. 25-40 (Dec. 8, 2025) (no-action position regarding futures commission merchants’ 
acceptance of certain digital assets, including payment stablecoins, as customer margin). 

59 Franklin Templeton Trust, Franklin OnChain U.S. Government Money Fund, Summary Prospectus 3 (Apr. 30, 2025), 
https://www.sec.gov/Archives/edgar/data/1786958/000174177325000032/c497k.htm. 

58 SEC Div. of Trading & Mkts., Statement on the Custody of Crypto Asset Securities by Broker-Dealers (Dec. 17, 2025), 
https://www.sec.gov/newsroom/speeches-statements/trading-markets-121725-statement-custody-crypto-asset-securities-broker-deal
ers. 

57 SEC Div. of Trading & Mkts., Frequently Asked Questions Relating to Crypto Asset Activities and Distributed Ledger Technology 
(May 15, 2025, updated Feb. 19, 2026), 
https://www.sec.gov/rules-regulations/staff-guidance/trading-markets-frequently-asked-questions/frequently-asked-questions-relatin
g-crypto-asset-activities-distributed-ledger-technology. The SEC and FINRA staffs concurrently withdrew the Joint Staff Statement 
on Broker-Dealer Custody of Digital Asset Securities (July 8, 2019). 

56 FDIC, FIL-7-2025, FDIC Clarifies Process for Banks to Engage in Crypto-Related Activities (Mar. 28, 2025), 
https://www.fdic.gov/news/financial-institution-letters/2025/fdic-clarifies-process-banks-engage-crypto-related; Press Release, Bd. 
of Governors of the Fed. Reserve Sys., Federal Reserve Board Announces the Withdrawal of Guidance for Banks Related to Their 
Crypto-Asset and Dollar Token Activities (Apr. 24, 2025), 
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20250424a.htm. 

55 Joint Statement on Risk-Management Considerations for Crypto-Asset Safekeeping, Bd. of Governors of the Fed. Reserve Sys., 
FDIC & OCC (July 14, 2025), https://www.federalreserve.gov/newsevents/pressreleases/bcreg20250714a.htm. 
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B.​ Compliance Programs Can Withstand Attenuated, Protocol-Mediated Contacts at the 
Network Layer  

Financial institutions should understand the use of permissionless networks as the use of infrastructure, 
much as they already treat the public internet and the telephone network (shared systems whose other 
users and operators they neither know nor screen) and calibrate their compliance approach accordingly. 
Regardless of that positioning, financial institutions’ hesitation to engage with permissionless networks 
focuses on potential inadvertent or unknowing interactions with sanctioned or illicit actors — e.g., paying 
network fees to a validator operated by a sanctioned actor, unknowingly transacting with a sanctioned 
actor, receiving or transacting with cryptoassets that may have touched illicit actors at some point in their 
history.62    

Several independent reasons make clear that institutions can transact on these networks consistent with 
their compliance obligations under relevant laws. First, the relationship between a transacting institution 
and any given validator differs in kind from the relationships the sanctions laws police, such as exporting 
to, purchasing from, brokering for, financing or otherwise “dealing” with a designated person.63 Because, 
in permissionless networks, the right to propose each block, the fee, and the validator or validator set 
recording a transaction are all assigned automatically and pseudo-randomly by the protocol, it bears some 
(although not complete) resemblance to the relationship between an email sender and the owners of the 
routers that carry the message, or between a caller and the owners of the switches that complete the call. 
A U.S. financial institution whose internet protocol (“IP”) packets traverse infrastructure in a sanctioned 
jurisdiction is not considered to violate sanctions on that basis: the same analysis of neutral, 
protocol-mediated carriage applies to a permissionless network’s consensus layer. FinCEN has long 
distinguished, in the analogous BSA context, between those who transact and those who merely supply 
“the delivery, communication, or network access services” on which transactions are communicated. 
That distinction is codified in the BSA’s own regulatory definition, which expressly excludes those who 
“merely provide the delivery, communication, or network access services used by a money transmitter to 
support money transmission services.”64 Protocol-defined validation shares many of the functional 
characteristics of the network services described in FinCEN’s exclusion. That exclusion operates within 
the money transmission framework, so the point is illustrative rather than controlling: the BSA itself 
distinguishes neutral carriage from transacting, and the sanctions analysis turns on the same feature of 
the relationship, the absence of selection, direction or dealing.65 

65 Fin. Crimes Enf ’t Network, FIN-2019-G001, Application of FinCEN’s Regulations to Certain Business Models Involving 
Convertible Virtual Currencies 20 (2019) (persons providing “the delivery, communication, or network access services used by a 
money transmitter to support money transmission services” are “engaged in trade and not money transmission”). 

64 31 C.F.R. § 1010.100(ff)(5)(ii)(A). 

63 See, e.g., 31 C.F.R. § 560.206 (prohibiting U.S. persons from engaging in any “transaction or dealing in or related to” specified goods, 
services or technology, and defining “transaction or dealing” to include “purchasing, selling, transporting, swapping, brokering, 
approving, financing, facilitating, or guaranteeing”); 31 C.F.R. § 560.208 (prohibiting a U.S. person from approving, financing, 
facilitating or guaranteeing a transaction by a foreign person that would be prohibited if performed by a U.S. person). 

62 For an official-sector treatment of these concerns, see Basel Comm. on Banking Supervision, Novel Risks, Mitigants and 
Uncertainties with Permissionless Distributed Ledger Technologies, supra (cataloguing the compliance and due-diligence concerns 
arising from banks’ reliance on unknown third parties on permissionless networks). 
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Second, inadvertent, unknowing interactions with validators or other network participants in a sanctioned 
jurisdiction are not the kind of activity the sanctions laws were written to address. The concern is 
broader than geography, since a validator could be a designated person operating from anywhere: the 
institution has not selected, contracted with, exported to, financed or otherwise dealt with the operator, 
and the fee reaches it through rules that apply identically to every user of the network.66 The institution 
has no way to know the validator in advance and cannot direct the fee one way or the other, and the 
same is true for every other user of the network. Blockchain analytics firms and government authorities 
monitor transparent, recorded transactions and activity on blockchain networks, which allows for new 
financial integrity risk mitigation procedures.  

Third, the enforcement framework already accounts for contacts of this kind. OFAC calibrates 
enforcement to willfulness, awareness, harm and the adequacy of the compliance program, and FinCEN 
has disclaimed “gotcha” enforcement.67 In August 2020, the federal banking agencies issued a joint 
statement clarifying that isolated or technical violations or deficiencies in financial integrity programs do 
not typically result in an enforcement action.68 An institution that documents its analysis of network-layer 
contacts, implements risk-based controls over the customers, counterparties and assets within its control, 
and promptly escalates any specific designation touching network infrastructure would present the 
profile of good faith and reasonable design that the OFAC Enforcement Guidelines treat as warranting 
mitigation or no action at all. The crypto-related public enforcement actions by OFAC and FinCEN to 
date have involved an intermediary that exercised control over customers or funds and systematically 
failed at the obligations attaching to that control, and none has been predicated on a market participant’s 
payment of protocol-level network fees.69 

OFAC’s October 2021 Sanctions Compliance Guidance for the Virtual Currency Industry reinforces this 
point.70 The Guidance employs a function-differentiated risk framework: compliance obligations 
calibrate to the role a participant plays and the degree of control it exercises over assets and customer 
relationships. The Guidance’s best practices focus on entities that possess identifying information and 
exercise control over customer funds, distinguishing their obligations from those of participants whose 
role is limited to passive network operation. In the nearly five years since that Guidance issued, no OFAC 
enforcement action has been predicated on a miner’s or validator’s having proposed or participated in 
consensus for a block that happened to contain a sanctioned-party transaction.  

Fourth, with respect to assets purportedly tainted by prior interactions with illicit actors, OFAC’s 
enforcement approach makes clear that institutions do not automatically “inherit” sanctions exposure. 
The public ledger of a permissionless network enables institutions to trace the provenance of incoming 

70 U.S. Dep’t of the Treas., Sanctions Compliance Guidance for the Virtual Currency Industry, supra.  

69 See supra Section II.D (Shinhan Bank America, Paxful, Exodus and Garantex/Grinex). 

68 Fed. Reserve Bd. et al., Joint Statement on Enforcement of Bank Secrecy Act/Anti-Money Laundering Requirements (Aug. 13, 
2020). 

67 Fin. Crimes Enf ’t Network, Statement on Enforcement of the Bank Secrecy Act, supra.  

66 See U.S. Dep’t of the Treas., Sanctions Compliance Guidance for the Virtual Currency Industry, supra (calibrating compliance 
obligations to a participant’s role and control); Rodrigo Seira, Amy Aixi Zhang & Dan Robinson, Base Layer Neutrality (Paradigm, 
Sept. 2022), https://www.paradigm.xyz/2022/09/base-layer-neutrality (analyzing the sanctions posture of base-layer participants). 
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assets with a precision unavailable in traditional payments: direct exposure of an asset that came 
immediately from a designated wallet is treated more seriously than indirect, multi-hop exposure 
attenuated by intervening legitimate transactions. Institutions’ BSA programs have existing tools to 
address this: they can flag potential inbound exposure to a designated address, can decline or quarantine 
the assets, freeze the relevant account pending review, file a SAR, report the interaction to OFAC and 
seek a license where one is needed, all without any action by, or change to, the underlying network. An 
institution with a good-faith blockchain analytics program, calibrated risk thresholds for direct versus 
indirect exposure, and SAR-filing disciplines for high-risk provenance presents the profile OFAC’s 
Enforcement Guidelines treat favorably.   

C.​ Privacy and Financial Integrity Compliance Are Compatible 

Separate from potential contact with illicit actors, financial institutions express concerns on another issue 
that can be addressed by an adapted risk management framework: whether they can transact on a 
permissionless ledger without exposing client positions, counterparties and strategies to competitors. 
This concern covers two distinct interests: confidentiality of transaction detail (positions, flows, 
counterparties, strategies) and control over the link between an address and the identity behind it. The 
two are related, since either can compromise the other, and they call for different tools. Privacy on public 
blockchains has generated a substantial literature of its own, academic and official ​ sector alike; this 
subsection takes the topic up only as far as financial integrity requires.  

Institutions already manage confidentiality in environments where transactional metadata transits 
third-party infrastructure, including correspondent banking chains, messaging networks and market data 
feeds, and they do so through the structure of their activity. These systems no longer force a choice 
between confidentiality and compliance. The early case for permissionless ledgers as a compliance asset 
rested on total transparency; what financial integrity actually requires is that the necessary information be 
verifiable by the institution, its counterparty and its supervisor, among others. Modern cryptography 
allows institutions to prove a compliance-relevant proposition without publishing the data such that an 
institution can give a supervisor better assurance than a closed system provides while giving its 
competitors nothing at all. Onchain, the available techniques include address rotation and account 
abstraction, omnibus and tiered custody structures that keep client-level detail off the ledger, and 
cryptographic methods, most notably zero-knowledge proofs, that permit an institution to prove a 
compliance-relevant fact, such as that a counterparty is unsanctioned or that reserves exceed liabilities, 
without revealing the underlying data.71  

Proofs about the provenance of funds let a party show that an asset did not come from an identified 
illicit set without publishing its entire transaction graph.72 Confidential transfer designs encrypt amounts 
and balances on the ledger while retaining an auditor or viewing key that an institution can furnish to an 

72 Vitalik Buterin, Jacob Illum, Matthias Nadler, Fabian Schär & Ameen Soleimani, Blockchain Privacy and Regulatory Compliance: Towards a 
Practical Equilibrium, 5 Blockchain: Rsch. & Applications 100176 (2024). 

71 For an accessible treatment, see Aleksander Berentsen et al., An Introduction to Zero-Knowledge Proofs in Blockchains and Economics, 105 
Fed. Reserve Bank St. Louis Rev. 280 (2023). 
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examiner. Central banks have reached a parallel conclusion in their own, centralized designs. The Bank 
for International Settlements (“BIS”) Innovation Hub’s Project Tourbillon, a central bank digital 
currency prototype, built payer anonymity into a payment system while preserving the disclosure needed 
to address illicit payments; it is relevant here to confirm the regulator’s own assessment that privacy and 
illicit finance controls are compatible.73 Privacy technology, like all the technology discussed in this paper, 
is purpose-agnostic, and its legitimate institutional applications are maturing quickly. Application layer 
design can preserve client confidentiality for institutional activity on permissionless infrastructure.  

D.​ A Risk-Management Framework for Financial Institution Use of Permissionless 
Networks 

Financial institutions need a risk management framework tailored to permissionless networks. A 
reasonably designed program will follow familiar principles drawn from FinCEN’s program rules, the 
five pillars of OFAC’s Framework (management commitment, risk assessment, internal controls, testing 
and audit, and training), and from the agencies’ crypto-specific guidance, including OFAC’s 2021 
sanctions compliance guidance for the virtual currency industry, FinCEN’s 2019 advisory on illicit 
activity involving “convertible virtual currency” (“CVC”) and the compliance considerations FinCEN 
published alongside the Paxful consent order.74  

The program’s components divide into two kinds: transaction-level controls, which apply to the 
institution’s customers and counterparties in essentially the form they take today, and network-level 
analysis addressed to the infrastructure itself.  

Adapted to permissionless-network activity, a financial institution’s financial integrity risk management 
program would include: 

1.​ Governance and documented risk assessment. Board-approved risk level for onchain 
activity; a documented, periodically refreshed assessment identifying which networks, which 
activities (custody, settlement, tokenization, payments, node or validator operation) and which 
assets are in scope; and asset-by-asset analysis of the kind the July 2025 interagency statement 
describes.75 Network-level diligence, covering validator client diversity, validator and stake 
distribution, finality characteristics, upgrade governance and historical resilience, evaluated in the 
same manner the institution evaluates other critical infrastructure on which it depends or that it 
operates. 

2.​ Customer-layer KYC, distinct from network-level analysis. CIP, CDD and EDD apply to 
the institution’s customers exactly as they do today, and the institution internally associates 

75 Joint Statement on Risk-Management Considerations for Crypto-Asset Safekeeping, supra. 

74 U.S. Dep’t of the Treas., Sanctions Compliance Guidance for the Virtual Currency Industry, supra; Fin. Crimes Enf ’t Network, 
FIN-2019-A003, Advisory on Illicit Activity Involving Convertible Virtual Currency (May 9, 2019), 
https://www.fincen.gov/sites/default/files/advisory/2019-05-10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf; In re 
Paxful, Inc., supra (“Compliance Considerations”). 

73 Bank for Int’l Settlements Innovation Hub, Project Tourbillon: Exploring Privacy, Security and Scalability for CBDCs (Nov. 29, 2023), 
https://www.bis.org/publ/othp80.htm. 
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customer identities with their wallet addresses. Nothing about the architecture of the underlying 
network changes the end customer’s identity and what the institution must know about them.76 
There is nothing novel about layering controls on top of open infrastructure: “[P]ermissionless 
networks can be implemented in ways that fully meet the needs of highly regulated 
environments. Much in the same way that financial services participants adapted to use of the 
internet, controls can be implemented at the application layer, on top of a permissionless 
architecture, where an intermediary uses discretion in ways similar to traditionally regulated 
activities.”77 

3.​ Wallet and counterparty screening. These are transaction-level controls, applied where the 
institution transacts. Screening of deposit sources and withdrawal destinations against OFAC’s 
Specially Designated Nationals List and law-enforcement-identified illicit addresses; integration 
of blockchain analytics for wallet risk scoring on direct and indirect exposure; and application of 
FinCEN’s published red flags and typologies for convertible virtual currency.78 The technology 
assists the institution because the public ledger permits tracing the provenance of funds in a 
manner unavailable with cash or correspondent balances. 

4.​ Transaction monitoring and reporting adapted to onchain data. Monitoring rules tuned to 
onchain typologies (structuring across addresses, rapid layering through mixing or bridging, 
interaction with high-risk protocols), with SAR processes that capture onchain identifiers such as 
transaction hashes and addresses, which increase the usefulness of the resulting reports to law 
enforcement, and recordkeeping built on the permanence of the ledger itself. 

5.​ Travel Rule and Funds Transfer Rule compliance for onchain transmissions between 
financial institutions. For transfers of $3,000 or more, 31 C.F.R. §§ 1010.410(f) and 1020.410(a) 
require the institution to collect and pass originator and beneficiary information to the receiving 
institution. FinCEN confirmed in its May 2019 guidance (FIN-2019-G001) that these 
obligations apply to convertible virtual currency transmissions.79 Permissionless networks present 
no inherent obstacle: the immutable public ledger produces a permanent record of the 
transaction hash, originator address and beneficiary address, and industry-standard 
interoperability protocols (including Travel Rule Universal Solution Technology (TRUST), the 
Travel Rule Information Sharing Alliance (TRISA) and the Travel Rule Protocol (TRP)) allow 
institutions to transmit the required originator and beneficiary identifying information, including 
names and account identifiers, beyond wallet addresses alone, alongside onchain transactions 
using the transaction hash as a common identifier. 

79 See Fin. Crimes Enf ’t Network, FIN-2013-G001, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or 
Using Virtual Currencies, supra. 

78 Fin. Crimes Enf ’t Network, FIN-2019-A003, Advisory on Illicit Activity Involving Convertible Virtual Currency, supra. 
77 Coinbase, Why the Future of Finance Calls for a Permissionless Architecture, supra, at 13. 

76 Parts of the industry are building alternative identity architectures, including reusable, cryptographically attested credentials and 
zero-knowledge proofs of KYC status. Nothing in this framework depends on them: placing controls at the customer layer means the 
CIP, CDD and EDD programs institutions already run carry over intact. Institutions applying conventional programs bear the same 
BSA obligations as competitors experimenting with alternative approaches; the statute judges the program, whatever the tooling. 
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6.​ Sanctions controls proportionate to what the institution controls. Geolocation and IP 
controls for customer-facing services; screening of the counterparties with which the institution 
deals; a documented legal analysis of network-fee payments and validator interaction; and an 
escalation protocol if OFAC designates wallet addresses (or individuals with known or associated 
wallets) to demonstrate a prompt, good-faith response. 

7.​ Third-party risk management. Node-as-a-service providers, staking providers, custody 
technology vendors and analytics firms are vendors like any others, subject to the interagency 
third-party risk-management guidance, which calls for due diligence, contractual protections, 
monitoring and exit planning.80 An institution can reduce dependence on vendors by, among 
other things, running its own nodes. 

8.​ Key management and cybersecurity aligned with the safekeeping statement. Generation 
and storage of cryptographic key material under documented controls, contingency planning, 
and integration of onchain operations into the institution’s existing cyber program. 

9.​ Testing, audit, training and converged expertise. Independent testing of the program; 
interdisciplinary training of compliance and cybersecurity personnel per FinCEN’s national 
priorities, which direct institutions to allocate resources toward the threats of greatest 
consequence, among them state-sponsored cybercrime and virtual-currency-enabled laundering.81 

The program described above omits identification of validators, service-level agreements with a protocol, 
petitions to a gatekeeper for membership and any waiting period for a permissioned replica of 
infrastructure: the current financial integrity laws do not require any of this.  

More broadly, the GENIUS Act’s AML and sanctions compliance architecture supports the above 
proposed framework. In that legislation, Congress adopted the compliance model this paper proposes as 
the organizing principle for the most systemically significant crypto-asset application tied to the U.S. 
financial system (stablecoins): controls at the application layer, operated by entities with knowledge of 
customers and control over assets. GENIUS requires permitted payment stablecoin issuers, as 
identifiable regulated entities at the application layer, to certify the existence of AML programs and 
sanctions compliance programs, and to maintain the technical capability to execute lawful orders to 
freeze or burn outstanding stablecoins.82 These obligations run to the issuer, not to the permissionless 
networks on which stablecoins circulate.  

Put simply, recently enacted U.S. law confirms that the permissionless network layer need not itself be 
regulated for the financial activity built on it to satisfy financial integrity requirements. 

82 Guiding and Establishing National Innovation for U.S. Stablecoins Act of 2025, Pub. L. No. 119-27, 139 Stat. 419 (2025). See id. § 
4(a)(5), 12 U.S.C. § 5903(a)(5) (subjecting permitted payment stablecoin issuers to the Bank Secrecy Act and federal sanctions laws and 
requiring certification of the implementation of anti-money laundering and sanctions compliance programs); id. § 4(a)(6), 12 U.S.C. § 
5903(a)(6) (requiring the technological capability to comply, and compliance, with lawful orders); id. § 2(16), 12 U.S.C. § 5901(16) 
(defining “lawful order” to include orders to seize, freeze, burn or prevent the transfer of payment stablecoins). 

81 See Fin. Crimes Enf ’t Network, Anti-Money Laundering and Countering the Financing of Terrorism National Priorities, supra. 
80 Interagency Guidance on Third-Party Relationships: Risk Management, 88 Fed. Reg. 37920 (June 9, 2023). 
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IV.​ Permissionless Networks Will Benefit Financial Institutions 

Financial institutions have been using ledgers kept as databases (albeit closed ones) for decades. 
Permissionless blockchains offer financial institutions certain operational, regulatory and even 
commercial benefits not readily available through their current software, tooling, applications and 
products. 

A.​ Operational Benefits 

Permissionless blockchains are more operationally resilient than traditional financial databases, or similar 
permissioned or closed ledgers operated by a company or consortium. Operational resilience refers to a 
network’s ability to absorb certain shocks or unexpected events (e.g., a cyberattack, server outage or 
activity spike) and continue operating without interruption — a key feature for regulatory expectations 
around business continuity. These networks achieve operational resilience through decentralized 
architecture, which removes the single points of failure of traditional financial infrastructure. Resilience 
scales with the number, independence and diversity of the validators, and participants in the network.  

Infrastructure outages or incidents on certain permissionless networks83 where the networks continued 
processing transactions demonstrated such networks’ resilience while centralized systems were impaired 
during similar or the same incidents. Regulators recognize resilience as a benefit: “Among the potential 
benefits is the fact that INVNs may enhance the efficiency, effectiveness, and stability of the provision of 
payments. For example, they may be more resilient than other payment networks because of the 
decentralized nature of INVNs.”84 

In addition, permissionless blockchains generate a kind of shared network effect that closed systems do 
not. Proprietary networks such as SWIFT and credit card systems do produce enormous network effects 
of their own; those accrue within ecosystems their operators control and compound to the operators’ 
benefit. The network effects in permissionless systems accrue to participants more widely.85 When a 
financial institution launches a tokenized asset or payment rail on a permissionless network, any other 
institution, fintech or application can integrate with and build upon that service without bilateral 
agreements or proprietary access. This openness allows financial products to achieve distribution and 
adoption at greater speed; e.g., a securities settlement application can access liquidity from decentralized 
exchanges, treasury management tools can programmatically interact with multiple lending protocols, 
and trade finance platforms can verify credentials across supply chain participants globally. In the same 
vein, permissionless networks bolster liquidity in ways that themselves serve regulatory objectives. These 

85 Openness and composability are also available, by permission, in operator-run systems such as open-banking interfaces. The 
distinguishing feature of the permissionless setting is that composability requires no operator’s continued consent. 

84 OCC, Interpretive Letter No. 1174, supra. 

83 For example, on October 20, 2025, a failure in Amazon Web Services’ us-east-1 region disrupted exchanges, brokerages, payment 
applications and hosted wallet services for hours while the Bitcoin, Ethereum and Solana base layers continued producing blocks 
without interruption. See Crypto’s Decentralized Illusion Shattered Again by Another AWS Meltdown, CoinDesk (Oct. 21, 2025), 
https://www.coindesk.com/news-analysis/2025/10/21/crypto-s-decentralized-illusion-shattered-again-by-another-aws-meltdown. 
The prominent failures associated with crypto markets, including exchange collapses and bridge and smart-contract exploits, occurred 
at the application layer; the base-layer consensus of major permissionless networks was not the failure point in those episodes. 
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networks operate globally and continuously and remain open to participants, so assets can be sold, 
financed or posted as collateral around the clock against a worldwide pool of counterparties. Deeper and 
more continuous market access serves the system as a whole.  

The global reach of permissionless networks expands the total addressable market of investable assets 
and services built on top of them: the infrastructure has no geographic anchor, and the protocol treats a 
payment across the ocean the same as one across the street. Most traditional payment and settlement 
systems are domestic. Any cross-border activity must be intermediated, with private firms acting as 
connective tissue from one market to another. At best, this intermediation leads to settlement delays and 
higher costs; at worst, it leads to certain systemic risks. Legal access is a separate matter, since securities, 
licensing, tax and sanctions regimes still govern who may offer and receive what in each jurisdiction, and 
institutions must comply with them wherever they operate; the point is that the infrastructure adds no 
geographic barriers of its own. The assets issued on top of them can be accessed from anywhere, 
increasing access for investors and reducing the cost of capital for issuers. Similarly, permissionless 
networks allow institutions to offer products around the clock, meeting investors around the world on 
their own timelines. 

B.​ Regulatory Benefits 

Permissionless networks advance many of the desirable goals of financial regulation: reduction of 
prudential risk, reduction of counterparty and settlement risk, verifiability, and deeper liquidity. 

Prudential and operational risk. The operational resilience of permissionless networks described above 
enhances their stability. The types of macroprudential risks that threaten corporate or even 
consortium-owned infrastructure during crises (e.g., the failure of a major foreign exchange or custody 
bank) are less of a concern for a permissionless system designed to operate regardless of the economic 
viability of any one participant. Regulators have also made operational resilience a growing supervisory 
priority, at the firm level and as a prudential concern; financial activity that migrates to appropriately 
resilient networks gives supervisors less to be concerned about on that score. 

Counterparty and settlement risk. Permissionless systems allow for real-time gross settlement of a wide 
variety of assets against each other. Unlike traditional payment or settlement systems, which are designed 
for specific currencies or classes of assets, a single blockchain could be used to transact anything. Smart 
contracts can be used to ensure atomic swaps,86 reducing different types of counterparty and settlement 
risk. 

Verifiability, with confidentiality preserved. Permissionless networks are inherently public and thus verifiable. 
Users and supervisors can confirm the ledger’s state and history instead of relying on internal, opaque 
reports. Verifiability of this kind carries pricing consequences. Better information about real exposures 

86 An atomic swap conditions the two legs of an exchange on each other within a single transaction: either both transfers execute or 
neither does, so at no moment has one party performed while the other has not. The mechanism generalizes the 
delivery-versus-payment and payment-versus-payment protections that securities and foreign-exchange settlement systems achieve 
through intermediaries and netting arrangements, and it removes the interval of principal risk those arrangements exist to manage. 
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narrows the risk premium investors demand for opacity, and fewer hidden, correlated exposures mean 
less systemic risk accumulating beyond the sight of supervisors. 

Liquidity and systemic-risk resilience. Continuous, global infrastructure facilitating deep liquidity in myriad 
assets can mitigate market stress; collateral can move within minutes to where it is needed and a seller is 
never barred from the market by the clock. Authorities may find fewer occasions on which crisis 
management requires extraordinary reassurance of the kind offered during the global financial crisis, 
when the Federal Reserve repeatedly emphasized that the discount window remained open. 

Preservation of the supervisory perimeter. The reach of U.S. financial enforcement rests, at least in part, on the 
line of sight into financial flows. The surveillance and enforcement architecture underlying FinCEN’s 
SAR regime and OFAC’s designation program depend on U.S. institutions observing the activity they are 
asked to monitor. Observation is one variable and identity is the other, and pseudonymous ledgers 
supply the first without the second. Institutional participation in permissionless networks joins them: a 
U.S. institution knows its customers, associates them with the addresses it services and can attach verified 
identity to the onchain activity it observes, in its monitoring and in its reports. Dollar-denominated 
activity on permissionless networks is occurring whether or not U.S. institutions participate, and U.S. 
institutional participation is what will keep such activity in contact with the supervisory and reporting 
perimeter. That participation also keeps the business and its client relationships at U.S. institutions. The 
system-level benefit and the institution-level incentive are distinct: the perimeter accrues mostly to the 
system, while the institution’s own return comes from the enriched transaction data that sharpens its risk 
models, the client relationships it keeps and the revenue described below. Supervisory frameworks that 
credit onchain transparency in examinations would align the two more tightly. Avoidance is not a 
financial integrity strategy; it is an abdication of the role that U.S. institutions have always played in 
making the dollar-based financial system resilient, data-enriched and risk-based. 

C.​ Commercial Benefits 

Permissionless networks catalyze competition. They dramatically reduce the friction and overhead that 
typically constrain financial innovation, enabling institutions to build and deploy new products at speed 
— i.e., on a credibly neutral network, institutions avoid dependencies relating to the creation of new 
products. In traditional financial systems, launching a new cross-border payment service or securities 
settlement mechanism requires negotiating bilateral agreements with numerous counterparties, 
integrating proprietary software, navigating fragmented technical standards and waiting months or years 
for internal approvals from legal, compliance and business teams. Consider correspondent banking: 
institutions maintain complex networks of bilateral relationships, each requiring separate legal 
agreements, technical integrations and operational procedures. On permissionless networks, these types 
of barriers disappear: an institution can deploy a payment application or tokenized asset that 
interoperates with existing infrastructure without permission from others or lengthy integration cycles.  

Although incumbents may seek to maintain their competitive moat, additional competition from new 
entrants is net beneficial not only for consumers who receive greater product choice and better pricing, 
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but also for the institutions themselves who evolve to meet market demand and push the broader 
financial system forward. Because the networks are open and identical for everyone, a smaller institution 
can interoperate with the tokenized assets, payment rails and liquidity that larger institutions have already 
deployed, without negotiating for the privilege and without waiting for a bilateral integration to clear 
someone else’s approval process. “[O]pen protocols unravel the advantage tech companies have 
established over the last decades and force them to compete again.”87 Competition of that kind drove the 
innovation that put the United States ahead in the internet’s first decades.88 

This open competition among service providers further benefits institutions: it reduces some of the most 
common business risks regulated institutions face. These include vendor lock-in, dependence on 
infrastructure governed by competitors and exposure to rent extraction by network operators. 
Permissionless ecosystems do carry dependencies of their own. Foundations and core developer teams 
steward the major protocols, roadmaps slip and ecosystem priorities shift, and no institution can compel 
delivery of a promised upgrade. The dependency an institution sheds is the contractual and proprietary 
kind: no counterparty can revoke its access, reprice its usage or foreclose its integrations. Rather than 
depending on a single clearing house or payment network with monopolistic pricing power, financial 
institutions can choose among multiple infrastructure providers (e.g., oracles, RPCs, on/off ramps) 
competing on performance, cost and reliability. Development cycles compress significantly as institutions 
draw on open-source tools, standardized protocols and shared liquidity rather than building proprietary 
systems from scratch. This agility allows institutions to respond rapidly to market opportunities, and 
client demands while avoiding the technical debt and vendor lock-in that plague legacy financial 
infrastructure. The ability to integrate between and among applications so that assets can move 
seamlessly — without the significant overhead of legal negotiation, analysis of technological 
compatibility and the like — allows financial institutions to develop and deploy new products in a way 
they could not before.89 

V.​ Conclusion 

A generation ago, regulated financial institutions confronted an open, global, permissionless network that 
anyone could join and that carried the traffic of legitimate and illegitimate users alike. Institutions moved 
their businesses onto the open protocols of the internet and built their controls at the application layer, 
around their customers, their products and their own conduct, with the support of their regulators. That 
decision now appears so plainly correct that its contested origins are easy to forget. Financial institutions 
and their regulators face the same decision again with respect to permissionless blockchain networks. 

89 See Thomas Eisenmann, Geoffrey Parker & Marshall Van Alstyne, Platform Envelopment, 32 Strategic Mgmt. J. 1270 (2011) (describing 
how a platform provider can enter and foreclose a complementor’s market by leveraging shared user relationships); see also Catalini & 
Gans, supra (on the cost of networking and the difficulty of operating a marketplace without assigning control to a centralized 
intermediary). 

88 Id. 

87 Christian Catalini, Forget Antitrust, Regulate to Let Tech Disrupt Itself, Forbes (Apr. 18, 2024), 
https://www.forbes.com/sites/digital-assets/2024/04/18/forget-antitrust-regulate-to-let-tech-disrupt-itself/. 
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Financial institutions can transact on permissionless networks under the laws in force today, and they 
should. The BSA and sanctions laws demand reasonably designed, risk-based programs governing the 
customers, counterparties and assets within an institution’s control. FinCEN and OFAC enforce against 
systemic, knowable failures. The OCC has said expressly that banks may run nodes, validate transactions, 
pay network fees and hold the assets needed to do so, and the federal banking agencies’ own guidance 
assumes safekeeping of assets native to permissionless chains. Open networks offer institutions a degree 
of operational resilience, verifiability, competition, interoperability and liquidity that the structure of 
closed systems foreclose. 

The stability of U.S. financial integrity depends on risk awareness around financial flows, and broad 
institutional participation on permissionless networks is what keeps those flows within the view of U.S. 
institutions, whose risk analysis systems raise and contextualize suspicious activity signals, including to 
U.S. authorities when appropriate. Financial integrity laws, properly understood, commend that 
participation. This framework offers institutions, their advisors and their supervisors a practical blueprint 
for responsible participation on permissionless networks. 
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EXHIBIT A 
A COMPLIANCE REFERENCE FOR FINANCIAL INSTITUTIONS​

The Compatibility of Permissionless Networks and Financial Integrity 

The Nine-Point Risk-Management Framework 
August 24, 2026 

  
 

Transaction Layer 
Part of current institutional financial integrity compliance programs  

 

2  Customer-layer KYC 
CIP, CDD and EDD apply exactly as 
they do today, tied to each customer’s 
wallet addresses. 

3  Wallet and counterparty screening 
Deposits and withdrawals screened 
against the SDN List; analytics separate 
direct from indirect exposure. 

4  Transaction monitoring and 
reporting 
Monitoring rules tuned to onchain 
typologies; SARs capture transaction 
hashes and addresses. 

5  Travel Rule compliance 
Originator and beneficiary data travel 
with transfers of $3,000 or more via 
TRUST, TRISA or TRP. 

6  Proportionate sanctions controls 
Geolocation and IP controls, 
counterparty screening, and escalation 
for newly designated addresses. 

  

 

Network & Program 
Additions to existing financial integrity compliance programs, addressed to the infrastructure  

 

1  Governance and risk assessment 
Board-approved risk appetite; 
documented assessment of the 
networks, activities and assets in scope. 

7  Third-party risk management 
Node, staking, custody and analytics 
providers managed as vendors under 
the interagency guidance. 

8  Key management and 
cybersecurity 
Documented key generation and 
storage, with contingency planning per 
the 2025 safekeeping statement. 

9  Testing, audit and training 
Independent testing, with training that 
joins compliance and cybersecurity per 
FinCEN priorities. 

    

 

Built for What Is Currently Permissible Under Existing Law 
●​ A reasonably designed, risk-based program scoped to the customers, counterparties and assets within the institution’s 

control satisfies existing law. 
●​ Obligations attach at the layer the institution operates, the same layer where its compliance program already runs. 
●​ Every component above maps to rules and guidance already in force, so the program can be examined, tested and audited 

under familiar standards. 
●​ Institutions may participate in networks directly, running their own nodes to reduce vendor dependence within the 

third-party framework. 
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